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ABSTRACT
Mesoporous materials, characterized by tunable pore structures, large surface areas, and versatile surface properties, have
become essential for advancing electrochemical biosensors. Their unique structural features enable efficient immobilization of
biomolecules, enhancing electron transfer and amplifying signal transduction, which are vital for precise and selective detection
of analytes within complex biological environments. This review provides a thorough discussion of scaffold-based mesoporous
materials, including mesoporous silica, carbon, metals, metal oxides, metal-organic and covalent organic frameworks. We are
focusing on their design strategies, synthesis techniques, and functional integration into biosensing systems.We emphasize recent
innovations that leverage these materials for health monitoring and clinical diagnostics, targeting clinically relevant biomarkers
such as glucose, nucleic acids, proteins, and metabolites linked to specific diseases. Moreover, we explore the role of mesoporous
silica thin films in the operation ofminiaturized biosensors, highlighting their potential inwearable and point-of-care applications.
By systematically evaluating performance metrics and addressing reproducibility and scalability challenges, this review outlines
crucial pathways for future research. Additionally, we discuss how advances inmaterials science, surface enhancement, and device
integration are driving the development of next-generation real-time, non-invasive, and personalized diagnostic tools.
1 Introduction

Diagnostics plays a critical role in both identifying diseases
and guiding treatment. Early diagnostic measures are crucial
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protein/peptide studies, toxicity, immunoassays, environmen-
tal monitoring, and forensic investigations [1–4]. A biosensor
designed for monitoring blood glucose levels has been suc-
cessfully commercialized [5]. Due to their portability and the
expedited turnaround for results, biosensors are projected to
address several unmet demands within the diagnostics industry
[6–8].

Biosensors based on 3D nanomaterials have attracted signif-
icant attention in recent years, driven by the growing need
to detect specific molecules present in the human body and
its surrounding environment [8, 9]. Their architectures include
interconnections between macro- and mesopores that inhibit
aggregation and restacking. Therefore, these channels expose
the inner surface and enable molecules and ions to access the
void spaces. This feature has enabled significant advances in
biosensors, including catalysis, drug delivery, and sensing [10].
The versatility of these materials stems from their structural
properties and their ability to be functionalized, enabling tai-
lored interactions with target molecules and enhancing their
effectiveness across a range of biomedical and environmental
applications. This adaptability is crucial for advancing tech-
nologies that optimize the performance of these materials and
address complex challenges in medicine and environmental
science [8].

Emerging scaffolding nanomaterials, characterized by low cyto-
toxicity, the capacity to stimulate cell proliferation, and versatile
fabrication methods, have garnered significant attention in
biomedical science. Various modifications, including the appli-
cation of surface functionalities, surface charge modification
(either negative or positive) and hydrophobic character, as well
as the controlled flexibility or rigidity, can be applied to the
scaffold materials to modulate their physicochemical properties
and biological conformity. These materials have been utilised for
the detection of analytes such as cancer biomarkers [11, 12], food-
borne pathogens [13, 14], dopamine [15], uric acid [16, 17], ascorbic
acid [18, 19], glucose [20, 21], cortisol [22], and hydrogen peroxide
[23–25].

The synthesis, properties, and broad applications of mesoporous
materials, including silica, carbon, and metals, in areas such as
drug delivery and sensing have already been well documented
[26–29]. Published reviews have highlighted the functional role
of oriented mesoporous silica in (bio)sensing and as a molecular
sieve [30–32]. In this review,we first examinemesoporousmateri-
als as platforms for sensing and the detailed discourse surround-
ing biosensor applications, with an emphasis on recent contribu-
tions. We highlight new developments, such as the gating effect
enabled by vertically ordered mesoporous silica, functionalized
with antibodies and aptamers. Such works create unprecedented
opportunities through advanced mesoporous silica structures in
analytical electrochemical biosensors and the translation into
a wearable device. A variety of detection methods have been
employed to identify distinct biomarkers. This review delineates
the analytical efficacy of each technique, providing a comparative
analysis for the optimal detection of various analytes. Addition-
ally, the underlying mechanisms governing each method are
discussed. This comprehensive examination not only highlights
the strengths and limitations of current detection methods but
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also emphasizes the need for innovative approaches to enhance
sensitivity and specificity, as well as the potential of these
methods as biosensing materials for wearable health monitoring
applications.

2 Fundamentals of Electrochemical Biosensor

An electrochemical biosensor is a specialized analytical tool
that translates a chemical signal from a specific reaction
or molecular recognition event into a quantifiable electri-
cal signal. The electric signal, such as current, potential, or
impedance, correlates with the concentration of the target
analyte [33]. These devices are fundamentally electrochem-
ical cells that comprise four key components: a working
electrode (WE), a reference electrode (RE), a counter elec-
trode (CE), and an electrolyte [34, 35]. The WE serves as
the primary sensing interface. The surface of the WE is
frequently modified with catalysts or recognition elements
to impart selectivity and sensitivity. The RE, commonly a
silver/silver chloride (Ag/AgCl) system, establishes a stable,
non-polarizable potential benchmark against which the WE
potential is measured. The CE, or auxiliary electrode, is fabri-
cated from an inert material (e.g., platinum or graphite) and
serves to complete the electrical circuit by passing current,
predominantly in amperometric and impedimetric type sen-
sors. These components are immersed in an electrolyte, an
ionically conductive medium that facilitates ion transport to
maintain overall charge neutrality [36]. Based on the signal
transductionmechanism, these devices are classified as potentio-
metric, impedimetric, photoelectrochemical, electrochemilumi-
nescent, or most commonly, voltametric/amperometric sensors.
The voltammetric/amperometric category utilizes a variety of
interrogation strategies, differentiated by the applied poten-
tial waveform, including cyclic voltammetry (CV), chronoam-
perometry (CA), linear sweep voltammetry (LSV), differen-
tial pulse voltammetry (DPV), and square wave voltammetry
(SWV) [33].

Mesoporous materials in electrochemical sensors typically do
not serve as the transducer themselves but rather function as
high-performance modification layers to enhance their sensing
capabilities (Figure 1). Depending on their intrinsic electrical
properties, mesoporous materials exert two distinct effects on
the transducer. Insulating materials, such as mesoporous
silica, are electrically nonconductive and primarily serve as
structural and passivation layers. These materials provide a
large specific surface area for biomolecule immobilization, acting
as selective barriers to minimize interference and shield the
recognition element from denaturation. In these systems, elec-
tron transfer occurs predominantly at the underlying electrode
surface beneath the silica layer [7, 37]. In contrast, conductive
materials, including mesoporous carbons, metals, and modified
silica, act as 3D extensions of the electrode. These materials
combine high surface area, ordered porosity and high electrical
conductivity, thereby participating directly in signal transduction.
The conductive mesoporous framework forms an interconnected
scaffold that reduces electron transport distance, facilitating
faster charge transfer, and amplifying the overall electrochemical
response [38, 39].
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FIGURE 1 Working mechanism of an electrochemical biosensor [33].
3 Overview of Mesoporous Materials for
Electrochemical Biosensors

Porous materials are classified by pore size according to the
International Union of Pure and Applied Chemistry: microp-
orous, mesoporous, and macroporous. Mesoporous materials are
a unique class of porous solids structured by well-defined pores
with diameters in the range of 2–50 nm. In contrast, microporous
materials refer to materials with pore sizes less than 2 nm, while
macroporous materials exhibit pore diameters larger than 50 nm
[40]. The intermediate regime provides an advantageous balance:
large enough to facilitate rapid mas transport of electrolytes and
biomolecules, yet small enough to maintain high surface area
[29, 41, 42]. These features distinguish mesoporous materials as
highly attractive for electrochemical biosensing, where signal
amplification, efficient charge transfer, and selective biomolecule
immobilization are crucial [38, 43–45]. In the following subsec-
tions, we discuss five main classes of mesoporous materials that
have been most widely explored in this context. These include
silica and non-silica materials spanning mesoporous carbon,
mesoporous metals and metal alloys, mesoporous metal oxides,
mesoporous metal-organic frameworks and covalent organic
frameworks.

3.1 Mesoporous Silica

Mesoporous silica nanoparticles (MSNs) have received con-
siderable attention in recent decades owing to their ease of
synthesis, low toxicity, high chemical stability, cost-effectiveness,
and highly controlled mesoporous size and shape [7]. MSNs have
been synthesised with various morphologies (Figure 2), such
as molecular sieves (MCM-41, MCM-48, and MCM-50) [46–50],
Santa Barbara Amorphous (SBA) [51], hollow-type mesoporous
silica (HMSN) [52], periodicmesoporous organosilica (PMO) [53],
core-mesoporous silica shell structures and organically modified
silica (ORMOSIL) nanoparticles [54, 55].

Ordered silica-based mesoporous materials consist of a periodic
and regular arrangement of well-defined mesopores and an
amorphous inorganic framework structure. These materials are
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known for their unique properties, specifically, high porosity
(pore volume > 0.7 mL/g), with high specific surface areas
(500–1500 m2/g), and represent characteristics of both silica gels
and molecular sieve zeolites [7, 41, 56–60]. Ordered mesoporous
silicas usually can be obtained by the sol-gel process, which will
be discussed in the next section, involving the hydrolysis and
condensation of tetraalkoxysilane Si(OR)4 as the precursor of
silica source, in the presence of a supramolecular template such
as surfactants (micelles).

MSNs are widely utilised as carrier materials in a variety
of controlled-release technologies due to their large specific
surface area, excellent biocompatibility, and substantial drug-
loading capacity [40, 61–63]. Exploiting these properties, Jimenez-
Falcao et al. developed an electrochemical aptasensor using
MSNs loaded with methylene blue as the redox probe, thereby
augmenting the signal of these biosensors by capping with
an avidin/imminobiotin pH-responsive gate-like ensemble [64].
This aptasensor, designed for the detection of carcinoem-
bryonic antigen, was formed by conjugating a biotinylated,
thiol-functionalized anti-carcinoembryonic antigenDNAhairpin
aptamer to gold nanoparticles modified screen-printed carbon
electrodes. The biosensingmethod relies on the unique unfolding
of the aptamer upon CEA binding. The process exposes the
biotin moiety and facilitates binding to avidin-functionalized
MSNs. This project demonstrated the feasibility of customiz-
ing the design of similar nanocarriers with controlled loading
capacity and size, and of utilising various redox probes as cargo,
presenting new opportunities for the development of highly
sensitive electrochemical biosensors [64]. Li et al. implemented
a similar approach. The team developed an innovative split-type
electrochemical immunosensor that employs a controlled-release
strategy for sensitive detection of the tumor marker CA19-9 [65].
In this approach, glucose is encapsulated within MSNs and
sealed with functionalized zinc sulphide (ZnS) to create a signal-
amplifying complex. By separating the immune recognition
process from electrochemical analysis, the authors claim that
the immunosensor effectively addresses the challenge of low
detection sensitivity caused by biofouling (Figure 3A). The sensor
exhibits a wide linear detection range (0.001–100 U/mL) with
an impressive detection limit of 0.5 mU/mL, demonstrating its
3 of 24



FIGURE 2 Typical morphologies of MSNs: molecular sieves (MCM-41, MCM-48, and MCM-50), Santa Barbara Amorphous (SBA), hollow-type
mesoporous silica (HMSN), periodic mesoporous organosilica (PMO), organically modified silica (ORMOSIL) nanoparticles [46].

FIGURE 3 Mesoporous silica-based electrochemical sensors. (A) Fabrication process of the sandwich sensor and signal amplification mechanism
for the detection of carbohydrate antigen 19-9 (CA19-9). Reproduced with permission [65]. Copyright 2023, Elsevier. (B) Schematic of preparation of
GDH/O-VMSF/ITO electrode and the electrochemiluminescence enzyme biosensor for detecting glucose. Reproduced with permission [21]. Copyright
2024, Elsevier. (C) Functionalized VMSF role in the signal conversion interface of the working for detecting cortisol. Reproduced with permission [22].
Copyright 2024, American Chemical Society.
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high sensitivity [65]. While the design shows promise for highly
sensitive detection of the tumor marker in PBS, further research
in relevant biological media is necessary to evaluate the impacts
of biofouling agents and the practical real-world considerations
of the design.

Mesoporous silica films (MSFs) have attracted attention as
promising structures for electrochemical biosensors [30, 66–68].
Their appeal lies in the well-ordered pore arrangement, consis-
tent pore size of 2 – 3 nm, and ease of functionalization. MSFs
enhance diffusion through their nanochannels, thereby improv-
ing the sensitivity of biomolecule detection. Huang et al. intro-
duced a “signal-on” electrochemiluminescence (ECL) enzyme
biosensor to detect glucose in human serum and artificial sweat
(Figure 3B) [21]. This ECL enzyme biosensor was constructed
by immobilizing a glucose dehydrogenase (GDH) monolayer on
the external surface of a vertically ordered mesoporous silica
film (VMSF), thereby facilitating the diffusion of Ru(bpy)32+
through the silica nanochannels. The NAD+-active GDH layer
catalyzes the oxidation of glucose substrates, producing NADH
in the process. The ECL intensity directly correlates with glucose
concentration, enabling quantitative analysis of glucose levels.
The biosensor demonstrated a wide linear detection range for
glucose (10 nM to 1 mM) and a low limit of detection (1.5 nM)
in diluted samples [21]. Luan et al. developed a wearable
electrochemical biosensor for cortisol detection in sweat, a small-
molecule hormone widely recognized as a key stress indicator
(Figure 3C) [22]. The team employed aptamer/cDNA hybrids to
modify the surface of MSN as the recognition element. This mod-
ified structure served as a gating mechanism, in which binding
of the analyte to the aptamer triggered aptamer unfolding and
detachment, thereby opening the gate, as illustrated in Figure 3C
[22]. However, the irreversible release of aptamer/cDNA hybrids
limited device reusability, highlighting the need for optimized
aptamer selection or regenerative strategies to improve this
concept.

3.2 Other Mesoporous Materials

3.2.1 Mesoporous Carbon

Traditional porous carbon materials possess a rich historical
background and have been effectively utilised across a variety
of applications. They serve as adsorbents for contaminants, in
filtration processes, for energy storage and solutions, and as
supportingmatrices for electrocatalysts [26, 38, 69, 70]. Electrodes
modified with mesoporous carbon demonstrate a substantial
electroactive surface area and display efficient charge transfer
mechanisms. Moreover, the characteristics of the mesoporous
carbon matrix include uniformity and similarity to graphite-like
domains and stacking heights, a reduced surface functional group
content, and a minimal frequency of defects such as twists, non-
aromatic connections, and carbon valencies [71]. Collectively,
these compelling structural attributes, along with densely con-
centrated edge plane defect sites, facilitate the immobilization of
biomolecules, proteins, and enzymes without the need for linkers
[72, 73].

Furthermore, porous carbon consists solely of carbon ele-
ments, which may improve compatibility with bioreceptors
Small, 2026
and potentially extend shelf life. These comprehensive features
have propelled the use of mesoporous carbon as a promising
material for developing electrochemical biosensing platforms
[45, 73–76]. For example, Zhong et al. engineered an enzyme-
modified electrode for an electrochemical biosensor. The com-
plex enzyme consists of a mesoporous carbon/zirconium-based
metal-organic framework composite integrated with laccase for
detection of tetracycline [73].

Jain et al. proposed a novel nanostructured mesoporous carbon-
based electrochemical biosensor specifically for the detection
of swine influenza [77]. These modified electrodes facilitated
fast charge-transfer processes due to their favourable electronic
propertieswith ameanpore size of 4.8 nm [77].Moreover, because
porous carbon was composed solely of carbon, it offered high
biocompatibility with bioreceptors and demonstrated excellent
long-term stability. Collectively, these unique structural and elec-
tronic properties made mesoporous carbon a promising material
for the development of advanced electrochemical biosensors [77].

Wang et al. synthesised CdZnSeS quantum dots (QDs) amalga-
matedwith orderedmesoporous carbon (OMC) and subsequently
immobilized these onto a glassy carbon electrode surface for the
detection of hydrogen peroxide [74]. The integration of QDs with
the highly conductive mesoporous carbon structures markedly
enhanced both the electrochemical performance and the elec-
trochemical luminescence signal. Their findings indicated that
the developed biosensor exhibited a higher electron transfer
rate, a lower detection limit, greater selectivity, and greater
stability than a glassy carbon electrode [74]. Leveraging the high
surface area of mesoporous carbon to enhance binding, mobility,
and collision probability, Wahab et al. fabricated well-dispersed
superparamagnetic iron oxide nanoparticles on a mesoporous
carbon support (Figure 4) [78]. As a proof-of-concept, the team
developed a glucose assay with a limit of detection (LoD) of
2 µM in spiked samples. These findings demonstrate that homo-
geneously dispersed iron oxide nanoparticles on mesoporous
carbon have potential as next-generation nanozymes for highly
sensitive bioassays [78]. However, the limitation of this work lies
in the fabrication of the materials needed to achieve the desired
composite. It highlights that further research should focus on
utilising themethodology of synthesizing the compositematerials
while maintaining their potential for sensitive bioassays.

3.2.2 Mesoporous Metals andMetal Alloys

Mesoporous metals, distinguished by their nanoscale crystalline
architectures and mesopores ranging from 2 to 50 nm, are
classified as second-generationmesoporousmaterials due to their
exceptional porosity, high surface areas, and enhanced electro-
conductive properties. These characteristics are the main reasons
for their use in applications such as catalysis, electrocatalysis,
and biosensing. Within catalytic systems, mesoporous metals
enhance performance by augmenting activity, stability, and
selectivity [79–83]. Mesoporous metals have garnered significant
attention due to their unique physicochemical characteristics.
Their high electrical and thermal conductivity enables a variety
of applications in electrocatalysis, biosensing, and bioimaging
[84–86]. Mesoporous gold films have recently attracted interest
5 of 24



FIGURE 4 Schematic representation of the iron oxide–mediated mesoporous carbon and SEM images of the modified mesoporous carbon.
Reproduced with permission [78]. Copyright 2022, Elsevier.
for biosensor development due to their tunable pore size, high
surface-to-volume ratio, surface roughness, and inherent electro-
chemical properties, which enable the development of low-cost,
sensitive, and portable diagnostic devices [87–90].

Unlike bulk gold electrodes, mesoporous gold provides a vastly
enlarged electroactive surface area, which facilitates greater
biomolecule loading and more efficient electron transfer, thereby
markedly enhancing the electrochemical signal. Ahmed et al.
fabricated a biosensor based on a nanostructured mesoporous
gold electrode for highly sensitive detection of protein phosphory-
lation with electrochemical signal amplification (Figure 5A) [87].
The appropriate pore size plays a pivotal role in biosensor design,
balancing surface area and mass transport to ensure efficient
immobilization of bioreceptors while maintaining rapid charge
transfer for highly sensitive detection. Ahmed et al. fabricated
an immune checkpoint protein analyzer chip for lung cancer via
an electrochemical deposition of gold (III), with a controllable
pore size [88]. As detailed in Figure 5B, atomic force microscopy
(AFM) clearly revealed the matrix of these mesoporous gold
films. The film with 18.3 nm pore size exhibited the highest
sensitivity and efficiency for capturing targeted cancer cells,
attributed to its homogeneous pore-size distribution across the
surface, which provides a uniform nanoscale topography that
maximizes surface contact with cell membranes and facilitates
consistent biomolecule immobilization [88].

Leveraging the electrocatalytic activity and signal-amplification
capabilities of the mesoporous gold electrode, an ultrasensitive
and specific electrochemical sensor was engineered for the
detection of miRNA (Figures 5C and 6). This constitutes a
single-step assay capable of detecting a broad range of targets,
achieving an ultra-low limit of detection at attomolar concentra-
tions (Figure 5C) introduced by Masud et al. [89]. These works
demonstrate significant translational potential for advancing
high-performance diagnostic tools in clinical settings [89, 90].

Mesoporous metal alloy structures integrate the inherent cat-
alytic properties of their constituent metals with the distinctive
properties of mesoporous structures, thereby facilitating unique
signal transduction and catalytic behaviors. Mesoporous alloy
films composed of differentmetals exhibit diverse reactivities and
standard redox potential (E◦). These materials offer numerous
benefits in electrocatalysis. In contrast to conventional non-
porous noble metal-based electrocatalysts, mesoporous metal
alloy nanoarchitectures incorporate multiple noble metals and
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thus considerably enhance electrocatalytic performance. The
improvement is due to their ability to create a more advan-
tageous electrical architecture, reducing the costs of electrode
fabrication while preserving a high surface area and supe-
rior mass-transport characteristics. These features ultimately
improve reaction kinetics and efficiency across a spectrum of
electrochemical applications [91–98]. The tailored electrocat-
alytic properties form a favourable platform for electrochemical
biosensing.

A good example of metal alloy structures is the as-synthesised
mesoporous Au–Cu films, which exhibit vertically aligned meso-
pores and a uniform atomic distribution of Au and Cu over the
entire film (Figure 7A) [98]. As a result, mesoporous Au–Cu
films provide a large surface area with highly accessible pores
for guest species, leading to higher performance in nonenzymatic
glucose sensing than individual Au- or Cu-based nonenzymatic
glucose sensors. Such vertically oriented tubular mesochannels
can also be obtained using different alloy compositions such as
Au–Ni [99].

Mesoporous metallic alloys have been successfully used for ultra-
sensitive nucleic acid detection, such as microRNAs (miRNAs),
owing to their excellent catalytic activity [95, 100, 101]. miRNA,
a small non-coding RNA (21–24 nucleotides) that controls over
30% of the human genome, is involved extensively in almost
every cellular process, including cell differentiation, gene expres-
sion, and biological development [89, 95, 100, 101]. Building on
the superparamagnetism of cobalt and iron together with the
biocompatibility of gold, Kang et al. synthesised a magnetic
mesoporous CoFeB amorphous alloy with tunable Co/Fe ratios
via wet-chemical reduction and subsequently doped it with gold
nanoparticles [100]. The resulting Au–CoFeB demonstrated high
magnetization, large open mesopores (∼12.5 nm) (Figure 7B),
and excellent antibody accessibility. As a proof-of-concept, the
material served as a dispersible nanovehicle in a sandwich-
type electrochemical assay for the ultra-sensitive detection of
p53 autoantibody in plasma, achieving a detection limit of
6 mU/mL [100] Park et al. studied a sensing platform for
miRNA detection without amplification using mesoporous gold-
silver alloy films (Figure 7C) [95]. The gold-silver alloy film
was fabricated via electrochemical micelle assembly, using a
block copolymer as a soft template that dictated pore forma-
tion and morphology. The films exhibit high electrocatalytic
activity, enabling sensitive miRNA detection using differen-
tial pulse voltammetry [95]. Li et al. synthesised mesoporous
Small, 2026



FIGURE 5 (A) Schematic illustration of nanostructured mesoporous gold electrode (NMGE) for enhanced detection of protein phosphorylation
via electrochemical signal amplification. Reproducedwith permission [87]. Copyright 2020, Royal Society of Chemistry. (B) Schematic illustration of film
characterization through SEM and AFM image. Reproduced with permission [88]. Copyright 2024, Elsevier. (C) Schematic illustration of the synthesis
of mesoporous gold electrode through the electrodeposition process involving gold (III)-infused polymeric (block) micelles. The target miR-9-2 was
conjugated onto the electrode via RNA-gold affinity (involving both conventional physisorption and chemisorption mechanisms). Reproduced with
permission [89]. Copyright 2020, Elsevier.
trimetallic PdPtCu nanospheres (m-PdPtCu) with a well-defined
morphology (Figure 7D) [101]. These mesoporous trimetallic
nanospheres were first employed as a signal amplification strat-
egy in a highly sensitive and selective immunosensor for the
detection of trace amounts of prostate-specific antigen in human
serum [101].

3.2.3 Mesoporous Metal Oxides

After more than 30 years of intensive exploration and develop-
ment, the field of mesoporous material synthesis has established
a comprehensive system of methodologies centered on silica-
and carbon-basedmaterials, enabling precise control over critical
properties such as thickness, aspect ratio, pore structure, and
morphology [102–112]. However, due to the inherent properties
of metal oxide materials, synthesis strategies that are effective in
silica-based and carbon-based systems cannot be directly applied
to metal oxides. For instance, the commonly rapid hydrolysis
rate of metal oxide precursors makes it challenging to control
the nucleation and growth process of materials. Also, the ten-
dency for spontaneous crystallization hinders pore formation in
the material, making the synthesis of mesoporous metal oxide
materials extremely challenging.
Small, 2026
Mesoporous transition metal oxides are an emerging class of
porous materials due to their confined d-electrons, enhanced
reactive surface-active sites, and interconnected pore structure.
Mesoporous metal oxides have become a viable solution in many
fields, including catalysis, sensing, energy storage, and conver-
sion, due to their unique compositional and structural diversity. A
range of metal oxides, such as iron and titanium oxides, has been
examined as possible electrode materials for supercapacitors due
to their mesoporous nature, which provides a large surface area
and tunable pore size [113–115]. However, the practical application
of metal oxides in electrochemical biosensors is significantly
constrained by their inherent pH sensitivity. Future research
should prioritize the development of mesoporous metal oxides
that can operate across a broader pH range. This advancement
is crucial for unlocking the next generation of materials suitable
for reliable analysis in complex clinical samples, such as blood,
saliva, and urine.

3.2.4 Mesoporous Metal-Organic Frameworks and
Covalent Organic Frameworks

Metal-organic frameworks (MOFs), also known as crystalline
porous coordination polymers, are constructed frommetal ions or
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FIGURE 6 Schematic illustration of the development of glass-grown mAu film for affinity-based electrochemical sensing of SARS-CoV-2-specific
RNA without chemical and enzymatic amplification steps. A snapshot of assay construction to achieve attomolar affinity Au sensor for synthetic SARS-
CoV-2; magnified images of the transducer surface during the electrochemical DPV interrogation at a level of micro- to nano-; representative readout
for RNA adsorbed surface in the presence of redox molecules with bare, 10 pm, and 100 pm. Reproduced with permission [90]. Copyright 2024, Wiley.

FIGURE 7 (A) Cross-sectional SEM images of the mesoporous Au-Cu vertically oriented film. Reproduced with permission [98]. Copyright 2018,
American Chemical Society. (B) Schematic illustration of the mesostructured Au–CoFeB and SEM images of mesoporous Au-CoFeB. Reproduced
with permission [100]. Copyright 2023, American Chemical Society. (C) Schematic representation of the synthesised mesoporous Au–Ag alloy films
with scanning electron microscopy (SEM) images of the mesoporous Au–Ag alloy. Reproduced with permission [95]. Copyright 2020, Royal Society of
Chemistry. (D) Schematic illustration of themesoporous trimetallic PdPtCu and SEM images of mesoporous PdPtCu. Reproduced with permission [101].
Copyright 2018, Elsevier.
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FIGURE 8 Schematic illustration and SEM images ofMIL-101(Fe)/MIL-101(Cr) and AgNPs@MIL-101(Fe)/AuNPs@MIL-101(Cr) morphology [118,
119]. Reproduced with permission
[118]. Copyright 2022, Elsevier. Reproduced with permission [119]. Copyright 2022, Elsevier.
clusters coordinated with organic linkers. Owing to their tunable
pore sizes, high surface areas, and accessible active sites, MOFs
have found widespread applications in catalysis, energy storage,
sensing, and drug delivery. However, most MOFs reported to date
are microporous, with fewer examples of mesoporous (2–50 nm)
or microporous structures [116]. The recent development of
hierarchical porous MOFs incorporating micropores, mesopores,
and/or macropores offers a promising strategy to broaden MOF
functionality. These structures offer the potential to accommo-
date larger guest molecules, including metal nanoparticles and
enzymes, which are often essential for biosensing applications
[117–121].

Materials of Institute Lavoisier (MIL) based frameworks are
well known for possessing both microporous and mesoporous
structures [122, 123]. Among these MIL materials, MIL-101(Fe)
and MIL-101(Cr) have a mesoporous architecture, enabling the
diffusion of molecules through the pore channels, and exhibit
good stability in water and across various pH conditions. These
materials have been extensively implemented in electrochem-
ical biosensors [118, 119, 124–126]. Further enhancement, such
as decorating with gold/silver nanoparticles, as illustrated in
Figure 8, could increase detection sensitivity, especially in
surface-enhanced Raman spectroscopy [118, 119]. Owing to their
tunable pore structure and electrocatalytic properties, meso-
porous MOFs hold great promise for electrochemical biosensing
and warrant further investigation.

Covalent organic frameworks (COFs) are a class of crystalline
porous polymers that are composed of light elements (typically
H, B, C, N, and O) linked by covalent bonds (─C─C─, ─C═C─,
─C═N─, -B-O-, etc.). Yaghi et al. introduced the synthesis
of COFs (COF-1 and COF-5) via reversible chemical bonding,
guided by the principle of topological design, in 2005 [127, 128].
With its special structure and excellent performance, COFs have
shown good application potential in the fields of sensing and
drug delivery, electrocatalysis, photocatalysis, energy storage and
conversion, adsorption and separation, and gas storage [128–130].
We cannot find a record of mesoporous COFs being directly
employed in electrochemical biosensors, likely due to their poor
intrinsic conductivity and limited stability in electrochemical
Small, 2026
environments. However, tailoring their structures or hybridizing
them with conductive nanomaterials could create new opportu-
nities, leveraging the unique selectivity of mesoporous COFs for
electrochemical biosensing.

Despite their structural versatility, the deployment of meso-
porous materials in real-world biosensors is currently hin-
dered by three fundamental bottlenecks: conductivity, selectivity,
and stability. Mesoporous silica, while offering superior anti-
fouling and gating capabilities, suffers from an inherent lack
of conductivity. This insulating nature creates a high electron-
transfer barrier that necessitates complex hybrid integration
with conductive materials to function effectively as an elec-
trochemical interface. Conversely, while mesoporous carbon
and metals exhibit excellent conductivity, they often lack the
intrinsic molecular sieving properties required to prevent bio-
fouling in complex fluids like blood or sweat. Furthermore,
the long-term stability of these high-surface-area scaffolds
in physiological environments remains a critical concern, as
pore collapse or surface degradation over time can lead to
significant signal drift. Addressing these trade-offs, that is,
balancing conductivity with selectivity and stability, remains
the primary challenge for the next generation of material
design.

In summary, eachmesoporous structure has inherent advantages
and disadvantages in application. The choice of a mesoporous
material for biosensing is guided by the “Sensitivity-Selectivity
Trade-off.” While mesoporous carbon and metals offer supe-
rior sensitivity because of direct electron transfer capabilities,
they inherently lack the size-exclusion properties necessary for
analysing complex clinical fluids (e.g., blood, sweat, urine,a
saliva) [69, 70, 79, 87]. Consequently, sensors based solely on
conductive mesoporous scaffolds often suffer from biofouling
and background noise in real-world settings. Conversely, while
mesoporous silica and MOFs offer exceptional selectivity and
anti-fouling properties through molecular sieving, their insulat-
ing nature necessitates the complex integration of heterogeneous
materials with conductive substrates. Therefore, the future of
clinical biosensing lies not in using these materials in isola-
tion, but in hybrid architectures that couple the conductivity
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of carbon/metals with the gating selectivity of silica/MOFs
to resolve the interference challenges inherent to biological
matrices. Table 1 lists these characteristics, along with the respec-
tive advantages and limitations of each mesoporous material.

4 Fabrication of Mesoporous Material –
Vertically-Oriented Silica Film

The common goal here is to construct open mesopores ranging
from 2 to 50 nm in size. Typically, a “sacrificial material” is
selected as a template to assemble with the material precursor to
form a composite. Afterward, the template is removed, leaving
behind mesopores in the spaces it once occupied. To date, a
series of methods for the synthesis of mesoporous materials,
particularlymesoporous silica nanoparticles, has been developed,
including template-assisted methods, gel-processing synthesis,
hydrothermal synthesis, and microwave synthesis [40, 44, 133].

4.1 Template-Assisted Synthesis

Template-assisted synthesis of mesoporous materials employs
templates to guide the specific pore morphology in the materials.
To this end, the method uses surfactants, block copolymers
(soft templates), or solid materials such as silica spheres (hard
templates).Herein, template-assistedmethods for the synthesis of
mesoporous materials will be discussed. The soft template strat-
egy typically comprises two major components: the soft template
and the metal precursor, both dissolved in an aqueous medium.
The soft template uses pore directors, such as block copolymers,
surfactants, and supramolecular assemblies, as a core scaffold for
the inorganic precursors (metal salts) reacting in the prepared
solution. The hard-template approach for synthesizing meso-
porous materials, also known as nanocasting, exo-templating,
or the replicated template method, commonly employs silicas
(e.g., KIT-6), polystyrene spheres, carbon nanotubes, and metal–
organic frameworks as templates (Figure 9) [92, 134–136]. The
skeleton precursors fill the gaps of the target material by heating
and other treatments. Finally, after removal of the hard template
as a sacrificial template by alkali etching, calcination, or other
methods, amesoporousmetal oxidematerial/mesoporous carbon
that replicates the hard template’s pore structure is obtained
(Figure 9).

4.2 Gel Processing Synthesis

Gel processing synthesis is one of the feasiblemethods for synthe-
sizing mesoporous materials, employing templates to guide the
formation of desired pores and depositing a thin, uniform film of
mesoporous metal, mesoporous alloys, or mesoporous silica on
the working electrode surface. In general, the system undergoes
a transformation from a liquid state (sol) to a solid phase
(gel) during drying [40]. This technique involves evaporating a
solution containing the precursor to form high-quality films on
the surface. Mesoporous silica films (MSFs), one of the most
widely studied types, are typically synthesised by preparing a
precursor solution and then removing the template to reveal the
porous structure. These films offer several benefits, including
high chemical, thermal, and mechanical stability, as well as a
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large surface area, making them ideal for applications such as
molecular sieving, catalyst supports, and enzyme immobiliza-
tion. With advances in MSF technology, various electrochemical
sensors have been developed, particularly those based on ver-
tically ordered mesoporous silica films (VMSFs). These films
exhibit unique structural and functional properties, making
them suitable for biosensing and molecular separation. VMSF
has the features of highly uniform pore sizes (2∼3 nm), ultra-
thin thickness (∼100 nm), and high porosity (∼1012 pores/cm2).
Their nanochannels are precisely aligned, either perpendicular
or parallel to the electrode surface, and are rich in silanol groups
(pKa ∼2–3) [137]. In 2012, Zhao’s research group introduced the
Stöber method (Figure 10A) for fabricating VMSFs on negatively
charged substrates, such as glass and ITO [138]. This method
involves dissolving tetraethyl orthosilicate (TEOS) and CTAB
in an ethanol-ammonia solution to create a precursor. CTAB
micelles bind to the substrate via electrostatic forces, while TEOS
slowly hydrolyses to form negatively charged silicate oligomers.
These oligomers are attracted to the micelles. As ethanol diffuses
into the micelles, their shape transitions from spherical to cylin-
drical. Ammonia facilitates hydrogen bonding between micelles
and silicates, aiding this transformation. Continued diffusion
and assembly lead to the deposition of silicates at the interface,
forming the VMSF [138].

The drying process takes a substantial amount of time to achieve
the desired film thickness. The electrochemically-assisted self-
assembly (EASA) (Figure 10B) method offers a fast and effec-
tive way to produce VMSFs with highly ordered, hexagonally
arranged nanochannels on conductive substrates [140]. In this
process, a negative potential is applied to an electrode immersed
in a pre-hydrolyzed precursor solution. Cationic surfactant
micelles, typically formed from cetyltrimethylammonium bro-
mide (CTAB), function as templates and rapidly self-assemble on
the electrode surface. Simultaneously, the reduction of hydrogen
ions and water generates hydroxide ions (OH−), increasing
the local pH and promoting silica condensation. Electrostatic
interactions between negatively charged silica species and pos-
itively charged CTAB micelles lead to the rapid formation of a
well-ordered mesoporous structure [139, 140].

In particular, VMSF grown on ITO substrates exhibits remarkable
stability, attributable to the formation of covalent bonds between
silica and surface hydroxyl groups. In contrast to ITO elec-
trodes, commonly utilised carbonaceous or metallic electrodes
show enhanced electrochemical activity but are constrained
by insufficient adhesion to VMSF. The limited adhesion may
significantly impair the sensitivity and selectivity of VMSF-based
sensors. To address this predicament, molecular adhesives such
as organosilanes, reduced graphene oxide (rGO) sheets and poly-
dopamine have been documented to enhance the adhesion and
long-term stability of VMSF on glassy carbon electrodes (GCE)
or gold electrodes [141–143]. As of now, the rapid and straight-
forward fabrication of stable VMSF on electrodes characterized
by high electrochemical and electrocatalytic activities without
the employment of any adhesive agents remains a formidable
challenge, even though this approach is both simple and effec-
tive in enhancing the sensitivity and selectivity of VMSF-based
electrochemical sensors. Recent advancements in nanomaterials
and surface modification techniques may provide innovative
solutions for overcoming this challenge, potentially leading to the
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TABLE 1 Comparative analysis of mesoporous materials in electrochemical biosensing.

Mesoporous
material class Key properties

Role in Signal
Transduction
(Mechanism) Key advantages Key disadvantages Refs.

Silica Insulating Support
& Biocompatible

Host
with vast silanol
(-OH) groups for
functionalization.

Host Bioreceptors:
Provides a vast, stable

3D matrix for
high-density

enzyme/antibody
immobilization.

Enhance Selectivity:
Acts as a molecular

sieve, using pore size to
physically block large
interfering molecules
(like proteins) from

reaching the electrode.

Excellent
Functionalization:
Surface is easily
modified via

well-established silane
chemistry for covalent

bonding.
High Stability:
Chemically and
thermally inert.

Biocompatible: Ideal
for enzyme
encapsulation

Tunable Pores: Pore
size can be precisely

controlled.

Electrically Insulating:
This is the main

drawback. The material
creates a barrier to
electron transfer that

must be overcome, often
by using it as a thin film

or in a composite.

[7, 18,
131]

Carbon Conductive
Scaffold & Surface

Extender

Increase Electro-
active Area: Its high
surface area boosts the
current signal (capacitive

and Faradaic).

High Electrical
Conductivity: Its

primary advantage for
electrochemistry.

Carbonization:
Requires high

temperature to obtain
carbonized material

[39, 69,
70]

Metals
& Alloys

Catalytic &
Conductive
Amplifier

Extremely high
electrical

conductivity and
intrinsic catalytic

activity

Amplify Signal:
Catalyzes the

electrochemical reaction
of the analyte or a

product.
Functionalization:
Functions as a 3D

electrode, providing the
best possible electrical
contact for immobilized

bio-receptors

Highest Conductivity:
The best material for
accelerating electron

transfer.
Intrinsic Catalytic
Activity: Essential for
many non-enzymatic

sensors and for
amplifying enzymatic

signals

Expensive:
Especially noble

metals like Pt and Au.

[29, 79]

Metal Oxides Semiconducting &
Catalytic Support
Semiconductors
with unique
electronic and

catalytic properties.

Act as Catalyst: Many
oxides, like (ZrO2,

CeO2), have enzyme-like
(nanozyme) activity,

enabling non-enzymatic
sensing.

Versatile Electronics:
Can be semiconductors,
catalysts, or magnetic
(Fe3O4) for separation

Stability Issues: Can be
pH-sensitive

Complex Electronics:
Semiconductor behavior

can be complex

[39]

MOFs Ultra-High Surface
Area & Tunable

Host

Encapsulate: Traps
enzymes/bioreceptors
within its crystalline

pores, providing extreme
protection and high
loading capacity.

Pre-concentration:
Can be designed to
selectively adsorb the

target analyte, increasing
its local concentration.

Highest Surface Area:
Far exceeds all other

classes.
Extreme Tunability:
Pore size, shape, and
chemical functionality
can be precisely designed
by choosing different
metals and linkers.

Redox-Active Centres:
The metal nodes can be
redox-active (e.g., Fe)
and participate in

sensing.

Lower Stability:
Often unstable in

water, acidic, or basic
solutions, which limits
their use in biological

buffers.

[118,
119, 132]
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FIGURE 9 Soft and hard template-assisted synthesis of mesoporous material.
development of more efficient and reliable VMSF-based sensors
for various applications.

4.3 Hydrothermal Synthesis

During hydrothermal synthesis, substances are chemically
reacted with aqueous solutions at high temperature and
high pressure in a sealed reaction chamber. The essence of
this technique is the sol-gel process, but applying higher
process intensity to produce mesoporous materials with
improved regularity and hydrothermal stability [134, 144, 145].
Hydrothermal conditions, including temperature, pH, time,
and reaction factors, can be adjusted to produce materials
FIGURE 10 (A) Schematic illustration of the formation process of VMS
[138]. Copyright 2012, John Wiley and Sons. (B) Schematic illustration of the
Copyright 2021, American Chemical Society.
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with specific pore sizes, pore volumes, and morphologies. In
hydrothermal synthesis, organic template residues do not need
to be removed after synthesis, unlike in templating methods [40].

4.4 Microwave Synthesis

Microwave-assisted heating significantly accelerates the thermal
processing and ensures uniform heating of samples. This method
can penetrate deep into substances rather than relying on heat
transfer. Therefore, the entire heating process can be completed
in a considerably reduced timeframe compared to traditional
processes. This characteristic results in a remarkably efficient
heating process. Furthermore, the elevated efficiency of thermal
F by the Stöber-solution growth approach. Reproduced with permission
EASA process for growth of VMSF. Reproduced with permission [139].
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energy utilization, alongwith the associated energy conservation,
constitutes another salient feature of microwave synthesis in
generating mesoporous materials. This efficiency is particularly
advantageous in the synthesis of mesoporous materials, where
rapid heating can improve structural integrity and uniformity
throughout the material.

In contrast to sol–gel and electrochemically assisted routeswidely
used for vertically oriented mesoporous silica films, hydrother-
mal and microwave-assisted methods have predominantly been
applied to mesoporous silica powders or nanoparticles. Recent
reviews confirm that while microwave strategies enable rapid
formation of mesoporous silica materials [146], hydrothermal
treatments tune the pore structure of particles [147, 148]. Their
application to film architectures (mainly vertically oriented
mesoporous silica films) remains limited.

From a manufacturing perspective, the widespread adoption
of mesoporous biosensors is limited by the incompatibility of
traditional synthesis methods with modern device architec-
tures. Conventional ‘powder-based’ strategies (e.g., hydrothermal
synthesis) often rely on harsh chemical treatments or high-
temperature calcination to remove templates. These aggressive
processing conditions are fundamentally incompatible with the
fragile, flexible substrates (such as plastics or textiles) required for
wearable point-of-care devices [149]. Additionally, the physical
integration of these powders onto electrodes (ohmic contact)
typically requires insulating polymeric binders, which occlude
pores and increase the interfacial charge transfer resistance (Rct).
Consequently, future fabrication efforts must pivot toward ‘film-
based’ techniques like Electrochemically Assisted Self-Assembly
(EASA). By enabling the direct, binder-free growth ofmesoporous
films undermild, room-temperature conditions, EASA effectively
resolves the issues of substrate incompatibility and electrical
contact that plague traditional methods.

5 Mesoporous Silica Films as Functional
Platforms in Electrochemical Biosensors

In the context of electrochemical biosensors, mesoporous silica
is a highly desirable material compared to other mesoporous
materials owing to its structural, chemical, and biological prop-
erties. The synthesis of mesoporous silica is characterized by a
high degree of control and reproducibility, facilitating precise
adjustment of pore dimensions, surface area, and film thickness
through well-established soft or hard-templating methodologies.
The surface of mesoporous silica is rich in silanol (-SiOH) groups,
enabling straightforward and versatile functionalization with
biomolecules such as enzymes, aptamers, and antibodies, thereby
imparting selectivity in biosensing applications. In contrast to
most mesoporous metals or metal-organic frameworks (MOFs),
mesoporous silica offers intrinsic biocompatibility and non-
toxicity [41, 58–60]. Moreover, vertically-ordered mesoporous
silica films (VMSFs) exhibit remarkable antibiofouling capabil-
ities by serving as size- and charge-selective barriers that obstruct
larger or interfering entities, such as proteins, while permitting
the diffusion of smaller target analytes, as discussed in the
antibiofouling membrane section [150–153]. Although silica is
recognized for its electrical insulating properties, this aspect can
be advantageous when integrated with conductive substrates
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(e.g., gold, carbon, indium tin oxide), as it mitigates unwanted
background signals and facilitates controlled electrochemical
responses. The convenience of synthesis, potential for func-
tionalization, structural tunability, anti-fouling attributes, and
compatibility with a variety of electrode systems position meso-
porous silica as a robust candidate material for electrochemical
biosensors.

5.1 Anti-Biofouling Membrane

An anti-biofouling membrane composed of mesoporous silica
thin films serves as an intelligent, adjustable, non-conductive
barrier that inhibits nonspecific adsorption of proteins, cells, and
other biomolecules while facilitating the selective diffusion of
target analytes. This characteristic is of paramount importance
for electrochemical biosensors operating in complex biological
fluids such as sweat, urine, saliva, whole blood, and plasma.
In recent years, various antifouling molecules and materials,
including self-assembled monolayers, peptides, proteins, zwit-
terions, and poly(ethylene glycol)-based polymers, have been
utilised to construct low-fouling electrodes for in vitro electro-
analysis in complex biological samples [154, 155]. While these
approaches improve the antifouling performance of electrodes,
they can also impedemass and charge transport, thereby limiting
sensing efficiency. To address these limitations, mesoporous
silica membranes have emerged as a promising alternative,
offering both electrostatic enrichment and intrinsic antifouling
properties [150–153]. The anti-biofouling property is attributed
to the highly ordered mesoporous architecture of mesoporous
silica films, with pore sizes typically ranging from 2 to 10 nm
and pore densities up to 1012/cm2. This structure serves as
a molecular sieve, permitting the passage of small analytes
(e.g., glucose, dopamine, uric acid, hydrogen peroxide) while
blocking larger fouling species, such as proteins (e.g., bovine
serum albumin, ∼7 nm). Consequently, the prevention of pore
clogging and maintenance of long-term sensor performance are
principal features of the anti-biofouling mechanism as listed in
Table 2.

The antifouling capability of VMSFs has been widely demon-
strated in recent studies. Zhou et al. reported high-performance
antifouling Carbon Fiber Microelectrodes (CFMEs) modified
with antifouling Surface Nanomaterials (SNM) based on silica,
characterized by their ultrasmall dimensions, uniformity, closely
packed structure, and vertical alignment of channels. In both
in vitro and in vivo experimental settings, SNM demonstrated a
remarkable capacity to inhibit severe biofouling of the underlying
electrode surface while maintaining high oxygen (O2) perme-
ability. A simplified brain oxygen model was utilised to assess
the antifouling efficacy of SNM/CFMEs. While non-invasive
methodologies such as magnetic resonance imaging can detect
or even map oxygen concentrations within the brain, the present
methodology has the potential to be extended to detect a diverse
array of electro-active species, including dopamine, uric acid,
ascorbic acid, and reactive oxygen species [157].

Another showcase of small-molecule detection is the study by
Xuan et al., which presents a strategy for fabricating VMSF on
a glassy carbon electrode (GCE) without chemical adhesives,
thereby enhancing adhesion and stability (Figure 11A) [156]. The
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TABLE 2 Examples of label-free detection via mesoporous silica structures for electroactive biomolecules.

Analyte
Electrode

configuration
Concentration

range LoD Sensitivity Refs.

H2O2 AgNPs@VMSF/
CFME

0.1–200 µM 25.3 nM — [25]

H2O2 Pt NPs@VMSF/ITO 10–500 µM — 43.32 µM/mM [155]
Dopamine VMSF/p-GCE 10 nM–1.0 µM

1.0–30 µM
0.88 nM 6.80 µA/µM

4.06 µA/µM
[156]

Dopamine Ru@VMSF/ITO 5 nM–20 µM 3.5 nM — [15]
Uric acid NH2-VMSF/

3DG@CNT/
GCE

0.1–50 µM 6.8 nM 1.66 µA/µM [16]

Uric acid NH2-VMSF/ErGO/SPCE 0.5–100 µM 6.8 nM 0.144 µA/µM [17]
Noradrenaline Au NPs@NH2-VMSF/

p-GCE
50 nM–2 µM
2–50 µM

10 nM 1.44 µA/µM
0.76 µA/µM

[142]

Glucose GDH/O-VMSF/ITO 10 nM–1 mM 1.5 nM — [21]

CFME: carbon fiber microelectrode, GDH: glucose dehydrogenase, SPCE: screen-printed carbon electrode, ITO: indium tin oxide, FTO: fluorine-doped tin oxide,
p-GCE: pretreated-glassy carbon electrode, ErGO: electrochemically reduced graphene oxide, 3DG@CNT: 3D graphene-carbon nanotubes.
team introduced hydroxyl groups onto the surface of GCE (p-
GCE) before depositing VMSF on electrode. This approach could
overcome the existence of chemical adhesives between GCE
and VMSF. VMSF/p-GCE shows high sensitivity for dopamine
detection in serum samples under optimal conditions including
FIGURE 11 (A) Schematic illustration for the preparation of p-GCE and
permission [156]. Copyright 2021, Elsevier. (B) Schematic illustration of the sta
and direct uric acid detection of human whole blood. Reproduced with perm
Pt@SNM coated electrode for H2O2 detection, preventing protein clogging of
Wiley and Sons. (D) Illustration of size-selective, negatively charged, and hyd
fluorescent images of ITO and SNM/ITO surface before and after FITC-BSA tr
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pH 6.0 and 20 s preconcentration time. The sensor also exhibited
excellent anti-fouling and anti-interference properties offered
by VMSF [156]. Similarly, Ma et al. developed a reliable and
miniaturized electrochemical sensor for the sensitive detection of
uric acid (UA) in human whole blood, utilising a screen-printed
subsequent growth of VMSF on the electrode by EASA. Reproduced with
ble coupling of NH2-VMSF with SPCE using ErGO as an adhesive layer
ission [17]. Copyright 2021, MDPI AG. (C) Illustration of a low-fouling
the electrode. Reproduced with permission [155]. Copyright 2020, John
rophilic SNM/ITO for Dopamine detection in complex bio-samples and
eatment. Reproduced with permission [15]. Copyright 2022, Elsevier.
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carbon electrode (SPCE) modified with a VMSF (Figure 11B)
[17]. The integration of VMSF with SPCE not only enhanced
sensitivity and selectivity throughmolecular sieving and antifoul-
ing effects but also enabled practical use in complex biological
samples owing to the portability and cost-effectiveness of SPCE
platforms [17].

Taking advantage of the anti-biofouling characteristics of
nanoporous silica layer, Zhu et al. developed a fully integrated
device with indium tin oxide glass electrode for ECL detection
of dopamine in complex biological samples. Their approach
afforded detection of dopamine with a linear range of 5 nM to
20 µM and a detection limit of 3.5 nM in urine and rat brain
homogenates [15]. The anti-biofouling properties were attributed
to negatively charged silica layer and electrostatic repulsion
of negatively charged proteins, as depicted in Figure 11D [15].
Continuing this approach, Cui et al. presented a rapid and
convenient electrochemical method for the highly sensitive
detection of uric acid (UA) using a novel integration of
vertically-ordered mesoporous silica film bearing amino
groups (NH2-VMSF) and a three-dimensional graphene-carbon
nanotubes (3DG@CNT) composite film [16]. NH2-VMSF, which
contained amino groups, was grown on the 3DG@CNT/GCE
surface through a one-step condensation process, providing
a positively charged microenvironment that facilitates the
electrostatic enrichment of anionic species like uric acid. The
combination of the high electrocatalytic activity of 3DG@CNT
and the electrostatic preconcentration ability of NH2-VMSF
resulted in a sensor capable of highly sensitive electrochemical
detection of UA in blood sample and urine [16].

The oxidation ability of noble metals such as platinum, nickel,
and gold enables their infiltration into the nanochannels of
VMSFs. This process results in homogeneous dispersion, which
enhances the catalytic and electrochemical performance of the
modified electrodes. Moreover, the molecular sieving effect and
high permeability of VMSFs, enabled by their uniform channels,
vertical orientation, and tunable porosity, afford electrodes with
excellent antifouling properties [15, 25, 142, 155].

Fabrication of platinized silica nanoporous membrane
(Pt@VMSF) on carbon fiber microelectrode (CFME) was
reported by Li et al. and shown in Figure 11C [155]. The
incorporation of a nanoporous structure effectively confines
the electrodeposition of platinum nanostructures while
simultaneously preventing the adsorption of fouling species
on the underlying electrode. This effectively enhances the
sensor’s antifouling properties. The CFME modified with
Pt NPs@VMSF was utilised to monitor H2O2 concentration.
Experimental evidence demonstrated that this electrode could
function stably in the cortical layer of rat brains for up to 90 min
[155]. Similarly, Huang et al. developed an electrochemical sensor
for the sensitive detection of noradrenaline in human whole
blood, a neurotransmitter and hormone crucial in pain-related
processes [142]. The sensor utilised a pre-activated glassy carbon
electrode modified with vertically ordered silica nanochannels
and in situ-deposited gold nanoparticles (AuNPs). The sensor
demonstrated a wide detection range for noradrenaline, a low
limit of detection, high selectivity, ease of regeneration, and the
capability for direct analysis in humanwhole blood samples [142].
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5.2 “Targeting” by Functionalization for
Electrochemical Immunosensors and Aptasensors

Antibodies—immune system proteins generated in response
to specific antigens- are considered the “gold standard” of
molecular recognition elements and remain central to molecular
biology. Their high binding specificity has enabled widespread
applications in natural and medical sciences [158]. Nucleic acid
aptamers are oligonucleotide sequences comprising approxi-
mately 25–80 nucleotides that bind target molecules with high
specificity, an ability comparable to that ofmonoclonal antibodies
[159, 160]. Aptamers are gaining considerable attention in
clinical applications due to their distinct advantages, includ-
ing long-term stability, minimal batch-to-batch variation, low
immunogenicity, ease of chemical modification, extended serum
half-life, and enabling targeted delivery. Aptamers offer sev-
eral benefits over protein-based ligands for use as research
tools and therapeutics. Comparable to monoclonal antibod-
ies in terms of binding affinity, aptamers can instead be
stored at room temperature and reversibly denatured in solu-
tion. Moreover, as nucleic acids, they can be synthesised
in large quantities by solid-phase synthesis, readily purified,
and easily subjected to site-specific chemical conjugation [161–
164].

Mesoporous silica, while inherently unable to selectively recog-
nize specific biological targets, offers highly advantageous surface
chemistry for biosensing applications. Its densely packed anduni-
formly distributed silanol groups (-SiOH) on both the surface and
within the pore channels provide a reactive platform for further
chemical modification. Through silanization techniques using
organosilanes such as (3-aminopropyl)triethoxysilane (APTES)
or (3-aminopropyl)trimethoxysilane (APTMS) [165–167], covalent
bonds can be formedbetween the silica framework and functional
biomolecules such as aptamers and antibodies, using linking
molecules such as EDC/NHS or glutaraldehyde [168]. This capa-
bility transforms mesoporous silica into a versatile scaffold for
the construction of highly selective electrochemical biosensors,
including aptasensors and immunosensors.

Importantly, aptamers and antibodies provide targeting capability
by selectively capturing analytes of interest, thereby offering
mesoporous silica–based sensors with molecular specificity. The
binding events can act as a gating effect, modulating access to
the mesoporous channels in response to target molecules. This
“bio-gating effect” represents a powerful mechanism to achieve
selective detection and will be discussed in detail in the following
section.

5.3 Detection Strategy via Gating Effect

The integration of antibodies and aptamers with mesoporous
silica offers a powerful strategy for enhancing biosensor per-
formance. While antibodies and aptamers provide high binding
affinity and molecular selectivity toward target analytes, the
abundant surface silanol groups of mesoporous silica create a
versatile platform for chemical functionalization. This combi-
nation not only maximizes biorecognition capability but also
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TABLE 3 Application of mesoporous silica films integrated with aptamers and antibodies.

Analyte Electrode configuration
Recognition
molecule Concentration range LoD Refs.

PSA Apt/VMSF/Au Aptamer 1 – 300 ng/mL 280 pg/mL [166]
PSA VMSF/ITO Antibody 1 pg/mL—100 ng/mL 0.1 pg/mL [169]
SARS-CoV-2-
RBD

Apt/MB@VMSF/
LEGE

Aptamer 0.5 – 250 ng/mL 0.36 ng/mL [170]

SARS-CoV-2 IgG Ru@bp-SNA/ITO Antibody 0.5 pg/mL—1 µg/mL 2.9 pg/mL [171]
cTnI Apt/APTMS/VMSF/

ITO
Aptamer 0.05 pg/mL—1 ng/mL 0.02 pg/mL [165]

CEA
CA15-3

Ag/Ab/Ru@bp-SNA/
ITO

Antibody 0.0001 – 50 ng/mL
0.005 – 500 U/mL

0.06 pg/mL
0.0023 U/mL

[172]

CEA Apt/GA/MB@bp-SNA/ITO Aptamer 1 pg/mL—1 µg/mL 0.22 pg/mL [173]
CA 15-3 Anti-CA 15-3/

O-VMSF/ITO
Antibody 0.1 mU/mL – 100 mU/mL

(ECL)
10 mU/mL – 200 U/mL

(EC)

9 µM/mL
(ECL)

5.4 µM/mL
(EC)

[174]

Cortisol cDNA/Aptamer/
VMSF/ITO

Aptamer/
cDNA

10 – 5000 nM 8 nM [22]

PSA: prostate-specific antigen, SARS-CoV-2-RBD: severe acute respiratory syndrome coronavirus-2-receptor binding domain, SARS-CoV-2 IgG: severe acute
respiratory syndrome coronavirus-2-immunoglobulin G antibody, cTnI: Cardiac Troponin I, CEA: carcinoembryonic antigen, CA 15-3: cancer antigen 15-3,Apt:
aptamer,Ab: antibody, bp-SNA: bipolar silica nanochannel arrays, LEGE: laser engraved graphene electrode, GA: glutaraldehyde, cDNA: complementary DNA,
EC: electrochemical, ECL: electrochemiluminescence,MB: methylene blue.
leverages the large surface area and tunable porosity of the silica
film, enabling dense probe immobilization and amplified signal
transduction, as summarized in Table 3.

VMSFs act as nanogates, with their uniform, highly ordered
channels selectively regulating the diffusion of electroactive
species toward the electrode surface. The functionalization of
nanochannels with aptamers or antibodies further strengthens
this concept. These bioreceptors act as molecular ‘gates’ that
specifically open or close access to the electrode surface in the
presence of target analytes [165, 174]. Mi et al. reported a dual-
modular aptasensor for the accurate determination of cardiac
troponin I (cTnI), which serves as a critical biomarker indicative
of acute myocardial infarction. This system exhibited concurrent
outputs of electrochemiluminescence (ECL) and electrochemical
impedance spectroscopy (EIS) that are predicated on target-gated
transport mechanisms of signalling probes (luminol/H2O2 or
Fe(CN)63–/4–) [165]. Huang et al. introduced a dual-mode sensing
platform that combines electrochemiluminescence and elec-
trochemistry for the sensitive and selective determination of
cancer antigen 15-3 (CA 15-3), a specific biomarker for breast
cancer [174].

The prostate-specific antigen (PSA) test is widely used for prostate
cancer screening, serving as an initial indicator of patients who
may require further diagnostic evaluation [166, 169, 175]. Argoubi
et al. reported a novel label-free electrochemical aptasensing
platform for the detection of PSA, using mesoporous silica
thin-film-coated gold electrodes [166]. In a similar approach
to the gating effect, Ma et al. grew VMSF with high surface
area and negative charge on ITO electrodes, which significantly
enhanced ECL emission by strongly attracting positively charged
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(Ru(bpy)32+) ions and thereby improving the sensor’s sensitivity
[169]. The PSA antibody was covalently modified with epoxy
groups on the surface of VMSF to construct a gated ECL detection
platform. It provided a new way to detect biomarkers in human
serum samples, rapidly and sensitively [169].

Mesoporous silica films possess excellent encapsulation ability,
allowing biomolecules, nanoparticles, and catalysts to be con-
fined within their uniform nanochannels or cavities, as shown
in section 4.1 [170–173]. Building on this concept, with gating
to encapsulate the probe within the nanochannels, Tabrizi and
Acedo presented a novel aptasensor specifically designed for the
detection of the receptor-binding domain of SARS-CoV-2 (SARS-
CoV-2-RBD) using a unique combination of a mesoporous silica
film and aptamer technology [170]. This aptasensor optimized
methylene blue (MB) encapsulated within the mesoporous silica
film, which acts as a probe molecule, while the aptamer served as
a bio-gatekeeper, enhancing the specificity and sensitivity of the
detection method [170].

The bipolar silica nanochannel array, formed by sandwiched
layers of VMSF with opposite surface charges, allows the
encapsulation of probe molecules via dual electrostatic forces.
This approach can be used to encapsulate probe molecules
such as methylene blue and (tris(2,2′-bipyridyl)ruthenium (II))
(Ru(bpy)32+) within the nanochannels of VMSF with opposite
surface charges. A showcase is presented by Gong et al., who
develop a solid-state electrochemiluminescence (ECL) platform
specifically designed for the detection of SARS-CoV-2 anti-
bodies [171]. The platform demonstrates the ability to detect
SARS-CoV-2 IgG with a wide linear range and a low limit of
detection, along with a short incubation time, which signifies its
Small, 2026



efficiency and practicality. Building on this concept, Gong et al.
introduced a dual-mode electrochemiluminescence (ECL) and
electrochemical (EC) sensing platform utilising a bipolar silica
nanochannel array (bp-SNA) confined with a bifunctional probe,
Ru(bpy)32+ [172]. The platform demonstrates high sensitivity
and selectivity for tumor-related biomarkers, including carci-
noembryonic antigen (CEA) and cancer antigen 15-3 (CA15-3)
[172]. Similarly, Zhou et al. introduced a novel probe-integrated
aptamer sensor for the reagent-less electrochemical detection
of the tumor biomarker carcinoembryonic antigen (CEA) [173].
This sensor utilised the same bipolar silica nanochannel film
(bp-SNF), which enabled the stable confinement of the elec-
trochemical probe methylene blue (MB) via dual electrostatic
interactions, thereby enhancing detection sensitivity. The sensor
provided a micro-structured electrode surface that significantly
increases the density of fixed electrochemical probes, thereby
enhancing performance, selectivity, and stability in serum
detection [173].

5.4 Integration in a Point-of-Care Device

With the growing demand for rapid, real-time, and non-invasive
health monitoring, the integration of mesoporous silica thin
films into point-of-care (POC) and wearable devices has become
increasingly urgent. The unique structural features of vertically
ordered mesoporous silica films (VMSF)—including uniform
nanochannels, high surface area, tunable pore size, and the rich
presence of reactive silanol groups—make them highly attractive
for functionalizing with biomolecular recognition elements such
as aptamers and antibodies. These films offer not only enhanced
molecular selectivity and signal amplification but also inherent
antibiofouling properties, which are essential for reliable perfor-
mance in complex biological matrices such as sweat, saliva, or
interstitial fluid. Moreover, their excellent chemical and thermal
stability support long-term use in flexible, miniaturized plat-
forms. Recent advancements have demonstrated the feasibility
of integrating mesoporous silica coatings onto microelectrodes
and wearable patches, achieving sensitive and selective detection
of biomarkers such as glucose and cortisol in human sweat
[15, 22]. These efforts underscore the material’s potential to serve
as a foundational component for next-generation personalized
healthcare tools, enabling early disease detection, continuous
health monitoring, and accessible diagnostics beyond conven-
tional clinical settings.

6 Perspectives and Conclusion

Mesoporous materials have emerged as exceptionally versatile
and powerful platforms for enhancing the performance of elec-
trochemical biosensors. This is mainly due to their remarkably
high surface area, tunable pore structures, and extensive chemical
functionalization. The integration of mesoporous scaffolds—
such as silica, carbon, and metal oxides -has led to significant
advancements in sensor sensitivity, selectivity, and stability.
These improvements stem from enhanced biomolecule immo-
bilization, more controlled analyte transport, and superior anti-
fouling properties, which collectively contribute to more reliable
and accurate biosensing.
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Among the several types of mesoporous materials, mesoporous
silica, particularly in the form of VMSFs, distinguishes itself
due to its excellent processability, reproducibility, and compat-
ibility with a diverse array of electrochemical transducers. The
presence of surface silanol groups on these silica structures
facilitates strong covalent bonding to functional elements, such
as aptamers and antibodies. This characteristic is crucial for the
development of both aptasensors and immunosensors, which can
target a broad spectrum of biological analytes, ranging from small
molecules to large biomolecules.

Despite their remarkable surface area, tunable porosity, and
chemical versatility, mesoporous materials face several intrinsic
limitations that hamper their full potential in electrochemical
biosensing applications. The most critical challenge is poor
electrical conductivity, particularly in insulating frameworks
such as mesoporous silica and MOFs [7, 18, 118, 119, 131, 132].
These materials can form electron-transfer barriers when used as
thick coatings, thereby attenuating the electrochemical signal. To
address this issue, composite formationwith conductive additives
such as gold nanoparticles [119, 143], integration with conductive
materials such as mesoporous carbon or conversion of insulating
structures (e.g.MOFs) into conductive carbons through pyrolysis,
could enhance conductivity. In some cases, thin-film deposition
is also used to minimize the tunneling distance for electron
transfer.

The pore size of mesoporous materials plays a crucial role
in determining their performance, depending on the intended
analytical application. Typically, the pore diameter should exceed
the size of the immobilized biomolecules—such as enzymes,
aptamers, antibodies, or analytes—to ensure efficient loading
and accessibility. However, excessively large pores can lead to
leaching, non-specific absorption, and reduced catalytic activity,
highlighting the importance of size compatibility. Conversely,
mesoporous layers with smaller pore sizes can act as protec-
tive barriers, shielding the transducer from interferences while
enhancing the stability and activity of the assembled biosensor.
Therefore, the rational design of mesoporous matrices with
optimal pore dimensions is essential to balance biomolecule
loading, retention, and functional stability, thereby achieving
superior sensing performance.

Despite the substantial progress in this field, several chal-
lenges persist. Achieving high specificity and reproducibility in
the complex, often heterogeneous environments of biological
samples requires further refinement of surface chemistry, pore
architecture, and anti-fouling strategies. Moreover, the transition
from laboratory-scale devices to practical, real-world applica-
tions is often hindered by concerns about long-term stability,
reusability, cost-effectiveness, and the feasibility of large-scale
manufacturing.

Looking ahead, the future development of mesoporous material-
based electrochemical biosensors is anticipated to align with
several key technological and clinical trends. First, there is a
growing emphasis on integration into point-of-care and wear-
able systems. The miniaturization and mechanical flexibility
of mesoporous thin films render them particularly suitable
for on-body applications. Future research should prioritize the
development of flexible substrates, microfluidic interfaces, and
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wireless readout systems that enable real-time, continuous health
monitoring.

Additionally, the potential for multiplexed and multimodal sens-
ing is significant. By incorporating multiple recognition elements
into a single mesoporous scaffold, it may be possible to detect
multiple biomarkers simultaneously. This capability could greatly
enhance diagnostic accuracy while reducing testing time.

Sustainable and scalable synthesis approaches are also cru-
cial for the future commercialization of these biosensors. The
exploration of environmentally friendly, cost-effective fabrication
methods, such as template-free processes, room-temperature
synthesis, and additive manufacturing-compatible techniques,
will be essential to addressing current limitations. Furthermore,
the design of innovative and responsive materials that exhibit
property changes in response to stimuli such as pH, temperature,
or specific biomolecular interactions could open new avenues
for dynamic sensing applications and targeted drug delivery
systems.

Finally, the integration of machine learning and data analytics
into biosensing technologies holds promise for enhancing signal
accuracy and supporting predictive diagnostics in personalized
medicine. By coupling advanced biosensors with AI-driven inter-
pretation tools, we can expect significant improvements in the
overall efficacy and reliability of diagnostic systems.

In conclusion, mesoporous materials, particularly those utilising
scaffold-based architectures, are poised to play a pivotal role in
advancing electrochemical biosensors toward real-world deploy-
ment. By bridging the gap between innovative nanomaterials and
comprehensive system-level integration, the next generation of
biosensors is set to revolutionize diagnostics, health monitoring,
and disease management across both clinical and non-clinical
settings.
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