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Abstract
Nanotechnology-based miniaturized devices have been a breakthrough in the pre-clinical and clinical research areas, e.g. drug 
delivery, personalized medicine. They have revolutionized the discovery and development of biomarker-based diagnostic 
devices for detection of various diseases such as tuberculosis, malaria and cancer. Nanomaterials (NMs) hold tremendous 
diagnostic potential due to their high surface-to-volume ratio and quantum confinement phenomenon, improving the detec-
tion limit of clinically relevant biomolecules in bio-fluids. Thus, they are helpful in the translation of bench-on platform to 
point-of-care (POC) screening device. The nanomaterial-based biosensor fabrication technology has also simplified and 
improved oral cancer (OC) or oral squamous cell carcinomas (OSCC) diagnosis. The fabrication of nano-bio sensors involves 
application specific modifications of NMs. The unique properties functionalized NMs have augmented their application on 
the nano-biosensing platform for the detection of clinically relevant biomolecules in bio-fluids. Therefore, this article sum-
marizes the recent advancements in the process of fabrication of nano-biosensors for detection of OC.

Keywords  Prognosis · Nanobiosensors · Nanomaterials · Oral squamous cell carcinoma · Oral cancer · Point-of-care

Introduction

Biosensors research involves the application of cutting-edge 
technology for the detection of diseases, more precisely a 
minimally or completely non-invasive method for early dis-
ease diagnostics [1–4]. Nanotechnology-based miniaturized 
devices have been a breakthrough in the pre-clinical and 
clinical research areas involving drug delivery, personalized 
medicine and hold tremendous diagnostic potential, the area 

now termed ‘Nano-diagnostics’. The nanomaterials (NMs) 
have revolutionized the discovery and development of bio-
marker-based diagnostic devices for the detection of various 
diseases such as tuberculosis, malaria and cancer [5–7]. Ear-
lier, the conventional techniques and tools were expensive, 
time consuming, instrument dependent and required techni-
cal skills for execution and analysis. But, the present NMs-
based biosensors have emerged as the promising platform 
for the development of cancer theranostics, i.e. diagnosis 
and therapy occurring simultaneously. Technically, they are 
Biological microelectromechanical system (BioMEMS), 
where the biological moieties are manipulated for detec-
tion, analysis, characterization and measuring the activity 
of target biomolecules for attaining a conclusive deduction, 
i.e. pathology or functionality. The BioMEMSs have been 
successful in gaining global popularity due to their ability 
to detect biomolecules in micro-volumes in the millisecond 
time frame with high sensitivity [8], thereby providing a 
base for the development of a micro-total analysis system 
(μTAS) that acts as complete and compact sample prepara-
tion, detection and analysis platform, e.g. GeneXpert MTB/
RIF, (Cepheid Inc.) for tuberculosis test from sputum [9]. 
This progression of technology led to the personalization of 
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medicine combining both therapeutic and diagnostics, even-
tually reducing the overall cost, time and ease of operation.

The biosensor-based devices provide an easier way to 
detect and quantify the target biomolecule from a given 
mixture of bio-analytes which can be any micro- or macro-
biomolecule (such as nucleic acids, peptides, amino acids 
and carbohydrate), pathogen and metabolite present in bio-
fluids [10–15]. These biosensors have several combined 
advantages over conventional techniques such as cost effec-
tive, ease of handling, miniaturization and do not require 
an expert for the analysis of results. Previously, it has been 
reported that fabricated biosensors had limitations such as 
low sensitivity, instability, etc. [16]. Therefore, combin-
ing advances in bio-sensing with nanotechnology helps in 
overcoming the above limitations and offers an opportunity 
to significantly improve prospective strategies towards the 
detection and diagnosis of OSCC. In this regard, various 
types of NMs have been used for the fabrication of nano-
biosensors such as gold nanoparticles (AuNPs), quantum 
dots (QDs), dendrimers, metal oxides, carbon-based, nano-
composites, etc. The unique properties of above NMs have 
improved the biosensor functionality with faster detection, 
improvised detection limits and better reproducibility [17, 
18]. Due to above enhancements, these nanobiosensors 
require low sample volume and provide high accuracy 
(error rate is less than 1%), specificity, cost effective, less 
time consuming, simple procedure (no sample pre-treatment 
required) and easy to implement the automatic analysis. 
Hence, it is suggested that the nano-based bio-sensing may 
be translated to improved patient treatment outcome and care 
by utilizing it for early detection of OC.

Oral cancer (OC) or oral squamous cell carcinoma 
(OSCC) is the sixth most prevalent form of cancer across 
the globe [19]. OSCC affects both the genders but has more 
predilection towards male. OSCC is a huge burden as its 
delayed diagnosis leads to poor prognosis of the disease. The 
five-year survival rate of OSCC patient has been estimated 
to be around 50% [20]. The pre-dominant variables associ-
ated with the onset and progression of OSCC depend on the 
exposure to smoking, chewing tobacco, areca nut, betel quid, 
diet habits, viruses (human papillomavirus—HPV, cytomeg-
alovirus—CMV) and occupational exposures [21–25]. All 
these factors lead to genetic and epigenetic changes causing 
the onset of OSCC. The oral pathogenesis initiates with a 
burning sensation in the mouth, some restriction in mouth 
opening, any red or white lesions in the oral cavity, but his-
tology of the lesion may present dysplastic features. Such 
conditions are categorized under oral potentially malignant 
disorders (OPMDs). Gradually physical changes become 
pronounced with non-healing of oral ulcers, vocal changes 
and may be considered as indications for the onset of OSCC. 
This can be life threatening and associated with higher mor-
bidity if not detected early at the very initial OPMD stage 

and hence early detection is critical for the prognosis of the 
disease and to improve the survival of the sufferer.

The traditional methods which have been used individu-
ally or in combination as adjuvant investigation strategy to 
differentiate OSCC from normal oral mucosa have been 
summarized in Table 1. These methods are invasive, time 
consuming, expensive, highly subjective, labour-intensive 
and depend on the competency of the investigator. Also, 
because of the low concentration (ranging from fg/ml 
to µg/ml) of the biomarkers (such as Interleukin-1: IL-1, 
Interleukin-6: IL-6, Cytokeratin Fragment-21-1: CYFRA-
21-1) in the exfoliated cells, tissue samples or biological 
fluids (saliva, human blood, semen and urine), the disease 
might remain undetected unless subjected to the specific 
diagnostic test. The level of these biomarkers remains low 
in a healthy person, but alters with the progression of the 
disease (Table 2). When detected early, the prognosis as 
well as the survival of the patient tends to improve. This 
demands urgent attention to the availability of minimally or 
completely non-invasive, patient friendly diagnostic tools. 
These tools can precisely and accurately evaluate the level 
of biomarkers and assist in the accurate diagnosis of OSCC 
progression. Hence, the early detection of OSCC is pre-
requisite for the treatment of disease and improvement of 
human well-being.

The advancements in the field of nanobiosensor-based 
emerging diagnostics and POC screening devices have paved 
the way for fast, simple, accurate and robust assays for OC 
or OSCC detection. This article briefly summarizes the 
improvements in the fabrication process of nanobiosensors 
and highlights the recent advances in nano-based sensing 
platform for detection of OSCC.

Nanobiosensor: A Platform for Detection 
of Target Bio‑Analyte

A biosensor is an analytical device that consists of a bio-
recognition probe, transducers and signal processing sys-
tem which has been coupled to detection assembly (Fig. 1). 
These can be classified broadly based on bio-recognition 
probe, detection technique and type of interaction utilized 
in detection of bio-analytes and named accordingly (Fig. 2). 
In biosensors, the bio-recognition probe includes a whole 
cell (bacterial or virus), nucleic acids (DNA, RNA, aptam-
ers) and proteins (natural or engineered antibodies, enzymes, 
plant proteins) [26–29]. The working principle involves 
the recognition of the target bio-analytes in the bio-fluid 
whenever in close proximity with the bio-recognition probe. 
This recognition is done with the help of biomolecule or a 
biomimetic material immobilized onto the surface of the 
substrate and their stability is crucial in regulating the sen-
sitivity, precision, reproducibility, stability and robustness 
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of the biosensor. The interaction of target bio-analyte with 
the immobilized probe results in the generation of electri-
cal/fluorometric/luminometric/colorimetric signals based on 
the presence or absence of target bio-analyte in bio-fluid. 
The transducer captures the signals, identifies the variation 
in any of the parameter (electric current, potential, mass, 
temperature, impedance, intensity, etc.) and finally converts 
them into other quantifiable form, i.e. conversion of gen-
erated energy by specific interaction into measurable form 
[30]. The generated signals are amplified and processed into 
readable output (Fig. 1). 

Nanobiosensors and Fabrication Strategies: 
An Emerging Tool for Detection of OSCC

Advancements in the field of nanotechnology provide the 
required thrust to the development of nanobiosensor technol-
ogy. The parameters such as linearity, specificity, sensitivity, 
shelf life, detection limit, response time and reproducibility 
require individual/singular optimization and determine the 
performance of a nanobiosensor [31]. The NMs-based scaf-
folds have significantly enhanced the above parameters as 
compared to bulk counterparts due to increased relative sur-
face area and quantum confinement effect. Also, NMs pos-
sess a very high surface area-to-volume ratio, which leads 
to enhanced chemical reactivity and stability. Due to their 
large surface-to-volume ratio, these scaffolds can accom-
modate multiple ligands thus enhancing the binding affinity, 
increasing the selectivity and reducing the detection limit 
of the fabricated nano-bio-sensing platform. However, the 
quantum confinement effect restricts the motion of randomly 
moving electrons in specific energy level with the decrease 
in particle size until reaching a nanorange. This confine-
ment results in an increase in the bandgap and decrease in 
wavelength and this band shift is important in controlling 

the materials’ properties. Therefore, quantum confinement 
results in development of unique optical, electrical and mag-
netic properties which help in amplifying the signal inten-
sity thereby increasing the sensitivity of the fabricated bio-
sensing platform. Therefore, the combination of NMs with 
transducing unit acts as an interfacial layer in between the 
bio-recognition probe and detection assembly and drastically 
enhances the signal intensity. Along with the major NMs’ 
properties, their shape (nanospheres, nanotubes, nanowires, 
etc.) and size also play an important role in controlling their 
behaviour [32–36]. It has been reported that reduction in 
the particle size of NMs result in improving the bio-sens-
ing behaviour [37]. The broad range of NMs ranging from 
metallic, bi-metallic, non-metallic, QDs, electromagnetic 
metamaterials, polymeric, up-conversion NMs (UCNMs), 
etc. has been explored in the development of nanobiosen-
sors and their unique properties have enabled faster detec-
tion and reproducibility than conventional detection system 
[17, 18, 38].

Clinically, it is difficult to decide the onset of OPMDs or 
OSCC based on the presence and absence of a single bio-
marker. Hence, the strategies involving detection of multiple 
biomarkers also known as multiplexing are required for better 
prognosis. This multiplexed detection could be achieved by 
immobilizing different target-specific bio-recognition probes 
onto the surface of NMs. The bio-sensing capabilities of nano-
biosensors for the detection of single and multiple biomark-
ers have been successfully studied in a clinical platform for 
minimal or completely non-invasive detection of OSCC [39, 
40]. Even after the detection of OSCC, real-time monitoring 
is important to support clinical decision making and continu-
ous screening for recurrence, which could be possible with 
the integration of fluidics-based nano-bio-sensing technology. 
The collection, identification and characterization of malig-
nant cells in low sample volume have been explored to aid in 
the diagnosis of cancer stage and monitoring the treatment 

Table 2   Secretion range of some biomarkers in healthy individuals and OSCC patients

Biomarker Salivary concentration Serum concentration References

Healthy Cancerous Healthy Cancerous

IL-1 173.2 ± 66.9 pcg/ml 454.4 ± 215.8 pcg/ml – – [151]
IL-1β 354 ± 61.51 58 pg/ml 906 ± 62.21 58 pg/ml – – [152]
IL-6 1.4 ± 0.9 pcg/ml and 

16 ± 3.91 pg/ml
88.2 ± 43.2 pcg/ml and 

129 ± 66.59 pg/ml
 ≤ 6 pg/ml and 

3 ± 0.23 pg/ml
 ≥ 20 pg/ml and 

3 ± 0.58 pg/ml
[71, 151–153]

IL-8 1580.7 ± 789.0 pcg/ml and 
250 58 pg/ml

3154.1 ± 1023.2 pcg/ml 
and 720 58 pg/ml

107.5 58 pg/ml 168.1 58 pg/ml [151, 153, 154]

TNF α 3.0 ± 1.9 pcg/ml and 
38 ± 3.23 58 pg/ml

28.9 ± 14.6 pcg/ml and 
34 ± 21.58 58 pg/ml

8 ± 1.34 pg/ml 5 ± 2.51 pg/ml [151, 152]

ET-1 1.16 ± 0.29 58 pg/ml 4.37 ± 1.35 58 pg/ml 2.221 + 0.497 pg/ml 4.063 + 1.002 pg/ml [155, 156]
Osteopontin 35.1 ng/ml 39.23 ng/ml – – [153]
CYFRA-21-1 3.06 ± 0.25 ng/ml 17.46 ± 1.46 ng/ml 1.07 ± 0.073 ng/ml 5.14 ± 0.38 ng/ml [44, 157]
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Target 
bioanalytes

Generation of signals due to interaction of target bioanalyte with bio-
recognition probe

Transducers

Signal Processing

Display unit

Metabolite
(Glucose)

Antigen 
(Proteins)

Oligonucleotides
(Nucleic acid)

Mixture of analytes 
Human samples (Blood, Urine, Saliva), cell lysate

Capture of target bioanalytes by complementary bio-recognition 
probes

Signal Amplification

Electronic 
System

Signal 
Transduction

DNA-binding protein
(methylation/tagged proteins)

Metabolite specific receptor 
molecule/protein assembly

(glucose oxidase)

Antibody
(immunoglobulin)

Surface of the substrate immobilized with target specific bio-
recognition moieties for specific and efficient interaction

Bio-
recognition       

probe

Fig. 1   An illustration of various components of a nanobiosensor with their working principle
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progress [41]. Also, the integration of channelization with 
nano-bio-sensing allows ‘nano-fluidic’ real-time monitoring of 
cellular activities like cell adhesion and the proliferation of the 
OSCC cells. This approach has been explored in a label-free 
manner using interdigitated microelectrode-based microchip 
[26]. The integration of nanotechnology with other technical 
disciplines could improve the current state of POC diagnosis.

Currently, research is focused on the development of ‘port-
able miniaturized device’ for the diagnosis of OSCC that can 
be cost effective for commercialization. It must have the rapid, 
sensitive and specific for detection without the requirement of 
human experts. Also, the progress in the field of nanotechnol-
ogy has opened up a domain of miniaturization to the nano-
scale range that might lead to bio-chip technology or a lab-on-
a-chip technology which would be the hallmark in the field of 
nano-based diagnosis of OSCC.

Nanobiosensors: The Fabrication Methods 
and Techniques

In the following section, the steps of fabrication of bio-
sensing platform with the aid of NMs are discussed briefly. 
Their efficiency, related parameters and nano-bio-sensing 
strategies in the detection of OSCC have been summarized 
and tabulated (Table 3).

Substrate Selection and Surface Cleaning

The first and foremost step for the fabrication of nano-
biosensor is the selection of a suitable substrate. The 
most popular substrates being used for this purpose are 
microscopic glass slide, silicon (Si), gold (Au), platinum, 
indium tin oxide (ITO), etc. [42, 43]. The substrates have 

On the basis of 
biorecognition moiety
• Microbial sensor
• Immuno sensor
• Enzymatic sensor
• Cell based sensor

On the basis of 
detection technique
• Thermal sensor
• Field-effect tube sensor
• Piezo-electric sensor
• Optical sensor
• Acoustic sensor

Interaction between 
biologically sensitive 
material
• Affinity sensor
• Metabolic sensor

Microbe  Immuno Enzymatic  Cell based
Affinity        Metabolic

Fig. 2   The broad categorization of the biosensors based on bio-recognition moiety, the detection technique and the type of interaction between 
biologically sensitive material
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a flat surface or are in the form of electrodes that could 
be further modified according to the sensor applications 
[42, 44, 45]. After the selection of substrate, the next step 
is to clean the surface of the substrate properly to remove 
the impurities which can be done by physical (high power 
laser) and/or chemical (organic solvents such as acetone, 
isopropanol) methods (Fig. 3a).

Surface Enhancement

Substrate morphology plays an important role in deciding 
the specificity and stability of the nanobiosensor which 
depends on stable immobilization of bio-recognition probe 
onto the substrate in an active form. Therefore, the selection 
of substrate morphology is one of the important steps during 
the fabrication process of nanobiosensors (Fig. 3b).

Surface Enhancement by Topographic Patterning

The substrate considered for the immobilization of the bio-
recognition probe can be flat or have some topographical 
pattern (Fig. 3b-i, b-ii). It has been well documented that 
the substrate with enhanced topography results in improved 
capture efficiency and target detection limit [46, 47]. The 
surface enhancement by topological patterning is accom-
plished mainly by using lithography (photo and soft) and 
electrospinning techniques [48–50]. The photo-lithography 
technique has been used widely for patterning live elements 
and biomimetic materials upon the surface. However, costly 
instrumentation, the need for cleanroom facility and the 
complexity associated with photo-lithography make it unfa-
vourable for bio-sensing application. On the other hand, the 
soft-lithography technique overcomes these limitations and 
involves the implication of ‘soft’ materials, e.g. soft channels 
fabricated in elastomeric material for surface enhancement 
by topographical pattern formation. This technique is supe-
rior to the photo-lithography in being less expensive and the 
patterning can be easily achieved over a wide variety of pla-
nar and non-planar surfaces [51]. Besides, the simple steps 
of soft lithography could be performed without complicated 
protocols and expensive cleanroom environment. However, 
it has its own limitations, i.e. not favourable for manufac-
turing multilayered structured and requires clean surround-
ing and expensive equipment. Therefore, the selection of 
the lithography technique should be decided based on the 
requirement of the topographic patterning for best results.

Surface Enhancement by Incorporation of NMs

The NMs have more relative surface area as compared to 
bulkier counterparts. Therefore, application of NMs onto 
the surface increases the loading efficiency of the bio-rec-
ognition probe thereby increasing the selectivity towards Ta
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the target with optimum response time (Fig. 3b-iii). Thus, 
the selection capability of the conjugated target-specific 
bio-recognition probe is ideally proportional to the avail-
ability of the surface atoms on NMs for conjugation. This 
enhances the bio-recognition specificity in a heterogene-
ous population of biomarkers in a bio-fluid, hence result-
ing in enhanced biomarker-based identification device.

Surface Enhancement by Polymers

This step involves the introduction of thin layer of polymer 
embedded with or without biodopant onto the surface of the 
substrate (abiotic or bio-abiotic interface) (Fig. 3b-iv). This 
process increases the affinity and stability of the immobi-
lized bio-recognition probe. This mechanism involves the 

Linker

Polymer layer

Nanoparticle

Biorecognition Probe

(b-i) (b-ii) (b-iii) (b-iv) (b-v)

Functionalized surface

Glass/Silicon/
Quartz

Glass/Silicon/
Quartz

(a) Substrate cleaning
(Physical/chemical methods)

No Surface 
enhancement

Surface 
enhancement 

(d) Immobilization of bio-recognition probe with and without linker

(c) Surface functionalization

Enhanced surface with no surface functionalization Enhanced and 

functionalized 

surface

(b) Surface enhancement

(e) Immobilized bio-recognition probe with and without linker onto the enhanced – functionalized 
surface

Fig. 3   An illustration of various steps involved in the fabrication of 
nanobiosensors starting with a substrate cleaning: by physical/chemi-
cal methods; b surface enhancement: b-i represents the bare surface 
means without surface enhancement, b-ii topographic patterning: 
lithography/electrospinning techniques used for patterning which 
improves the capture efficiency, b-iii surface enhancement by incor-
poration of nanomaterials, b-iv surface enhancement by depositing a 

thin layer of polymer, b-v deposition of nanomaterials onto the poly-
mer layer; c surface functionalization: functionalized chemically for 
the sake of increasing affinity and stable interactions; d immobiliza-
tion of bio-recognition probe with or without linker onto the substrate 
surface; e immobilized bio-recognition probe with and without linker 
onto the enhanced functionalized surface
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shielding of protein integrity and conformational changes 
due to surface–protein interaction and enhancing the signal 
transduction phenomenon [52]. Different types of polymers 
such as poly(3,4-ethylene dioxythiophene) (PEDOT), poly-
thiophene (PTs), polypyrrole (Ppy), polycarbazole, polyani-
line (PANI) have been used independently or in combination 
with NMs for the formation of conducting layer [52–54] 
(Fig. 3b-iv, b-v). Also, the introduction of a polymer layer 
onto the substrate helps in setting of NMs in the polymeric 
mesh in a controlled uniform manner without any treatment 
of harsh chemical [55]. This reduces an extra step of func-
tionalization of the surface with strong chemicals for further 
immobilization of the bio-recognition probe. Also, the struc-
tural morphology of the NMs can be tuned with the confine-
ment of polymer layer thereby tuning the physicochemical 
properties of the deposited NMs which aids in enhancing the 
sensing parameters [56, 57].

Surface Functionalization

The surface enhancement is followed by surface functionali-
zation (Fig. 3c). It is required for maintaining the optimum 
density of bio-recognition probe. It also allows a stable inter-
action between the surface and the immobilized probe. The 
functionalization strategy is based upon the presence of free 
functional groups available on the bio-recognition probe for 
conjugation. This enables the application of the best suited 
surface functionalization chemistry for establishing a sta-
ble interaction. The most successful and common method 
for surface functionalization is by using organic molecule-
based self-assembled monolayers (SAMs) with different 
end functional groups. SAMs provide an ultrathin organic 
layer with specific properties on the surface and the con-
trolled thickness [58]. The carboxylate SAMs, organosilane 
SAMs, thiols SAMs, etc. have been explored on oxide and 
noble metal surfaces for immobilization of bio-recognition 
probe for the fabrication of a sensing platform [59, 60]. The 
organosilanes, organophosphorus acids and their deriva-
tives have been used for the surface modification of metal 
oxides and monolayer formation. The characteristic proper-
ties of both types of monolayers have been compared [61, 
62]. Besides, the chemical treatment has also been used for 
surface functionalization, e.g. hydrolysis of surface for spe-
cific time duration creates a hydrophilic surface with dense 
−OH groups which were further used for sensor fabrication 
[63, 64].

Hence, the above-mentioned approaches allowed the bio-
recognition probes to be immobilized on the substrate more 
firmly which provides better selectivity and capture effi-
ciency thereby improving the sensitivity of detection towards 
target bio-analyte. These approaches need further optimiza-
tion while designing any nano-bio-sensing platform.

Bio‑Recognition Probe and Its Immobilization

The next and a major step in the fabrication of any nanobio-
sensor is the immobilization of the bio-recognition probes 
on the surface of the substrate (Fig. 3d). This is an important 
process that governs the specificity, stability and shelf life 
of the nanobiosensors. The optimum density and orientation 
of immobilized probes with the exposed active site are an 
essential pre-requisite for an efficient interaction [65–68]. 
Other properties that influence the stability of immobilized 
bio-recognition probes are ionic strength, surface charge, 
inherent folding interactions and their hydrophobicity or 
hydrophilicity [69, 70].

The target specificity could be achieved by immobilizing 
the surface with the bio-analyte specific probes, e.g. com-
plementary sequences of the nucleic acids (DNA/RNA) and 
proteins (antibodies/enzymes/ antigens) [43, 71–74] with 
exposed active sites for stable interaction. The optimum sur-
face density of bio-recognition probe is essential to capture 
the maximum number of target bio-analytes. The density of 
the bio-recognition probe lower than the required optimal 
density shall fail to produce the required signal strength. In 
case of higher than maximum density, the spatial hindrance 
shall reduce the required signal strength. Therefore, the pro-
spective biomolecule candidate for immobilization must be 
in the optimum density, proper orientation and retain their 
conformational integrity for efficient signal production.

An additional linker could be attached to provide a bridge 
by maintaining the required distance between substrate—
bio-recognition probe or substrate—NMs or NMs—bio-
recognition probe for maintenance of conformation and 
steric flexibility and prevent the loss in activity of nano-
biosensor (Fig. 3e). Some linkers such as 3-mercaptopropyl 
triethoxysilane (MPTES) and 3-aminopropyl triethoxysilane 
(APTES) have been used for the same. It is noteworthy that 
APTES as linker molecule in between bio-recognition probe 
and NMs is known as hazardous for human health and limits 
its usage in biomedical applications. Also, the surface modi-
fication of NMs with APTES is tedious and time consuming, 
limiting its usage in biomedical applications. To overcome 
the above limitation, non-toxic and biocompatible linkers 
have been used for surface functionalization of NMs and 
firm binding of target bio-recognition probe. Some organic 
amino acid-based linkers like serine (Ser) and cysteine 
(Cys) are found to be non-toxic, and hence could be used for 
biosensor-based applications [75, 76]. The hydroxyl group 
(−OH) in the amino acids provides stable surface function-
alization. Further, the presence of carboxylic (−COOH) 
and amine (−NH2) groups may provide efficient immobi-
lization of target bio-recognition probe onto the modified 
surface of the NMs. The surface modification of NMs with 
non-hazardous amino acids allows fabrication of nano-bio-
sensing platform as well as fabrication of highly sensitive, 
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biocompatible implantable bio-chip. These types of linkers 
have been used for the fabrication of biocompatible nano-
bio-sensing platform for OSCC biomarker (CYFRA-21-1) 
detection and found to be stable for 45 days [76] with a 
response time of five to six minutes only. The fabricated 
immunosensor was found to be better in terms of sensitivity 
and detection limit when compared with formerly reported 
biosensors and commercially available ELISA kit (Kinesis 
DX) for detection of this particular CYFRA-21-1 biomarker 
[75].

The selection of method for the immobilization of bio-
molecule depends upon the physicochemical properties of 
both the partners. The immobilization mechanism involves 
various covalent and non-covalent interactions. The interac-
tions could be categorized as electrostatic, antigen–antibody, 
hydrophobic, hydrophilic interactions, physical adsorption 
and covalent binding for immobilizing bio-recognition probe 
onto the modified surface of the substrate, etc. [77].

The electrostatic interaction is a fast, simple, single and 
reversible method of immobilization. These interactions 
are favourable when the orientation of bioactive molecule 
is not considered [78, 79] and has been applied in the fab-
rication of optical and electrochemical biosensors [80–82]. 

The methods employing hydrophobic interactions are also 
simple, fast and direct methods for immobilization of lipo-
philic probes [83–85]. The antigen–antibody interactions 
have been successfully applied for immobilization of bioac-
tive molecule, e.g. streptavidin–biotin, neutravidin–biotin 
or avidin–biotin interactions [86, 87]. The covalent interac-
tion-based methods namely click chemistry (cycloaddition 
of alkyne and azide) and carbodiimide crosslinker chem-
istry [1-ethyl-3-(3-dimethyl aminopropyl) carbodiimide 
hydrochloride-mediated attachment] have been applied for 
immobilization procedure due to their better bond stability 
and high binding strength [88–92].

Every technique has certain limitation due to which the 
interaction in between substrate—bio-recognition probe or 
substrate—NMs or NMs—bio-recognition probe fails to pro-
vide the desired stability and shelf life to the nanobiosensor. 
In this context, the application of passive trapping and cova-
lent binding techniques was limited by the loss of stability of 
immobilized proteins during continuous use, thus affecting 
the functional stability [93, 94]. Due to this limitation, vari-
ous research groups have adopted self-assembly approach 
onto the functionalized ITO/gold or polymer-coated surface 
that does not require any chemical treatment [60, 95].

Fig. 4   Schematic representa-
tion of labelled and label-free 
bio-molecular transduction 
methodologies in the fabrication 
of a nanobiosensor. FET field-
effect transistor; QCM quartz 
crystal microbalance
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Role of Nano‑Bio‑Sensing Technology 
in OSCC Diagnostics

The interaction of target bio-analytes with bio-recognition 
probe results in electrical/fluorometric/colorimetric signals 
which are processed into measurable units with the help of 
transducer and the electronic system (Fig. 1). This signal 
intensity of nanobiosensor has been greatly enhanced with 
the use of NMs which has been broadly categorized under 
labelled and label-free phenomenon (Fig. 4).

Nanobiosensor Technology Based Upon Labelling 
Phenomenon

The labelling of a bio-recognition element with enzymes, 
fluorescent dyes, radioactive isotopes or inks is based 
upon the principles of chemiluminescence, fluorescence, 
radioactivity and absorption. Among all, the fluorescence-
based nano-bio-sensing platform has been employed for 
the detection of HPV, single-base mismatch, biomarkers 
such as matrix metalloproteinases (MMPs). The MMPs 
have a regulatory role in extracellular matrix remodel-
ling and interaction with CYFRA-21-1 antigen. Fluores-
cence-based nanoconstruct was developed for detection 
of specific HPV-DNA in which QDs were used as a fluo-
rophore for the generation of signals. The specificity of 
the fabricated system was evaluated by using HIV, influ-
enza, HPV and HBV-specific oligonucleotides and it was 
found to be highly sensitive for the detection of HPV-16 
E6 in clinical samples from the patients diagnosed with 
head and neck cancer (HNC) [96]. While for detection 
of single-base mismatch in saliva and serum samples of 
OSCC patients, a sensitive and ultra-specific microfluidic 
chip-based fluorescence DNA biosensor was developed 
which has screening time of 15  min per sample [97]. 
Further, a fluorescence-based immunosensor was fabri-
cated for detection of CYFRA-21-1 biomarker in clinical 
saliva samples, using a three-dimensional network of car-
bon nanotubes on Si pillar substrate (3DN-CNTs/Si) and 
Alexa-fluor® 568-tagged antibodies against CYFRA-21-1. 
The introduction of 3DN-CNTs resulted in enhancing the 
sensitivity of designed biosensor by approximately twenty 
times when compared with a conventional sandwich 
ELISA system [98]. Another class of NMs which have 
been gained importance for bio-sensing is upconversion 
nanoparticles (UCNPs) [38, 99] that exhibit photon up-
conversion phenomenon, excited by the incident of near-
infrared (NIR) light with emission in the visible region of 
the electromagnetic spectrum. These UCNPs are doped, 
rare earth element, optically active NPs, possess higher 
chemical stability, deep penetration power and are highly 

resistant to photo-bleaching. Upon irradiation with NIR 
light, these NPs are excited by sequential absorption of 
multiple low-energy photons (longer wavelength) and lead 
to the emission of a single high-energy photon (shorter 
wavelength) through long-lived intermediate energy states 
[100]. The efficiency of UCNPs could also be adjusted 
by the dopant concentration. It has been reported that the 
fluorescence resonance energy transfer (FRET)-based 
biocompatible UCNP-composites can detect OSCC bio-
markers utilizing energy shifts in red and blue wavelength 
range. These UCNP-composites have potential to detect 
matrix metalloproteinase 2 (MMP2) expression in tumor 
models and OSCC tissues. When irradiated, the designed 
nanocomposite emits FRET-induced red fluorescence but 
in the presence of MMP2, it emits blue fluorescence [99], 
thus providing their potential for further exploration in 
clinical diagnosis in OSCC.

Nanobiosensor Technology Based Upon 
the Label‑Free Phenomenon

The techniques for labelling of bio-recognition probes with 
enzymes, fluorescent dyes, radioactive isotopes or inks have 
limitations of requiring skilled supervision and costly tech-
nical support. Also, the size of these labelling agents causes 
steric hindrance during molecular interaction and reduces or 
inhibits the functional activity of the bio-recognition probe 
[101]. Owing to the above reasons, the label-free technol-
ogy has gained popularity over labelling technique since the 
past decade. The label-free technology is based upon elec-
trochemical detection method, surface plasmon resonance 
(SPR), mass spectrometry, acoustic, field-effect transistor 
(FET), etc. In all these technologies, the physio-chemical 
properties of bio-analytes and NMs are used as a detection 
target [102] and, hence, the label-free technology allows the 
reduction in the cost of fabrication, restricts complex pro-
cesses involved in labelling of the bio-recognition probe and 
maintains the integrity of the bio-recognition probe.

The combination of metallic–non-metallic and their nano-
oxide-based transducer matrix attributes to quick response, 
high efficiency and stability for the label-free detection of 
OSCC biomarkers. In this regard, some nano-metal oxides 
(NMOs) such as zirconium oxide (ZrO2), zinc oxide (ZnO), 
hafnium oxide (HfO2), iron oxide (Fe2O3), titanium oxide 
(TiO2), magnesium oxide (MgO), etc. have been explored 
for label-free detection of OSCC biomarkers [44, 103]. It 
has been reported that nanostructured HfO2-based label-
free nanobiosensor for non-invasive detection of OSCC 
from human saliva samples was more sensitive than fluo-
rescence-based biosensor [98] with a lower detection limit 
of 0.21 ng/ml [104]. Besides, the nanostructured HfO2/ZrO2-
based label-free immune-electrodes have a response time of 
15–20 min with shelf life of 6–8 weeks [44, 104]. Its another 
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advantage is that the same electrode can be used up to 30 
times [104]. Overall, the above facts signify the efficiency, 
stability and recyclability of the label-free nanobiosensors 
that allow more precise and quick quantitation.

However, the formation of aggregates is a limitation asso-
ciated with the usage of NMOs. It has been reported that 
ZrO2 NPs and HfO2 NMs form aggregates in solution. This 
aggregation results in the formation of large clusters, hav-
ing low surface-to-volume ratio, thus influencing the bio-
sensing parameters. The above limitation was subdued by 
restricting the Brownian motion of NMOs and providing 
a supporting matrix which has good conductivity and high 
surface area. In this regard, chemically reduced graphene 
oxide (RGO) has been observed as a promising substrate 
which provides uniform distribution of NMOs. The reason 
behind is the presence of rich defects and electro-active sites 
which might obstruct the agglomeration of nano-sized mol-
ecules. Additionally, the electrochemical properties could be 
enhanced by the presence of reduced chemical groups which 
facilitate charge transfer kinetics. With the enhancement of 
electrochemical properties, there might be an increase in the 
covalent and non-covalent sites for surface functionalization 
to facilitate loading of biomolecules and provide uniform 
conducting surface. Thus, integration of RGO with NMOs 
resolved the issues of dispersivity and results in enhancing 
conductivity and stability, provides better catalytic behav-
iour and improved charge transfer kinetics synergistically 
[105–107]. A similar effect was reported with metallic NMs 
and RGO [108].

Optical nanobiosensors have gained popularity as a label-
free detection technique. In optical nanobiosensors, the opti-
cal fibres allow detection of bio-analytes based upon the 
phenomenon of light scattering or its absorption. The opti-
cal nanobiosensor may include both catalytic and affinity 
reaction for the measurement of target bio-analytes in the 
bio-fluid. These reactions alter the light absorbance due to 
change in the refractive index between the surfaces of the 
two media with different density. A novel optical microflu-
idic nanobiosensor has been fabricated for absorbance-based 
multiplexed detection of clinically relevant salivary protein 
biomarkers such as IL-8, IL-1β and MMP-8 protein [109]. 
The fabricated biosensor has highly sensitive organic photo-
detectors (OPDs) and has a response time of 30 min. The use 
of noble metal NMs allows the detection based on localized 
SPR (LSPR), a sensitive and material-specific measurement 
technique. Based on the LSPR phenomenon, nanobiosensors 
have been fabricated using triangular silver (Ag) NMs for 
detection of serum p53 protein level in HNC patients. A sig-
nificant difference in LSPR shifts (Δλmax) in these patients 
was observed when compared with healthy control individu-
als [110]. Despite, the simplicity, specificity and accuracy 
of the optical technology, its major limitation lies in the 
conversion of the optical-based nano-bio-sensing platform 

into POC device. On the contrary, the electrochemical-based 
sensors have been popular in POC device for detection of 
OSCC due to their lower space constraint, i.e. the ability to 
perform miniaturized, low-cost, simple and easy operation. 
Depending upon the working principle, the electrochemical 
biosensors can employ amperometric, potentiometric and 
impedimetric transducers that convert the captured infor-
mation into a quantifiable signal. Both nucleic acid- and 
protein-based electrochemical nanobiosensors have been 
explored for the detection of OSCC using different types of 
NMs. The efficiency of palladium-Au alloy nanocrystals as 
bi-metallic NMs exhibits improved electrocatalytic activity 
from their mono-metallic components [111]. Further, car-
bon nanotube forest electrodes have also been used for the 
fabrication of an ultrasensitive electrochemical immunosen-
sor with multilabel amplification strategies for the detection 
of single biomarker in biological samples [71]. In another 
study, a sensitive and specific electrochemical sensor was 
designed for simultaneous detection of two salivary bio-
markers [interleukin-8 (IL-8) mRNA and IL-8 protein] in 
OSCC patients [112]. Besides, a modular microfluidic sys-
tem with PDMS chambers was designed for multiplying and 
was found to facilitate faster detection of two protein marker, 
interleukin-6 (IL-6) and interleukin-8 (IL-8) in serum sam-
ples [113]. Another, strategy involves the use of functional-
ized magnetic beads for the multiplexed detection of IL-8 
protein and IL-8 mRNA in human saliva samples and the 
performance of the fabricated platform was compared with 
the commercially available ELISA kit. The magnetobiosen-
sor is easy to operate and provides a similar LOD but in 
less time duration which showed its capability to translate to 
POC device [114]. It was observed that the label-free tech-
nology significantly reduced the cost of fabrication, restricts 
complex steps of labelling and conserves the integrity of 
bio-recognition moiety.

Challenges and Future Perspectives

The discovery of NMs for bio-sensing technology has been 
instrumental in miniaturization of biosensors. As a result, 
fast, accurate, specific and robust lab-on-a-chip devices for 
detection of various target bio-analytes such as nucleic acids, 
proteins and metabolites were designed and fabricated. The 
incorporation of NMs in biosensors provide an increased 
surface area for immobilization of bio-recognition probe and 
hence efficient interaction occurs, thus enhancing specificity 
and sensitivity towards low concentration detection. Also, 
the transduction mechanisms have been improved consider-
ably with the use of NMs and their composites. But, the 
limitation associated with the usage of NMs should be con-
sidered while fabricating any nano-bio-sensing platform.

The functionalization of nanostructured materials with 
non-hazardous amino acid opens a new domain in the 
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fabrication of nano-bio-sensing platform as well as in the 
fabrication of highly sensitive, biocompatible implantable 
bio-chip. The application of conduction polymers in increas-
ing the efficiency of nano-bio-sensing has to be explored 
intensively and might also provide an advantage of fabri-
cating lightweight flexible devices. Also, the strategy of 
deposition of conducting polymer (by 3D printing, lithog-
raphy, spin coating, dip coating, etc.) onto the surface of a 
substrate and its effect on the sensitivity and specificity of a 
biosensor is another domain of research that requires further 
exploration.

Despite all these technological breakthroughs, the bio-
sensing technologies require further fine-tuning to support 
clinical applications, i.e. development of more efficient and 
robust POC devices. Several challenges require immediate 
redressal such as early detection of OPMDs and OSCCs for 
timely therapeutic intervention in OC patients. As observed 
that the expression of a single biomarker cannot resolve the 
identification of OC predisposition, hence the application 
of multiplexing, i.e. incorporation of expression profile/
signature of multiple biomarkers, has been recommended 
for accurate prognosis. The development of nanobiosensors 
based upon multiplexed detection is looked upon by oncol-
ogy practitioners around the world.

Although the introduction of NMs has opened a new 
domain of development of nanobiosensors for quick, easy, 
smarter, user friendly and cost-effective detection of disease, 
the ethical bottlenecks and the issues related to transfer of 
this technology from a laboratory to clinical trials result in 
delayed commercialization. Therefore, a potential biosensor 
capable of detection of OPMDs and OC at an early stage is 
still in its infancy.

Summary and Conclusion

In this article, we have attempted to summarize the fabrica-
tion process and progress in the detection of OC biomarkers 
(proteins and nucleic acids) aimed at real diagnostic appli-
cations. Recent advances in detection of OSCC through 
nano-bio-sensing platform provide a brief curtain raiser of 
the upcoming technologies for detection of OPMDs and 
OC. Further research may lead this knowledge and use 
of nanobiosensors in translating bench-on platform to the 
point-of-care device, which could be a wearable biosensor 
or implanted into the human body itself. This quest may be 
unfolded by any innovative breakthrough in NMs through 
its nano-bio-sensing technology.
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