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A B S T R A C T   

Consumption of illicit narcotic drugs and fatal or criminal activities under their influence has become an utmost 
concern worldwide. These drugs influence an individual’s feelings, perceptions, and emotions by altering the 
state of consciousness and thus can result in serious safety breaches at critical workplaces. Point-of-care drug- 
testing devices have become the need-of-the-hour for many sections such as the law enforcement agencies, the 
workplaces, etc. for safety and security. This review focuses on the recent progress on various electrochemical 
and optical nanosensors developed for the analysis of the most common illicit drugs (or their metabolites) such as 
tetrahydrocannabinol (THC), cocaine (COC), opioids (OPs), amphetamines & methamphetamine, and benzodi
azepine (BZDs). The paper also highlights the sensitivity and selectivity of various sensing modalities along with 
evolving parameters such as real-time monitoring and measurement via a smart user interface. An overall 
outlook of recent technological advances in point of care (POC) devices and guided insights and directions for 
future research is presented.   

1. Introduction 

Drugs of abuse are legal and illegal substances that are typically 
consumed for their psychoactive effects and are often associated with 
dependence and addiction. These include substances like marijuana, 
tobacco, cocaine (COC), heroin, steroids, methamphetamine (M-AMP), 
as well as prescription drugs like opioids (OPs), dextromethorphan, and 
stimulants. Owing to their euphoric and sedating effects, these drugs 
impair thinking and judgment ability which may affect a person 
mentally as well as physically. This may be detrimental for situations 
that essentially require precise hand-eye coordination like driving, 
operating heavy machinery, or performing similar activities. In the past 
few decades, the prevalence of drug addiction has increased substan
tially worldwide which may be correlated with an increase in drug 
trafficking, a rise in the income of consumers, and poor implementation 
of government policies. According to World Drug Report 2020 released 
by United Nations Office on Drugs and Crime (UNODC), around 269 
million people have used drugs in 2018, which corresponds to 5.4% 
global population aged 15–64 [1]. Amongst these, around 35.6 million 
people are estimated to suffer from drug-associated disorders which 
correspond to a global prevalence of drug-use disorders of 0.7% of the 

population aged 15–64. 
Among the various classes of illicit drugs, cannabis (also known as 

marijuana) is predominantly consumed due to its easy availability, 
decriminalization, and legalization in some places in western countries 
for medical and recreational purposes [2]. According to the World Drug 
Report 2020, cannabis is the most used drug with an estimate of 3.9% of 
the global population (viz. about 192 million people) aged 15–64 [1]. 
Among adolescents and young adults, this drug has gained more popu
larity which is evident from the National Institute of Drug Abuse Report 
2019, where annual marijuana prevalence levels were 11.8%, 28.8%, 
and 35.7% among the 8th, 10th, and 12th graders respectively [3]. After 
cannabis, OPs are of major concern due to their deleterious effects and 
health complications. In 2017, it accounted for 66% of the estimated 
167,000 deaths associated with drug-use disorders [1]. In 2018, the 
number of deaths due to drug overdose has been recorded to be more 
than 67,000 in the US alone where OPs resulted in 70% of deaths along 
with fentanyl. The use of illicit drugs has not only affected the health of 
an individual, but it also has a very close liaison with the rapidly 
growing occurrence of crimes and socioeconomic issues [4]. A second
ary analysis of a 2013 National Drug Strategy Household Survey report 
reveals a net loss of 3 billion in Australia alone due to absenteeism and 
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decreased output/performance leading to loss of profits for the com
panies [5]. 

As the crises of drug abuse continue to spread across the world, law 
enforcement is turning to a new generation of technology to expose drug 
trafficking, smugglers, and to identify victims of drug abuse. In this re
gard, the point of care (POC) diagnostic devices that can offer rapid, 
sensitive, specific, and on-site identification of drugs may play a vital 
role in controlling drug abuse. Such devices will ease the screening of the 
employees (pre-employment and during employment), legal pro
fessionals (to screen for driving under the influence), and medical pro
fessionals (for addiction and rehab centers). To provide an extremely 
valuable output, results demonstrated by these drug detection tools need 
to be more informative and should reveal the presence or absence of the 
consumed illicit drug substance quantitatively. This along with mini
mizing illicit drug abuse may improve workplace productivity and their 
socio-economic balance. 

Current illicit drug detection techniques are based on qualitative and 
quantitative analysis of biological specimens such as urine, blood, 
saliva, hair, breath, and sweat. Although these methods are conducive in 
some cases, these have several methodological limitations [6–8]. Drug 
detection still relies on conventional systems like the use of specific 
sophisticated instruments such as mass spectrometer, gas chromatog
raphy, high-performance liquid chromatography, and ELISA kit. Most of 
these techniques ensure good sensitivity and specificity, however, these 
suffer from several disadvantages like tedious pretreatment of samples, 
the requirement of trained professionals, high cost of assay, and 

prolonged assay time [9–11]. To cite an example, the detection kits from 
Neogen Corporation cost more than 230 dollars per plate are extremely 
expensive and take more than an hour to detect methadone in the 
sample. Furthermore, the requirement of biological samples like blood 
or urine for drug detection makes it inconvenient for field applications 
such as places of high risk like roadside traffic stops. Hence, there is a 
pressing need for a robust sensor that can surpass the existing limitations 
and meet the ever-growing demand and thus help in maintaining the 
public safety, health, and socio-economic balance. In the case of 
decentralized detection of drug abuse, the sensors ideally should be 
hand-held, easily implemented, and suitable for high-throughput 
screening with high specificity and sensitivity. 

Recent technological advancements in material science and bio
analytical methods and their convergence with nanoscience and nano
technology have led to the development of numerous ultra-sensitive 
sensors for illicit drug detection. This review presents a detailed over
view of the current state of the art of the sensors developed for the 
detection of the five most commonly used illicit drugs, i.e. cannabis, 
COC, OPs, AMPs & their substitutes, and benzodiazepines (BZDs). The 
sensor matrix composition, mechanism of sensing, and various perfor
mance parameters of these electrochemical and optical sensors are dis
cussed in detail. Further, the potential strategies to be adopted for the 
successful translation and commercialization of these technologies are 
highlighted as prospects. 

Table 1 
Overview of cutoff concentration of different illicit drugs detection as per Substance Abuse and Mental Health Services Administration (SAMHSA [12]).  

Illicit drug Initial test cutoff concentration (immunoassay) (ng/mL) Confirmatory test analyte (GC-MS) Confirmatory test cutoff concentration (ng/mL) 

Marijuana metabolites 50 THCA 15 
Cocaine metabolites 150 Benzoylecgonine 100 
Opiate metabolites 

Codeine/Morphine 
2000 Codeine 

Morphine 
2000 
2000 

6-Acetylmorphine 10 6-Acetylmorphine 10 
Amphetamines 

AMP/MAMP 
500 Amphetamine 

Methamphetamine 
250 
250 

MDMA 500 MDMA 
MDA 
MDEA 

250 
250 
250 

Footnote: THCA = Δ9-tetrahydrocannabinol-9-carboxylic acid; MDMA = Methylenedioxymethamphetamine; MDA = Methylenedioxyamphetamine; MDEA =
Methylenedioxyethylamphetamine. 

Table 2 
Overview of electrochemical and optical sensor technologies developed for THC detection.  

Transducing mechanism Sensor matrix Sample matrix LOD Sensor characteristics References 

Chronoamperometry SPCE Saliva 79.6 nM DR = 79.6–159 nM 
Analysis time = 30 s 

[24] 

SWV SPCE/AuNPs PBS 
Urine 

22.29 pM (PBS) DR = 31.84 pM-31.84 μM (PBS) 
Analysis time = 20–40 min 
RP = 88–115% (urine) 

[26] 

DPV MIP-CNT in micropipette tubes KCl (1:1 methanol-water) 0.57 nM DR = 3.84–796 nM [27] 
Amperometry GCE-AuNPs-thionine -chitosan- 

HRP 
PBS 
Serum 

10.5 pM DR = 0.03–3184 nM 
Analysis time = 10 min 
RP = 98.2–101.5% (serum) 

[28] 

CV GCE Methanol 1.082 nM DR = 7.64–35.98 nM 
Analysis time = 30 s 

[29] 

Amperometry MWCNT/SPCE Saliva 0.5 μM Analysis time = 6 min [30] 
Impedance spectroscopy Gold electrode/PET substrates Saliva 308 pM DR = 0.318–318 nM 

Analysis time = 60 s 
[31] 

FAIMS FAIMS microchip Methanol 0.207 μM DR = 0.207–1.274 μM [32] 
Chemiresistor s-SWCNTs/IDE Breath 0.163 ng (vapor phase detection) Analysis time = few seconds [33] 
Fluorescence PE-fluorescent particles Saliva 0.03 nM DR = 0.03–318 nM [34] 
TLC-SERS Diatomaceous earth-AuNPs Urine 31.85 μM DR = 31.85–3185 μM [35] 

Footnotes: CV = Cyclic voltammetry; CNT = Carbon nanotube; DPV = Differential pulse voltammetry; DR = Dynamic range; FAIMS = Field asymmetric ion mobility 
spectrometry; GCE = Glassy carbon electrode; AuNPs = Gold nanoparticles; HRP = Horseradish peroxidase; IDE = Interdigitated gold electrodes; LOD = limit of 
detection; MIP = Molecular imprinted polymers; MWCNT = Multi-walled carbon nanotubes; PBS = Phosphate buffer saline; PE = Phycoerythrin; PET = Polyethylene 
terephthalate substrates; RP = Recovery percentage; SWV = Square wave voltammetry; SERS = Surface-enhanced Raman spectroscopy; SPCE = Screen-printed carbon 
electrode; s-SWCNTs = semiconductor-enriched single-walled carbon nanotube; TLC = Thin-layer chromatography. 
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2. Sensors for illicit drug analysis 

Overconsumption of drugs causes severe health implications and the 
level of the risk varies with the individual and the type of drug used. 
Therefore, the detection of these drugs at their cutoff level with high 
selectivity and sensitivity is the need of the hour (Table 1). This section 
gives an account of (i) the characteristics of various drugs with the main 
focus on tetrahydrocannabinol (THC), COC, OPs, AMPs & M-AMPs, and 
BZDs, and (ii) the technological advancements to realize the electro
chemical and optical sensors along with their analytical performance 
attributes. 

2.1. Sensors for tetrahydrocannabinol 

Cannabis is a psychoactive drug that is derived from plant species 
Cannabis sativa, Cannabis indica, and Cannabis ruderalis [13]. THC is one 
of the main psychoactive constituents of cannabis, but cannabidiol, 
cannabinol, tetrahydrocannabivarin, cannabigerol, cannabichromene, 
and hundreds of other cannabinoids also show dose-dependent psy
choactive effects such as euphoria, anxiety, enhancement of sensory 
perception, tachycardia, antinociception, impaired psychomotor per
formance, cognitive function paranoia, pseudohallucinations, and 
depersonalization [14,15]. Although FDA has approved synthetic THC 
and several other cannabis-derived drugs for medical use under the 
supervision of the medical practitioner, the sale of the products con
taining these drugs is tightly regulated. To monitor and control the 
illegal supply and usage of these drugs, sensing devices play an impor
tant role by preferentially detecting these drugs in the environment or 
biological samples. 

Intensive research has been carried out to develop POC devices for 

THC detection, while a few are available commercially such as Ora
Line®, Cozart® RapiScan, Oratect® II, OraLab®6, Toxiquick®, OrA
lert®, Rapid STAT®, and DrugWipe® 5/5+. Many of these technologies 
suffer from specificity as these give a positive response in the presence 
OPs, M-AMP, COC, and AMP. In addition, many of these devices do not 
meet the Roadside Testing Assessment (ROSITA), ROSITA-2, and 
Driving under the Influence of Drugs (DRUID) standards, as the sensi
tivities of these devices are 75% or less, which is below the minimum 
recommended value of 80% [16,17]. Another drawback of these tech
nologies is the use of lateral flow assays (LFA) kits which generate large 
variations in the sensor response particularly in the variable field con
ditions [18]. Additionally, several other factors like variation in stan
dardized test concentration (1–30 ng/mL), prolonged response time 
(2–30 min), cold-weather constraints, no specific sample volumes, and 
low THC concentration due to dry mouth are important reasons that are 
responsible for their limited applications and hence have paved the way 
for the search of a novel, field deployable robust sensor [19,20]. 

Progress in the field of sensors and assays for THC detection has 
helped to address a few of these challenges and to realize some ultra
sensitive detection techniques (Table 2). Particularly, the development 
of assays for quantifying metabolites of cannabis such as Δ9-THC, THC- 
COOH, 11-OH-THC has gained more popularity [21–23]. For example, a 
screen-printed carbon electrode (SPCE) functionalized with N-(4-ami
no-3-methoxyphenyl)-methanesulfonamide mediator has been devel
oped for Δ9-THC sensing in saliva [24]. In the presence of Δ9-THC, the 
mediator is galvanostatically oxidized to give an electrochemically 
active adduct which could be detected by chronoamperometric reduc
tion. The sensor could detect 25–50 ng/mL of Δ9-THC in the saliva in a 
short duration of 30 s. The developed sensor showed sensitivity, speci
ficity, and accuracy of 28%, 99%, and 52%, respectively when employed 

Fig. 1. GMR biosensor platform for detection of THC 
by following the competitive assay; (A) Left: a mea
surement reader consisting of a toroid core coil, 
electrical circuits, and bluetooth module. Middle: a 
disposable cartridge is based on a customized design 
of printed circuit board (PCB) integrated with a GMR 
biosensor chip and reaction well. Right: a smartphone 
with a customized app, (B) Disposable cartridge 
showing the GMR biosensor chip wire-bonded to the 
customized PCB and the reaction well glued on top of 
the chip, (C) Schematic illustration of the competitive 
assay, and (D) Real-time signal recording. Reprinted 
with permission from Ref. [36]. Copyright (2016) 
American Chemical Society.   
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for the real sample sensing from cannabis smokers. Although the sensor 
demonstrated ultrafast detection of Δ9-THC in unmodified saliva, the 
sensitivity of the device was lower than acceptable and hence requires 
further modifications to meet the desired standards for forensic practices 
[25]. 

The convergence of nanotechnology with polymer chemistry and 
their integration with sensor technologies has been leveraged with 
several innovative analytical methods and devices. In this line of 
research, considerable effort has been made to develop an ultrasensitive 
electrochemical sensor for Δ9–THC detection by imbibing carbon 
nanotube (CNT) and molecularly imprinted polymers (MIPs) in the 
sensor matrix [27]. Here, the CNT offers high electrical conductivity, 
porosity, and large surface area whereas MIPs are being used as re
ceptors for their high specificity, inherent stability, low cost, and ease of 
synthesis. The hydrophobic interaction of Δ9-THC with MIP (synthe
sized by copolymerization of methacrylic acid (MAA) and ethylene 
glycol dimethacrylate (EDGMA)) facilitates its selective binding and 
subsequently, it gets oxidized and results in a prominent differential 
pulse voltammetry (DPV) signal with a limit of detection (LOD) of 0.18 
ng/mL. Besides the high sensitivity and selectivity, the MIP-based sensor 
demonstrated superior reusability and robustness and thus proved its 
potential as a futuristic POC diagnostic device. 

Very often cannabis is consumed with alcohol leading to a synergistic 
phenomenon with more adverse effects and in such cases, road-side 
rapid detection of both THC and alcohol is quite challenging. To 
tackle this issue, Mishra et al. have reported a novel wearable dual- 
analyte sensor ring system with a combination of two electrochemical 
techniques, i.e. voltammetry and amperometry [30]. In this sensor 
system, the ring cover was designed with multi-walled carbon nanotubes 
(MWCNTs)-coated carbon electrode for selective THC detection, while a 
Prussian-blue transducer functionalized with alcohol oxidase/chitosan 
reagent layer was employed for the biosensing of alcohol. The poten
tiostat circuit embedded within the ring body facilitated the on-spot 
selective detection of alcohol, whereas THC could be detected with a 
defined square wave voltammetry (SWV) peak at +0.3 V with no false 
alarms. This dual sensor demonstrated the LOD of 0.5 μM in the diluted 
saliva sample within 3 min, which was capable of detecting THC even 
after 24 h of cannabis consumption. This wearable sensing system has 
immense potential to be utilized for the rapid roadside testing of various 
other illicit drugs also by simply substituting the chemical or biochem
ical reaction. 

In a different approach, Lee et al. developed a unique sensing plat
form by integrating the giant magnetoresistive (GMR) biosensor with a 
portable reader system and smartphone to detect THC in saliva by 
employing a competitive assay (Fig. 1) [36]. This small biosensor has a 
disposable chip cartridge with 80 sensors that can be independently 
functionalized for multiplexed assays. Moreover, this chip has an inbuilt 
feature of a bluetooth connection that enables POC quantification and 
compatibility with laptop and smartphone. Further, this device has the 
unique advantage of a toroidal core coil which can apply an external 
magnetic field at low power consumption owing to its compact circuit 
board design and easy portability. The mechanism of THC sensing relies 
upon a competitive assay in the two reaction wells, where the control 
well is immobilized with bovine serum albumin (BSA), and the reaction 
well is coated with THC conjugated BSA (THC-BSA). Initially, the sample 
of interest is pre-incubated with biotinylated antibodies against THC for 
15 min, which is followed by the addition of this mixture in both wells. 
This allows the binding of unoccupied antibodies with THC-BSA fol
lowed by washing and introduction of streptavidin-coated magnetic 
nanoparticles (MNPs), and then signal measurement. The bounded 
MNPs disturb the stray field of magnetization of the biosensor and thus 
alter the resistance, which is monitored as GMR signals (ΔMR/MR0). 
The changes in the GMR signal were observed to be directly proportional 
to the number of bound MNPs which was inversely proportional to THC 
concentration in the sample due to the competitive nature of the assay. 
Under optimized conditions, with a simple saliva collection technique, 

the portable sensor could measure THC in the range from 0 to 50 ng/mL 
with the detection limit of 5 ng/mL. Rapid and precise detection of THC 
in saliva along with the technical feasibility for on-site screening 
advocate the implementation of GMR biosensor in POC settings. Further, 
this technology could be explored in near future to establish the cutoff 
concentration of other illicit drugs or for multiplexed measurement. 

In yet another example, an affinity-based smart electrochemical 
biosensor was realized for detection of THC in saliva [31]. The sensor 
was based on non-faradaic electrochemical impedance spectroscopy 
(EIS) that measured the alteration in the dielectric properties at the 
electrode-electrolyte interface upon binding of THC-BSA to anti-THC 
antibody. This sensor could successfully predict the varying concentra
tions of THC in saliva by applying different learning algorithms via 
regression analysis, providing a high performance of area under the 
receiver operating characteristic curve (0.951) with high specificity and 
sensitivity within 1 min of assay time. Under optimized conditions, the 
sensor demonstrated 100 pg/mL detection limit and 100 pg/mL-100 
ng/mL dynamic range (DR). This device exhibited promising results 
with additional advantages like portability, low battery-power require
ment, and disposable saliva swap embedded in sensors that make it 
suitable for on-site detection. 

Plouffe et al. developed two different LFA-based on POC testing 
devices where gold nanoparticles (AuNPs) (size = 6 nm) and phycoer
ythrin fluorescent particles (size = 50 nm) were used for colorimetric 
and fluorimetry based detection of THC [34]. In the presence of THC, a 
sandwich immunocomplex of capture antibody, THC, and detector 
antibody-NP conjugate was formed, which could be visualized through 
photographs or naked eye in the colorimetric mode. In the fluorescent 
mode, a charged-coupled device (CCD) camera with the appropriate 
optical filter was employed to measure the signal intensity. The AuNPs 
based assay could detect THC level up to 5 ng/mL, whereas the fluo
rescent particles-based assay achieved the LOD of 0.01 ng/mL, which 
indicates better sensitivity of the fluorescent-based assay. To illustrate 
field deployment, validation of the LFA kit is essentially required and 
further to realize into POC device, integration of this kit with portable 
fluorescence reader is strongly required which will make this device 
robust with further improvement in the sensitivity. 

The surface-enhanced Raman scattering (SERS) technique has also 
been investigated for THC detection due to its inherent high sensitivity 
and selectivity [37,38]. Particularly, hybrids of photonic 
crystal-plasmonic SERS substrates, fabricated with diatom photonic 
crystals on which AuNPs were deposited, have been shown to detect 
THC levels down to 10 ppb [39]. However, the requirement of a confocal 
Raman microscope is one of the important limiting factors for the field 
application of this technology. To address this issue, the use of a portable 
Raman spectrometer with an efficient thin-layer chromatography (TLC) 
based SERS substrate has been proposed by Sivashanmugan et al. [35]. 
In this strategy, diatomaceous earth particles were used as a stationary 
phase with two-dimensional (2D) periodic pores inherently possessing 
large surface area, high porosity, high adsorption capacity, and ample 
hydroxyl groups at the bio-silica surface [40,41]. During the field trial, 
drop-casting of a urine sample was followed by elution using 
chloroform-acetone-ammonium hydroxide (40/20/40 v/v) mixture (i.e. 
mobile phase) which developed a separate THC spot. Subsequently, a 
colloidal solution of AuNPs (~60 nm) was added to the spot and the 
Raman signal was measured by a portable Raman spectrometer which 
depicted the characteristic peak for THC at 1603 cm− 1. Although this 
procedure is highly sensitive and selective with a portable Raman in
strument, the tedious procedure of TLC-based separation is not suited for 
on-site detection. 

Recently, Brunelle et al. developed a noninvasive strategy to detect 
THC metabolite from the sweat present on the fingerprints [42]. This 
strategy involved the sample collection on polyethylene film followed by 
micro-centrifugation in methanol and incubation in the microtiter well 
with the conjugate of THC and horseradish peroxidase (HRP) enzyme, 
leading to a competitive immunoassay between THC-HRP and THC 
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metabolites for their binding towards the capture anti-THC antibodies 
on the sensor surface. The THC metabolite and the enzyme-tagged 
conjugate compete with each other as the antigens for the system. 
Thereafter, a solution of 2,2′-azino-bis(3-ethyl
benzothiazoline-6-sulphonic acid) (ABTS, enzyme-substrate), H2O2, and 
citrate buffer were added into the well, which reacted with the HRP 
turning the solution into blue-green color following which the intensity 
of the solution was measured by spectroscopy. Since the antibody uti
lized in this assay had a greater affinity towards the metabolite, absor
bance was found to be decreased with an increased concentration of 
metabolite due to the lesser binding of the enzyme-tagged conjugate. 
Overall, this system could quantify cannabis uses in a Yes/No format 
with a sensitivity range of 5.0 nM–100 nM. The low detection capabil
ities, ability to discriminate between a narrow concentration range with 
the simple and flexible nature of the competitive immunoassay com
bined with an optical readout establish this technique to be immediately 
translated in a lateral flow assay kit/strip as it would require little or no 
scientific training. 

At present, the detection of illicit drugs through potential breath 
analysis platforms has also gained attention, where devices for THC 
detection have made promising advancements [43–45]. These platforms 
utilize techniques such as field asymmetric ion mobility spectrometry 
(FAIMS) that principally ionizes the molecules by charge transfer fol
lowed by their separation based on mobility in microchip channel with 
varying dispersion field (DF, 0–60 kV cm− 1) in a compensation voltage 
of − 6 and +6 V for these ions to reach the detector [32]. While both 
cations and anions move in the channel, they could be detected simul
taneously by a charge collector generating spectra in both polarities. 
This method has been used for THC detection at a specific compensation 
voltage of 0.72 V under DF of 55%, which could achieve the LOD value 
of 65 ppm. Recently developed semiconductor-enriched single-walled 
carbon nanotube (s-SWCNTs) chemiresistors based prototype could 

detect the ultra-low levels (down to 0.163 ng) of THC in different 
samples using machine learning (ML) classifiers [33]. However, such 
systems require a significant amount of preliminary testing and stan
dardization to be applied for law enforcement applications. Liquid 
chromatography-tandem mass spectrometry (LC-MS/MS) based breath 
samples analysis has also shown the highly accurate quantitative 
determination of THC and demonstrated the LOD of 5 pg/pad (present in 
Exabreath® device used to trap the drug from aerosol breath) in the 
breath sample collected over a 2 min period [46,47]. Despite its high 
sensitivity, there is a lack of ease of sample handling and portability 
along with the price and thus limiting their on-site applications. 

2.2. Sensors for cocaine 

COC is a white crystalline alkaloid derived from the leaves of 
Erythroxylon coca (generally known as coca plant) and is widely used as 
a local anesthetic due to its vasoconstrictor properties. COC is a highly 
addictive drug due to its stimulant and euphoric properties that directly 
affect the nervous system including the brain. Within minutes of abuse 
through intravenous injection or inhalation, it enters systemic circula
tion resulting in relief from fatigue and euphoria, enhancement in the 
mental alertness and thereby energizing the user. It is slowly absorbed 
from the nasal and gastrointestinal tract with a peak plasma concen
tration of 200–600 ng/mL within 30–120 min, and as a result, several 
thousands of ng/min can be measured in intoxicated individuals [48]. 
Prolonged use of COC causes addiction, paranoia, anxiety disorders, 
sleep problems, mental confusion, convulsions, and ultimately death 
[49]. Owing to its potential side effects, on-spot detection and quanti
fication of COC are required which is possible by developing simple, 
easy, sensitive, and accurate strategies through many technological 
hybrids. 

To date, numerous sensing modalities have been implemented to 

Table 3 
Overview of electrochemical and optical sensor technologies developed for cocaine detection.  

Transducing mechanism Sensor matrix Sample matrix LOD Sensor characteristics References 

Amperometry pAb–COC–MBs-CH8 sensor array PBS 
Urine 
Saliva 
Serum 

0.29 nM (PBS/Saliva) 
1.18 nM (urine) 
2.07 nM (serum) 

RP = 112.7–116.7% (urine) 
RP = 89.4–115.8% (saliva) 
RP = 88.0–110.7% (serum) 

[54] 

DPV CdTe QDs-GCE PBS 
Serum 

5.0 pM DR = 50–450 pM 
Analysis time = 45 min 
RP = 96.15–98.25% (serum) 

[55] 

DPV GO/AuNPs/SPCE PBS 1 nM DR = 1–500 nM [56] 
DPV AuNPs/GCE PBS 

Serum 
0.5 pM DR = 5 pM - 5 nM 

Analysis time = 45 min 
RP = 98–103.5% (serum) 

[57] 

Amperometry Cytochrome P450 2B4/SPCE PBS 0.2 mM DR = 0.2–1.2 mM [58] 
CV Ab-MBs/SPE Water 

Saliva 
Urine 

0.47 pM (water) Analysis time = 25 min 
RP = 88–106% (saliva) 
RP = 89–94% (urine) 

[59] 

EIS NanoMIPs/GSPE Water 0.70 nM DR = 0.30–147 nM [60] 
Chemiluminescence MB/AuNRs/HRP PBS 0.48 nM DR = 1–10 nM 

Analysis time = 6 min 
[61] 

Fluorescence MIP/Mn-doped-ZnS QDs Saliva 
Serum 

115 nM (saliva) 
49.5 nM (serum) 

RP = 98–104% (saliva) [62] 

Fluorescence GO/ICSDA Water 
Urine 
Mixed drug samples 

190 nM (water) DR = 0.2–100 μM (water) 
DR = 0.5–100 μM (urine) 
RP = 93.2–100.6% (phenacetin) 
RP = 86.7–108.0% (diltiazem) 
RP = 82.2–97.0% (levamisole) 

[63] 

Colorimetry AuNP-L-cyst/ZnSeS QDs Water 128 nM DR = 20–100 μM [64] 
EWF Aptamer/FSP-AAP-Optical fiber PBS 10.5 μM DR = 10–5000 μM 

Analysis time = 16.5 min 
[65] 

Footnotes: AAP = amino-modified anchor DNA probe; AuNPs = Gold nanoparticles; AuNRs = Gold nanorods; CdTe = Cadmium telluride; CV = Cyclic voltammetry; 
DPV = Differential pulse voltammetry; DR = Dynamic range; EIS = Electrochemical impedance spectroscopy; EWF = Evanescent wave fibre; FSP = Fluorescence- 
labeled short DNA probe; GCE = Glassy carbon electrode; GO = Graphene oxide; GSPE = Gold screen-printed electrode; HRP = Horseradish peroxidase; ICSDA =
Isothermal circular strand-displacement amplification; LOD = Limit of detection; MIP = Molecular imprinted polymer; pAb–COC–MBs = Anti-cocaine antibodies on 
protein G functionalized magnetic microbeads; PBS = Phosphate buffer saline; QDs = Quantum dots; RP = Recovery percentage; SPCE = Screen-printed carbon 
electrode; SPE = Screen-printed electrode. 
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detect COC (Table 3). Notably, electrochemical methodologies are 
mainly based on direct, receptor-based, immunoassay, and nanopore- 
based sensing. In the direct methods, the enzymatic or non-enzymatic 
reaction of COC is observed at the electrodes like SPCE [50,51] or 
glassy carbon electrode (GCE) modified with functional nanomaterial 
[52]. For example, SPCE functionalized with the mixture of cytochrome 
P450 2B4 enzyme and carbon ink has been utilized for sensitive detec
tion of COC [53]. This sensor relies on the enzymatic reaction leading to 
N-demethylation of the tertiary amine in the COC to produce norcocaine 
that gives an amperometric sensitive response. Under optimized con
ditions, an excellent LOD of 23 nM could be achieved with good 
repeatability (RSD = 3.56%). Such direct electrochemical methods are 
very simple since analytical signals are directly proportional to COC 
concentration with the desired selectivity even at the nanomolar level of 
detection limit. However, testing in the biological samples like urine, 
saliva, and blood using the direct method is not suitable due to oxidation 
of interfering agents along with the COC which might result in false 
positive signal. 

In an interesting approach, Bauer et al. combined a noncompetitive 
immunoenzymometric assay with online detection of the alkaline 
phosphatase (ALP) enzyme-labeled antibody to develop an ampero
metric biosensor for indirect detection of COC [66]. In this method, the 
analyte cocaine is first interacted with an enzyme-labeled polyclonal 
anti-cocaine antibody forming a COC-pAb-ALP complex. This was fol
lowed by the separation of the unbound labeled antibodies using an 
affinity column containing a perfusion chromatography carrier modified 
by immobilized cocaine. The free pAb-ALP was retained in the column 
while the COC-pAb-ALP could be collected in the column effluent and 
quantified by ALP enzyme-mediated hydrolysis of phenyl phosphate to 
phenol. Although this method is quite tedious, it could detect COC down 
to 380 pM level. Although this automated amplified flow immunoassay 
technique has several advantages, low recovery (49 ± 3%) indicates the 
pressing need for additional investigation and optimization to realize 
this into a POC device. On the other hand, a hybrid microfluidic 

electrochemical ELISA device containing monoclonal antibodies grafted 
magnetic nano-beads and HRP showed the detection limit down to 0.15 
ng/L [59]. Though these antibodies or enzymes based techniques are 
capable of detecting picomolar to nanomolar levels of the COC, these 
have several constraints that can affect the device performance such as 
pH variation, enzyme denaturation, and loss of functionality of bio
molecules. Furthermore, inefficacy in the conformity of 
multi-component systems functioning and detection time are other 
common limitations of these techniques. 

Aptamers are synthetic nucleic acids that have selective ligand 
binding properties with many inherent benefits such as inexpensive 
synthesis, small size, good stability, flexible design, and easy chemical 
modification [67,68]. To date, aptamers have been widely used as 
recognition elements for biosensor fabrication, especially for the 
detection of proteins and small molecule targets, and have been estab
lished as promising alternatives to antibodies. The aptamer-based sen
sors have been made more sensitive by integrating with nanomaterials 
like CNTs and their composites [69,70], quantum dots (QDs) [55], and 
graphene [56]. Roushani et al. developed a 
GCE/AuNPs-cystamine/HS-aptamer-AuNPs matrix-based electro
chemical sensor platform that could achieve the LOD value of 0.5 pM for 
COC [57]. The presence of uniformly distributed AuNPs both on the 
surface of the GCE and at the end of the aptamer was ascribed for 
increased active surface area and faster electron transfer and thereby 
amplifying the electrochemical signal (Fig. 2). 

In an advanced approach, nanopore technology, wherein the change 
in ionic current is measured in real-time across the pore due to the 
presence of the analyte, has been integrated with an aptamer-based 
sensor for COC detection. Kawano et al. developed an α-hemolysin 
based nanopore sensor through which a COC-selective DNA aptamer can 
pass through in the unbound state (Fig. 3) [71]. However, upon inter
action with COC, the aptamer conformation changes and cannot pass 
through the pore and consequently blocks the pore which eventually 
generates large current differences. This sensor could generate the 

Fig. 2. SEM image of (A) the bare GCE, (B and (C) the AuNPs deposited GCE at two different magnification levels. Reprinted from Ref. [57], Copyright (2016), with 
permission from Elsevier. 

Fig. 3. Schematic presentation of cocaine sensing using α-hemolysin biological nanopore and the cocaine-binding aptamer. The DNA aptamer can pass through the 
pore in the absence of cocaine (left), whereas the presence of cocaine changes its conformation and block the pore, and doesn’t allow it to pass through the channel 
(right). Reprinted with permission from Ref. [71]. Copyright (2011) American Chemical Society. 
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Fig. 4. Schematic (a) illustration for the chemiluminescence-based sensing of COC using gold nanoprobes and functionalized magnetic microbeads. Reprinted by 
permission from Springer Nature: Springer, Analytical and Bioanalytical Chemistry [61], Copyright (2011). (For interpretation of the references to color in this figure 
legend, the reader is referred to the Web version of this article.) 

Table 4 
Overview of electrochemical and optical sensor technologies developed for the detection of opioids.  

Opioids Transducing mechanism Sensor matrix Sample 
matrix 

LOD Sensor characteristics References 

Morphine DPV SPE Urine 5.2 nM DR = 0.017–7.01 μM [82] 
DPV GNSs/GCE PBS 0.4 μM DR = 1–65 μM [83] 
DPV dsDNA/MBA/Au electrode PBS 

Plasma 
Urine 

0.01 μM (PBS) DR = 0.05–500 μM (PBS) 
RP = 97–104.9% (plasma) 
RP = 103.2–105.8% (urine) 

[84] 

Amperometry Pt–Co NAE PBS 
Serum 

7.83 μM (PBS) DR = 23.5 μM - 2.39 mM (PBS) 
RP = 99.6–108% (serum) 

[85] 

SWV MWCNTs/MIP/AuNPs/PGE PBS 
Urine 

2.9 nM (PBS) DR = 0.008–5 μM (PBS) 
RP = 96.0–104.5% (urine) 

[86] 

DPV RhNPs/MC/GCE PBS 
Serum 

40 nM (PBS) DR = 0.1–20 μM (PBS) 
RP = 95–108.5% (serum) 

[87] 

UV–Vis 
spectrophotometery 

MA-AuNPs PBS 
Serum 
Urine 

17 nM (PBS) DR = 0.07–3 μM (PBS) 
RP = 94.6–107.1% (serum) 
RP = 98.3–107.7% (urine) 

[88] 

Fluorescence 
immunoassay 

FITC-labeled anti-MOR monoclonal 
antibody 

PBS 
Urine 

3.51 nM (PBS) DR = 0.70–8.77 μM 
RP = 99.88–109.79% (urine) 

[89] 

SWV Gr/CoFe2O4/CPE BRB 
Urine 
Plasma 

0.011 μM 
(BRB) 

DR = 0.03–12.0 μM (BRB) 
RP = 98.1–101.5% (urine) 
RP = 97.5–102% (plasma) 

[90] 

Codeine DPV CoFe2O4 NPs/CPE Plasma Urine 20 nM DR = 0.06–38 μM 
RP = 98–103% (urine) 
RP = 98–102% (plasma) Analysis time =
90 s 

[91] 

DPV Fe3O4-AuNPs/CNTs/GCE PBS 
Serum 

3.2 pM (PBS) DR = 0.01–1 nM (PBS) 
DR = 10–900 nM (PBS) 

[92] 

SPR EGDMA/MAA/MIP membrane Acetonitrile 10 fM DR = 1 fM - 10 nM [93] 
CSWV SPCE PBS 5 μM DR = 5–100 μM [94] 

Fentanyl DPV SWCNT PBS 11 nM DR = 0.01–1 μM [95] 
SWV MWCNT/SPCE PBS 10 μM DR = 10–100 μM [96] 
DPV GCE/CNOs PBS 

Serum 
Urine 
Ampoule 

0.3 μM (PBS) DR = 1–60 μM (PBS) 
RP = 98–103% (serum) 
RP = 96.60–104.70% (urine) 
RP = 103.4–105.5% (ampoule) 

[97] 

Footnotes: AuNPs = Gold nanoparticles; BRB = Britton-Robinson buffer; CNO = carbon nanoonions; CNT = Carbon nanotube; CoFe2O4 NPs = Cobalt ferrite nano
particle; CPE = carbon paste electrode; CSWV = Cyclic square wave voltammetry; DPV = Differential pulse voltammetry; DR = Dynamic range; ds-DNA = Double- 
stranded DNA; EGDMA = Ethylene glycol dimethyl acrylic ester; FITC = Fluorescein isothiocyanate; GCE = Glassy carbon electrode; GNSs = Graphene nanosheets; Gr 
= Graphene; LOD = Limit of detection; MAA = Methacrylic acid; MA-AuNPs = Melamine modified gold nanoparticles; MBA = Mercapto-benzaldehyde; MIP =
Molecular imprinted polymers; MOR = Morphine; MWCNT = Multi-walled carbon nanotubes; PBS = Phosphate buffer saline; PGE = Pencil graphite electrode; Pt–Co 
NAE = Pt–Co alloy nanowire array-modified electrode; RhNPs = Rhodium nanoparticles; RP = Recovery percentage; SPCE = Screen-printed carbon electrode; SPE =
Screen-printed electrode; SWCNT = Single-walled carbon nanotubes; SWV = Square wave voltammetry. 
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response in 60 s at 300 ng/mL to 5 s at 30 μg/mL. In another approach, 
Wang et al. reported the COC sensing with an artificial nanopore, 
developed by etching the polyethylene terephthalate thin sheet, with a 
wide linear range of 1 nM–10 μM and LOD value of 1 nM [72]. The high 
electroanalytical output of miniaturized sensors (by making use of nano- 
or micro-electrodes and nanogap sensors), improved LOD, low-cost, 
high selectivity are some of the promising features of the electro
chemical biosensors for their potential commercialization. Further 
improvisation requires statistical validation and successful translation 
for selective detection in real samples. 

Similar to electrochemical techniques, efforts have been made to 
develop optical sensors also towards the detection of COC. For instance, 
SERS based aptameric sensor has been developed by using AgNPs film- 
coated polished gold disc as substrate wherein the binding of COC in
duces the transition in the aptamer molecule conformation resulting in 
an increase in the SERS signal intensity as a function of drug concen
tration [73]. This reagent-free aptamer sensor could detect 1 μM of COC 
with high selectivity. Li et al. proposed chemiluminescence (CL) 
biosensor using a bio-barcode assay in which COC-specific aptamers 
were immobilized on the AuNPs-functionalized magnetic microbeads 
(MB-AuNPs) and subsequently hybridized with the double functional
ized gold nanoprobe (DF-AuNPs) consisting of aptamer-specific signal 
DNA and HRP to form MB-AuNPs/aptamer/DF-AuNPs (Fig. 4) [61]. 
When interacted with a sample containing COC, the aptamer changes its 
structure resulting in the dissociation of gold nanoprobe from the 
complex of MB-AuNPs/aptamer/DF-AuNPs, which was used for mea
surement of CL by means of HRP enzyme-mediated oxidation of luminol. 
A significant amplification could be achieved for the detection of COC by 
employing AuNPs as a multi-DNA-HRP carrier. This method exhibited 
good linearity in the range of 1–10 nM with a LOD value of 0.48 nM, 
even in presence of other interfering drug molecules such as caffeine and 
heroin. In another approach, the localized surface plasmon resonance 
(LSPR) property of AuNPs has been utilized to visually detect the COC in 
the concentration range of 20 nM–200 μM in 10 min [74]. In a different 
approach, Li et al. proposed a dark field microscopy (DFM) 
imaging-based nanoplasmonic strategy for identifying COC on the latent 
fingerprint [75]. The sensing was based on the cocaine-induced aggre
gation of the aptamer-functionalized AuNP to generate the LSPR signal 
by means of DFM which could detect in the range of 150 ng to 30 μg. 
Although this technique is very easy for on-site application, the risk of 
the false-positive signal is more due to environmental factors mediated 
aggregation of AuNPs such as various pH and temperature. 

2.3. Sensors for opioids 

OPs are alkaloids that are naturally derived from the plant Papaver 
somniferum and are mainly used as analgesic agents. These are classified 
as naturally occurring (e.g. codeine and morphine), semisynthetic de
rivatives (e.g. hydrocodone, hydromorphone, buprenorphine, and oxy
codone), and synthetic derivatives (e.g. anilidopiperidine and 
diphenylpropylamine) [76]. These drugs bind to opioid receptors (ORs) 
which are widely distributed in the brain and the peripheral nervous 
system and activate them to trigger a biological response [77]. These 
receptors are prominent targets not only for painkillers but also for 
antidepressants, anti-addiction medications, and anti-anxiety drugs. 

2.3.1. Sensors for morphine 
Morphine is the most commonly prescribed medicine for its analgesic 

properties with a standard dose of 0.1–0.2 mg/kg and attains its peak 
plasma level within 15–20 min of intramuscular or subcutaneous 
administration, and within 30–90 min after oral administration [78,79]. 
However, morphine is addictive and prone to abuse and thereby in
fluences various immune functions as well as disruption of the central 
nervous system, respiratory rate, and blood pressure [80]. Hence, strict 
monitoring of morphine in biological and environmental samples is 
essentially required. Traditionally, morphine detection in biological 

samples is carried out with the LC-MS/MS technique which displays 
good sensitivity in the range of 0.018–0.18 μM with LOD value of 2.10 
μM [81]. However, time-consuming analysis, the requirement of large 
fluid samples & toxic solvents, and lack of field deployment are the 
major issues that have paved the way for the development of various 
alternate techniques by utilizing nanomaterials and other biochemical 
reactions (Table 4). 

Morphine is electroactive in nature due to the presence of a phenolic 
ring and tertiary amine group that is catalyzed through an oxidative 
mechanism to form either pseudomorphine or normorphine depending 
upon the release of proton and electron [80]. This electroactive property 
of morphine has been utilized to develop a variety of electrochemical 
biosensors. A DPV based sensor developed using screen-printed elec
trode (SPE) depicted a dynamic range of 5 nM - 2 μM and LOD of 5 nM in 
the urine sample [82], while a graphene nanosheet/GCE based sensor 
matrix showed a dynamic range of 0.01–720 μM and LOD of 0.4 μM 
[83]. Similarly, a ds-DNA modified gold electrode demonstrated the 
linear detection range of 0.05–500 μM and LOD value of 0.01 μM both in 
human serum and urine samples [84], whereas an amperometric sensor 
employing Pt–Co alloy nanowire array in the matrix exhibited the dy
namic range of 23–230 μM with the detection limit of 7.8 μM in human 
serum samples [85]. In another strategy, SWV sensor fabricated with 
AuNPs/MIP/MWCNT/pencil graphite electrode could achieve the LOD 
value of 90 nM (DR = 0.1–100 μM) in saliva [98] and 2.9 nM (DR =
0.08–5 μM) in human serum/urine samples [86]. The high sensitivity 
towards morphine detection in the biological fluids with good reliability 
and without the aid of any sample pre-treatment has proved the po
tential of this technology for its translation. 

Optical detection of morphine by surface-plasmon-resonance (SPR) 
has also been realized in a competitive immunoassay format by 
employing the anti-morphine monoclonal antibody and morphine- 
bovine serum albumin (MO-BSA) conjugate (as a competitor) [99]. 
The MO-BSA immobilized gold chip showed a reduction in the SPR 
incident angle shift with an increase in the MO level due to its inhibition 
effect. The developed SPR sensor chip could achieve the linear detection 
range of 0.1–10 ng/mL. In a different study, Mohseni and Bahram 
(2016) proposed a simple colorimetric assay for naked-eye detection of 
morphine and codeine by employing melamine-modified AuNPs [88]. 
This method could selectively detect the analyte even in the presence of 
the biological interferents such as amino acids, and other drugs like 
tramadol, AMP, and M-AMP with LOD value of 17 nM (DR = 0.07–3 μM) 
for morphine and 9 nM (DR = 0.03–0.8 μM) for codeine in pharma
ceuticals, urine, and blood serum samples. Furthermore, the developed 
method showed a good recovery rate in the range of 94.6–107.7% in the 
spiked injection, tablet, serum, and urine samples, establishing its 
commercial relevance. In another approach, Farahani et al. reported the 
application of L- and D-cysteine CdSe quantum dot (CdSe-QDs) towards 
highly selective detection of the L-morphine [100]. It was observed that 
the fluorescence intensities of L- and D-cysteine functionalized CdSe-QDs 
were quenched after interaction with L-morphine. The interaction be
tween L-morphine and D-cysteine functionalized CdSe-QDs was observed 
to be more efficient and exhibited a detection limit of 0.06 μM. The 
sensor response, i.e. the extent of fluorescence quenching, was found to 
be L-morphine concentration-dependent according to the Stern-Volmer 
equation. This simple, inexpensive, quick, and sensitive fluorescence 
quenching-based optical sensor has the potential to realize into a POC 
device with a hand-held portable fluorescent reader. 

In a recent study, chromium metal-organic framework nanoparticles 
[Cr(III)-MOF-NPs] have been exploited for rapid and highly sensitive, 
and selective detection of morphine [101]. The sensing mechanism was 
based on the hydrogen bond formation and host-guest interaction be
tween electronegative morphine and Cr(III)-MOF-NPs, which causes a 
photoinduced transfer of electrons within the Cr(III)-MOF-NP structure 
and results in a blue shift in the characteristic emission band of the Cr 
(III)-MOF-NPs (from 593 to 566 nm) even in the presence of many 
competing matrices. Besides this, a prominent enhancement in 
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photoluminescence intensity and a visual color change from brown to 
yellow could also be observed with an increase in the concentration of 
morphine. Under the optimal experimental conditions, the optical che
mosensor exhibited a stable response for morphine detection in a con
centration range of 0.1–350 nM with detection and quantification limits 
of 0.167 and 0.443 nM, respectively. The capability of this chemosensor 
to quantify the morphine in the spiked serum and urine sample with a 
good recovery percentage proved its potential as future POC technology. 
In a different approach, a competitive fluorescence immunoassay, 
wherein morphine molecules competitively bind with FITC-labeled 
morphine antibody against hapten, achieved the detection limit of 3.5 
nM with 99.8–109.7% recovery rate, implying its high potential for field 
application [89]. This simple, rapid, and sample-free pretreatment 
process can be easily integrated into a microarray platform to realize 
fluorescence-based microarray diagnostics which can be quite useful for 
mass screening. 

2.3.2. Sensors for codeine 
Codeine is used for its compelling analgesic properties as it causes 

less euphoria and sedation in comparison to morphine, but it is often 
abused by improper consumption. The quantification of codeine is 
usually hindered by its structural analog with several biological com
pounds leading to false positive or negative signals which are subdued 
by LC-MS/MS within a dynamic range of 0.017–0.17 μM and LOD of 
0.67 nM in body fluids and tissue samples [81]. However, this technique 
requires a sophisticated lab set-up, expensive solvents, and trained 
professionals to carry out detection. 

Square wave voltammetry-based electrochemical sensor developed 
by employing graphene-CoFe2O4 nanocomposite modified carbon paste 
electrode (CPE) attained the sensitive detection range of 0.03–12 μM 
with LOD of 0.025 μM for codeine when tested in human urine and 
serum samples [90]. The developed sensor provides a better alternative 
to conventional tools as it displays easy sample preparation and high 
selectivity towards codeine testing even in presence of interferents. 
Mashhadizadeh et al. utilized TiO2 nanoparticles modified CPE to 
realize a DPV based electrochemical sensor for codeine detection [102]. 
The developed sensing approach could detect codeine with a detection 
limit of 0.018 μM with high sensitivity (0.409 μA/μmolL− 1) and a wide 
linear range (0.07–100 μM). The usability of the voltammetric sensor 
could be successfully established for codeine determination in human 
plasma serum samples. In another example, a label-free electrochemical 
sensor derived with GCE functionalized with Fe3O4, AuNPs, and CNTs 
significantly improved the sensitivity as the presence of nanocomposite 
served as a signal amplifier by means of improving the immobilization 
efficiency of the aptamer probe and electron-transfer between the 
electrode and the [Fe(CN)6]3− /4− redox probe [92]. The net-like 

homogeneous coating of CNTs with nanowire shape spread and uni
formly distributed Fe3O4/AuNPs at the surface of the electrode offered a 
greater accessible surface area (Fig. 5). With this unique combination of 
properties of nanomaterials, the aptameric sensor could significantly 
achieve the LOD of 3.2 pM with two different linear detection ranges 
(0.01–1 nM and 10–900 nM). Further, the developed method could be 
successfully tested for codeine determination in the spiked human serum 
samples with a recovery rate of 96.2–103%. 

A colorimetric assay utilizing the LSPR property of citrate-capped 
AuNPs has been developed for the quantification of codeine sulfate 
[103]. This assay was based on the ligand exchange reaction which in
volves the coordination complex formation between codeine molecules 
and AuNPs by replacing the citrate capping resulting in the aggregation 
of the nanoparticles and a prominent color change from red to blue. 
Under optimized conditions, this strategy showed a linear range from 1 
to 10 μM with LOD of 0.9 μM even in the presence of morphine, phen
ylephrine, phenobarbital, diazepam, lorazepam, and clonazepam. The 
simplicity, economic viability, portability, and the capability of on-spot 
detection of suspected drugs are advantageous features of this technol
ogy, however, the highly sensitive nature of the AuNPs and tendency to 
form aggregates due to a minor change in pH or temperature might 
generate false-positive results and thus limits its applications. Zeng et al. 
proposed a molecularly imprinted polymer (methacrylic acid as mono
mer and ethylene glycol dimethyl acrylic ester as cross-linker) func
tionalized SPR chip for codeine detection [93]. This chip could detect 
codeine selectively in the mixed codeine-morphine acetonitrile solution 
with a lower limit of 10 fM indicating its potential towards a precise and 
sensitive detection of ultra-low levels of codeine. 

2.3.3. Sensors for fentanyl 
Fentanyl and its analogs are more potent drugs than morphine (e.g. 

carfentanil is 10,000 times more potent than morphine) and overdose of 
these drugs might cause serious clinical complications resulting in blue 
lips, breathing difficulty, foaming in the mouth, rigid body, and chest 
wall rigidity leading to death [104]. Fentanyl is a very short-acting drug 
and thus quickly becomes addictive to users for recreation. At present, 
the market landscape of commercial diagnostics has a limited FDA 
approval for onsite devices/kits for fentanyl or its analogs detection with 
exception of products based on ELISA for fentanyl, butyryl fentanyl, 
para-fluorobutyryl with 100% accuracy, while DRI (Thermo), Carolina 
Liquid Chemistries, and ARK Diagnostics do not have FDA approval 
along with cross-reactivity issues with fentanyl analogs [105–107]. 

Several research groups have demonstrated the proof of concepts for 
detecting fentanyl at micro-molar levels using electrochemical sensors. 
For instance, Barfidokht et al. developed the PalmSens technology that is 
a hand-held potentiostat sensor possessing flexible SPCE modified with a 

Fig. 5. Scanning electron microscopic image of CNTs/GC (A) Fe3O4/GC (B) and Fe3O4/AuNPs/CNTs/GC (C) modified electrodes showing the uniform distribution of 
the net-like spread of CNT and uniform distribution nanoparticles on the electrode surface. Reprinted by permission from Springer Nature: Journal of Materials 
Science: Materials in Electronics [92], Copyright (2019). 
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mixture of MWCNTs and ionic liquid (4-(3-butyl-1-imidazolio)-1-buta
nesulfonate) (Fig. 6) [96]. This technology is based on a ‘Lab-on-a-glove’ 
concept and utilizes the thumb for collecting the sample, while the index 
finger, having MWCNTs/SPCE electrode is used for measuring the sensor 
response on a smartphone/tablet sent via a wrist-worn potentiostat. 
Upon voltammetric measurement, a linear sensor response could be 
obtained in the range of 10–100 μM concentration of fentanyl with a 

LOD value of 10 μM. This glove-based “swipe, scan, sense, and alert” 
strategy is very simple in use where the chemical analytics are brought 
to the user’s fingers, which has opened up new possibilities for identi
fying drugs of abuse in an emergency. Sohouli et al. proposed another 
novel electrochemical sensing approach by employing carbon 
nano-onions (CNOs) in the sensor matrix due to their metal-like 
conductive behavior and excellent electrocatalytic activity [97]. The 

Fig. 6. Overview of Lab-on-a-Glove concept (swipe, 
scan, and sense) for on-site detection of fentanyl; (A) 
Photograph of glove containing sensing finger modi
fied with ionic liquid/MWCNT composition and 
sample collector. (B) Image showing the glove-based 
sensor with a portable electroanalyzer (back-view). 
The electrodes are connected via wires and a modi
fied ring to a PalmSens potentiostat for on-site 
detection with wireless communication to a smart
phone for rapid analysis and reporting of the SWV 
results. (C) Image showing suspicious sample collec
tion in the powder phase. (D) Joining of thumb 
(collector) and sensing (index) fingers after swiping a 
powder sample; inset shows the voltammograms of 
direct fentanyl detection in powder/liquid samples. 
Reprinted from Ref. [96], Copyright (2019), with 
permission from Elsevier.   

Table 5 
Overview of electrochemical and optical sensor technologies developed for detection of methamphetamines.  

Transducing mechanism Sensor matrix Sample matrix LOD Sensor characteristics References 

SWSV 
EIS 

SPE/MWCNTs-Nf/AuNPs NaOH 6 nM (SWSV) 
0.3 nM (EIS) 

DR = 0.02–0.1 μM; (SWSV) 
DR = 1.15–26.9 nM (EIS) 

[113] 

SWV CeO2NP/rGO/GCE BRB 
Plasma 

8.7 μM DR = 25–166.6 μM 
RP = 89.8–102.3% 

[114] 

SWV GCE/MWCNT/AuNPs/Fe3O4@SiO2 BRB 
Urine 

16 nM DR = 50 nM - 50 μM 
RP = 101–111% 

[115] 

SPR MAMP-BSA/gold SPR chip PBS 
Saliva 

2.50 nM (PBS) DR = 0.33–37.3 nM (PBS) 
Analysis time = 3 min 
RP = 113.2% (saliva) 

[116] 

SPR AuNPs-BSA-Anti-MAMP PBS 
Urine 

1.1 nM (PBS) DR = 6.7 nM - 6.7 μM 
RP = 83% 
Analysis time = 15 min 

[117] 

FFT-SWV MIP/MWCNTs/CPE NaOH 
Urine 
Serum 

83 nM (NaOH) DR = 10 nM - 100 μM (NaOH) 
RP = 94–104% (urine and serum) 

[118] 

Fluorescence GQDs-MIP PBS 0.011 μM DR = 5–50 μM [119] 
Fluorescence SiO2/CQDs/ms-MIPs PBS 

Plasma 
Urine 

1.6 μM DR = 5.0–250 μM 
RP = 99–105% (plasma) 
RP = 92–110% (urine) 

[120] 

SERS AuNPs/SiO2 microsphere Saliva 
Urine 

1 nM DR = 5 nM - 10 μM (saliva) 
DR = 10 nM - 10 μM (urine) 

[121] 

SERS MAMP aptamer-AuNPs Serum 7 pM DR = 10 pM to 10 nM 
RP = 94.3–107% (serum) 

[122] 

Footnotes = AuNPs = Gold nanoparticles; BRB = Britton-Robinson buffer; CeO2NP = Cerium oxide nanoparticles; CPE = Carbon-paste electrode; CQDs = Carbon 
quantum dots; DR = Dynamic range; EIS = electrochemical impedance spectroscopy; FFT-SWV = Fast Fourier transform-square wave voltammetry; GQDs = graphene 
quantum dots; LOD = Limit of detection; MAMP-BSA = Methamphetamine-bovine serum albumin; MIPs = Molecularly imprinted polymers; ms = Mesoporous 
structure; MWCNT = Multiwalled carbon nanotube; Nf = Nafion; PBS = Phosphate buffer saline; rGO = Reduced graphene oxide; RP = Recovery percentage; SERS =
Surface-enhanced Raman spectroscopy; SPR = Surface plasmon resonance; SPE = Screen-printed electrode; SWSV = Square wave stripping voltammetry; SWV =
Square wave voltammetry. 
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sensor was developed by immobilizing the CNOs on a GCE which could 
detect the fentanyl linearly in the range of 1–60 μM with a detection 
limit of 0.3 μM in blood serum, urine, and ampoule. Given the impor
tance of fentanyl analogs, limited research has been conducted on 
detection systems strategy for these analogs and therefore requires im
mediate attention by researchers. 

2.4. Sensors for amphetamine and substituted amphetamines 

This class of psychostimulant drugs acts by triggering the release of 
neurotransmitter dopamine through the dopamine-active transporter 
system leading to a sudden increase in energy, mood, auditory or visual 
perception [108]. Increased use of these drugs has raised the necessity 
for the fast screening of these drugs in the biological samples under the 
clinical settings and on-fields. The cut-off value for Europe and the USA 
are 500 and 1000 ng/mL, respectively, however, these biological levels 
of AMPs and substituted AMPs might have serious health implications 
[109]. For a long time, the color spot test based POC devices, e.g. Ora
l-Eze®, Draeger DrugTest®, RapidStat®, DrugWipe-5+, and OrAlert® 
are being used for the detection of AMPs [110,111]. Although these tests 

are convenient for on-site screening, the use of toxic corrosive sub
stances and false-negative/-positive results associated with poor sensi
tivity are a few limitations. 

Recent progress in the field of sensors has advocated the develop
ment of improved devices and strategies which offer highly sensitive and 
selective detection of the drugs in a short duration (Table 5). For 
example, Adegoke et al. reported a hybrid nanozyme based optical 
detection technique for rapid aptameric biosensing of AMP-type stim
ulants [112]. In this approach, a hybrid nanozyme complex was judi
ciously designed by electrostatically immobilizing the graphene oxide 
(GO) to cetyltrimethylammonium bromide (CTAB)-capped AuNPs pos
sessing DNA aptamer (receptive for AMPs stimulants like AMP, M-AMP, 
MDMA) (Fig. 7). The interaction of the drug with this nanozyme com
plex induces the amplification of catalytic signals by hemin and oxida
tion of 3,3,5,5-tetramethylbenzidine (TMB) by peroxidase to generate a 
blue color of varying intensity as a function of AMPs concentration. The 
Kcat value for M-AMP was observed to be 3-fold higher than AMPs in the 
presence of TMB suggesting an increased level of oxidized substrate 
generation per nanozyme per second relative to AMP. The LOD values 
were observed to be 154 nM (28.6 ng/mL) and 185 nM (34.1 ng/mL) for 

Fig. 7. (A) Schematic representation of the hybrid 
nanozyme peroxidase mimic aptamer-based 
biosensor for amphetamine-type stimulants (ATS) 
detection. GO is first bound to CTAB-AuNPs via 
electrostatic interaction to form a GO-AuNPs hybrid 
nanozyme complex. Thereafter, the DNA aptamer is 
bound to the GO-AuNPs hybrid nanozyme and cap
tures the target ATS. Hemin is added to the system to 
enhance the catalytic signal followed by the catalytic 
oxidation of TMB by H2O2, generating a blue color 
complex specific to the target ATS concentration. 
Reprinted from Ref. [112], Copyright (2020), with 
permission from Elsevier. (For interpretation of the 
references to color in this figure legend, the reader is 
referred to the Web version of this article.)   

Fig. 8. (A) SEM images of the SPE surface modified with MWCNTs-Nf and (B) MWCNTs-Nf/AuNPs. Reprinted from Ref. [113], Copyright (2015), with permission 
from Elsevier. 
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M-AMP and AMPs respectively within ~1 min of reaction time. 
An electrochemical sensor developed using AuNPs/MWCNT-Nafion 

modified SPE could detect the M-AMP in a wide dynamic range of 
0.02–0.1 μM (LOD value = 6 nM) using square wave stripping voltam
metry, while a narrow detection range of 1.15–26.9 nM (LOD = 0.3 nM) 
could be achieved in the EIS mode [113]. Authors suggested that the 
uniform distribution of the AuNP over the MWCNTs-Nf/SPE and their 
synergistic effect towards the faster electron transfer could greatly 
improve the sensor performance to about 34 and 2.9 folds compared to 

the bare SPE and MWCNTs-Nf/SPE, respectively when measured using 
cyclic voltammetry (Fig. 8). Although the sensor exhibited a good 
detection range, the efficacy of the technique in real-life complex sam
ples is yet to be established. In another example, a fast Fourier 
transform-square wave voltammetry (FFT-SWV) based hybrid electro
chemical sensor was developed using a carbon paste electrode that was 
concurrently modified with MIP and MWCNTs [118]. This sensor dis
played an excellent sensitivity with a LOD of 0.83 nM and two linear 
concentration ranges of 10 nM-1 μM and 3–100 μM. The sensor showed 

Fig. 9. (a) Schematic graph displaying the capture of the SERS measurement through the optoplasmonic structure. Reprinted with permission from Ref. [121]. 
Copyright (2020) American Chemical Society. 

Table 6 
Overview of electrochemical and optical sensor technologies developed for the detection of benzodiazepines.  

Illicit drug Transducing 
mechanism 

Sensor matrix Sample matrix LOD Sensor characteristics References 

Flunitrazepam DPV CPE KNO3 

Serum 
Urine 

0.127 μM (KNO3) 
4.79 μM (serum/ 
urine) 

DR = 0.64–1.28 μM (KNO3) [132] 

Flunitrazepam DPV MnFe2O4NPs/CPE BRB 
Plasma 

0.33 μM (BRB) DR = 0.1–100 μM 
RP = 97–104% 

[133] 

Flunitrazepam EIS TiO2@CuO–N-rGO/poly (L-Cys)/ 
GCE 

PBS 
Tourtel Malt 
Pepsi Cola 
Plasma 

0.3 nM (PBS) DR = 1 nM - 50 μM 
RP = 80–96.40% (tourtel malt) 
RP = 80–105.06% (pepsi cola) 
RP = 90–105.06% (Plasma) 

[134] 

Nitrazepam DPV AuNPs/rGO/GCE PBS 
Serum 
Tablet 

0.166 μM (PBS) DR = 0.5–400 μM (PBS) 
RP = 99–102.4% (serum) 
RP = 99.3–101.6% (tablet) 

[135] 

Clonazepam CV SFs/IL/GCE PBS 
Serum 
Urine 

0.066 μM (PBS) DR = 0.1–250 μM (PBS) 
RP = 97.2–103.2% (urine) 
RP = 101–99.1% (serum) 

[129] 

Clonazepam CV AgNPs/MWCNTs/GCE PBS 
Serum 
Tablet 

6 nM (PBS) DR = 50 nM - 2.5 μM (PBS) 
RP = 96.5–107.5% (serum) 
RP = 95.5–106.5% (tablet) 

[136] 

Flunitrazepam DPV β-CD/B-RGO/GCE PBS 
Serum 

0.6 nM (PBS) DR = 2.0 nM - 0.5 μM (PBS) 
RP = 89.0–109.0% (serum) 

[130] 

Diazepam DPV AgNDs/GNs/GC PBS 
Plasma 

85.6 nM (PBS) DR = 100 nM - 20 μM (PBS) 
RP = 97.5–110% (plasma) 

[137] 

Diazepam AdSV SPCE PBS with 10% 
ethanol 

6.33 μM DR = 25–1003 μM [138] 

Flunitrazepam CV SPGE PBS 
Beverages 

1.50 μM (PBS) DR = 3.19–304 μM (PBS) 
DR = 3.19–76.67 μM 
(beverages) 

[139] 

Diazepam 
Flunitrazepam 
Lorazepam 

CV MNP-graphite epoxy sensor array Britton-Robinson 
buffer 

6.0 μM (diazepam) 
5.6 μM 
(flunitrazepam) 
4.6 μM (lorazepam) 

DR = 35–110 μM (diazepam) 
DR = 32–960 μM 
(flunitrazepam) 
DR = 31–93 μM (lorazepam) 

[131] 

Lorazepam EIS Polypyrrole@sol-gel@AuNPs- 
MIP/PGE 

PBS 
Tablet 
Urine 
Plasma 

0.09 nM (PBS) DR = 0.2–2.0 nM; 
DR = 2–20 nM (PBS) 
RP = 96–108% (tablet/urine/ 
plasma) 

[140] 

Footnotes: AdSV = Adsorptive stripping voltammetry; AuNPs = Gold nanoparticles; AgNDs = Silver nanodendrimers; β-CD = β-cyclodextrin; B-RGO = Boron-doped 
reduced graphene oxide; CPE = Carbon paste electrode; CV = Cyclic voltammetry; DPV = Differential pulse voltammetry; DR = Dynamic range; EIS = electrochemical 
impedance spectroscopy; GCE = Glassy carbon electrode; GNs/GCE = Graphene nanosheets modified glassy carbon electrode; LOD = Limit of detection; MIP =
Molecularly imprinted polymer; MnFe2O4 = manganese (II) ferrite bimetallic oxides; MNP = Metal nanoparticle; MWCNT = Multi-walled carbon nanotubes; PBS =
Phosphate buffer saline; PGE = pencil graphite electrode; rGO = reduced graphene oxide; RP = recovery percentage; SFs/IL = Silver fibers and ionic liquid nano
composite; SPGE = Screen-printed graphite electrode. 
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94–104% recovery percentage with an RSD value of 1–3.5% when 
M-AMP was measured in the serum and urine samples. The high sensi
tivity of the system was attributed to the proficient charge transfer and 
increased active surface area due to the presence of CNTs that facilitated 
adsorption of a greater number of analyte molecules, while the presence 
of MIP dictated the high selectivity of the system for M-AMP detection. 

Farahani et al. developed a fluorescent nanosensor by utilizing MIP- 
containing fluorescent graphene quantum dots (GQDs) for the detection 
of M-AMP [119]. The M-AMP molecules interact with the carboxyl 
groups present at the surface of GQDs@MIP through hydrogen bonding 
causing an energy transfer from the excited GQDs@MIP to M-AMP, 
which eventually quenches the fluorescence intensity of the GQD. The 
sensor could achieve the detection limit of 1.7 μg/L for M-AMP even in 
the presence of AMP, codeine, morphine, and ibuprofen. On contrary, an 
enhancement in the fluorescence intensity was observed, when the 
nanosensor composed of carbon QDs (CQDs) and mesoporous structured 
imprinting microspheres interacted with M-AMP molecules [120]. This 
was attributed to the passivation and adjustment of active clusters 
present on the surface of CQDs. Under the optimized conditions, the 
fluorescent nanosensor displayed a linear dynamic range from 5.0 to 
250 μM and a detection limit of 1.6 μM with a good recovery rate of 
92–110% in urine and plasma samples. Due to adequate figures of merit 
of this sensor, it can be adapted for POC diagnostics for MA detection in 
biological settings. 

The potential of SPR sensors based on indirect competitive immu
noassay has also been investigated for the detection of M-AMP [116]. 
This system consists of a biosensing surface having immobilized 
M-AMP-BSA conjugate (M-AMP-BSA) which served as a competitor for 
antibody binding against M-AMP antigen in the sample. The method 
involved the filtration of the oral fluid sample followed by centrifugation 
and addition of antibody and then the introduction of the mixture to the 
sensor chip for analysis. The best performance was observed at a pH of 
5.0 with good reusability of about 50 times with a coefficient of varia
tion of 2.15%. The sensor could detect the M-AMP within 3 min with a 
LOD value of 0.44 ng/mL. The SPR based technique is quite simple, 
quick, sensitive, and repeatable, and has a good chance to develop into a 
POC device when integrated with a miniaturized SPR sensor platform 
[123]. In a recent study, Hong et al. developed an optoplasmonic hybrid 
material-based SERS sensor for ultrasensitive detection of M-AMP in the 
biological fluids (Fig. 9) [121]. The SERS substrate was fabricated by 
initially forming a self-assembled monolayer of AuNPs on a silicon chip 
followed by the deposition of analyte adsorbed SiO2 microspheres (size 
= 5 μm). This hybrid material resulted in a strong Raman signal towards 
the sensitive quantification of M-AMP at 1001 and 1030 cm− 1 peaks in 
saliva and urine samples. However, the assimilation of this sensing 
modality with futuristic technologies is essentially needed to develop a 
POC testing device. 

2.5. Sensors for benzodiazepines 

Benzodiazepines act by enhancing the γ-aminobutyric acid A 
(GABAA) receptor function in the central nervous system which is highly 
addictive. These are therapeutically used for the treatment of insomnia, 
anxiety, depression, alcohol withdrawal symptoms, and also as a pre
medication for dental or surgical processes in the predetermined amount 
[124]. Overdose of BZDs causes sedation and muscle relaxing euphoria 
which has severe implications like hypotension, impulsive behavior, 
depersonalization, body coordination impairment, liver toxicity, which 
consequently lead to addiction and in turn lethal withdrawal symptoms 
[125,126]. Depending on the type of BZDs, it has a half-life ranging from 
1 to 250 h; Higher the half-life, the more the complications, and the 
greater is the need for its detection for public safety and well-being 
[127]. The organization like DRUID has set their concentration limit 
up to 1–5 ng/mL in saliva for monitoring road safety. Several immu
nological detection kits like DrugWipe® 5+, rapid STAT® can meet this 
detection limit [128]. 

Recently, the usage of nanomaterials in both electrochemical and 
optical sensors has leveraged various innovative miniaturized systems 
for easy and rapid detection of BZDs (Table 6). For example, the catalytic 
properties of the silver nanofiber have been employed to develop an 
electrochemical sensor, where the GCE deposited with a nanocomposite 
of silver nanofibers/ionic liquid showed synergistic action for amplified 
sensor response [129]. The sensor exhibited the LOD value of 0.066 μM 
with a detection range of 0.1–250 μM with considerable reproducibility 
in the real urine and serum samples. Another modification of GCE with 
β-cyclodextrin/(β-CD)-boron-doped reduced graphene oxide (B-RGO) 
displayed a detection limit of 6 nM with a detection range of 0.002–0.5 
μM for flunitrazepam, proving its potential for further development as a 
POC device [130]. Further advancement has been achieved recently in 
the form of the electronic tongue fabricated as an array-based voltam
metric sensor for simultaneous detection of diazepam, flunitrazepam, 
and lorazepam with a unique combination of electrochemistry and 
machine learning [131]. In this approach, six different composite elec
trodes, i.e., CuO nanoparticles modified graphite electrode, Cu nano
particles modified graphite electrode, Pt nanoparticles modified 
graphite electrode, WO3 nanoparticles modified graphite electrode, 
pristine electrodes of epoxy-graphite, and Pt metal electrode have been 
utilized. To achieve proper discrimination among the BZDs and to pre
dict their respective concentrations in the mixture, multivariate exam
ination using principal component analysis (PCA) was carried out. This 
predictive model could be validated successfully by external test data set 
with an error as low as 0.5. Despite the reproducible, rapid, and sensitive 
detection, this system needs to be investigated and optimized on various 
other biological matrices [131]. 

Another comprehensive work by Yen et al. focused on the use of 
hydrophobic-carbon dots (hC-dots) for fluorescent detection of BZDs 
[141]. The hydrophobic nature of the hC-dots facilitated the binding to 
the hydrophobic BZDs which caused quenching of fluorescence 

Table 7 
Comparative analysis of conventional and point of care technology for illicit drug detection.  

Illicit drug (sample matrix) Recovery percentage POC 
technology 

Recovery percentage conventional method 
(HPLC) 

Advantages of POC over conventional 
method 

References 

Codeine (tablet) 98.5% 98% Low-cost 
High stability 
Rapid analysis 
Good reproducibility 

[90] 

Methamphetamine (urine/ 
serum) 

94.2% 
92.8% 

92.6% 
90.3% 

Simple in operation 
Cost-effective 

[118] 

Clonazepam (urine/serum) 97.2% 
101.3% 

101.2% 
99.1% 

Good reproducibility 
High stability 

[129] 

Diazepam (tablet) 98.84% 99.16% Highly reliable 
No sample processing 

[142] 

Cocaine (urine) 96% 92.8% One-step analysis 
Simplicity 

[143]  
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intensity. Under optimized conditions, real-time analysis of nimetaze
pam could be displayed in the spiked sample (85 or 170 μM) prepared in 
beer, red wine, orange juice, and whiskey with the LOD of 7.24 μM. 

3. Conclusion 

Illicit drugs like COC, marijuana, OPs, AMPs, etc., despite their 
promising benefits as relaxants, anesthetics, pain killers, have become a 
serious concern for general health because of their increasing uncon
trolled usage and occurrence in society. Biosensors are the fundamental 
tools that can help in the detection of administered illicit drugs having a 
restricted usage surpassing which may endanger the lives of several 
people due to their psychoactive effects. The aid of specialized bio
sensors for non-restricted drug use will also permit an understanding of 
the pharmacodynamic and pharmacokinetic effects of unlimited use of 
the drugs by the forensic laboratories and drug-supervising adminis
tration. The more versatile and label-free technique that allows for rapid 
on-site identification and quantification may help in various clinical 
aspects and applications. This review article depicted profiling of 
various optical and electrochemical sensors developed recently around 
the world for the detection of various illicit drugs. Such information 
provides a complete picture of the biosensor vulnerability and instability 
along with their promising effects. Depending upon the abundance of 
drugs or their metabolites in various sources, many commercial bio
sensors have demonstrated a narrow detection range to a certain drug(s) 
in the blood, saliva, urine, exhaled breath, and sweat. 

Sensors listed in this review have shown many promising advantages 
like simplicity, real-time measurement, economic viability, low-cost for 
mass production, transport, storage, ease in the user interface imple
mentation and disposal, no tedious sample preparation/complex pre
treatment/requisition of trained personnel with the good precision in 
analysis (Table 7). Amongst the various sensing techniques, spectros
copy is the most convenient detection method as it provides easily 
distinguishable optical shift or intensity change without any additional 
requirement of a sophisticated instrument. Photoluminescence-based 
illicit drug sensing methods show greater potential with relatively 
very high sensitivity, however, the essential requirement of a sensitive 
photodetector, a specific light/laser source, and a set of specialized 
optical components can make the miniaturized device delicate and 
expensive. On the contrary, electrochemical sensors developed using 
gold, silver or carbon-based nanomaterials have demonstrated immense 
potential to realize into a field-deployable, hand-held POC device with 
ultra-high sensitivity and rapid detection. Further, these can be easily 
integrated with industry-ready technologies that are currently being 
used for various other analyte testing. Particularly, the development of 
sensor matrices derived with illicit drug-specific MIP or aptamer have 
greater opportunities due to their high selectivity, stability, and greater 
binding affinity and to realize them for multiplexed sensing. 

Despite significant progress in biosensor development for illicit drug 
testing, there are a few domains that require significant improvement. 
Moderate sensitivity or LOD and large variations in the sensor’s 
response, particularly in real samples, along with the false-negative/ 
positive sensor response remain a big challenge when integrating with 
innovative technology. Therefore, the development of miniaturized, 
scalable, robust technology without compromising the selectivity and 
sensitivity is the need of the hour. In addition, innovative microarray 
technology having the potential to detect multiple illicit drugs simul
taneously in a single biological sample will be an ideal choice. Before the 
commercialization of the developed biosensors, batch-testing, and 
validation of these devices is also a challenging task that should be 
completed judiciously. Hybrid combinatorial technology that utilizes 
electrochemical sensors, novel nanomaterials, and optics together has 
been underutilized and more efforts may prospect in this area 
[144–149]. We presume that many of these challenges will be addressed 
along with innovative technological advancements in the near future, as 
many research groups in association with industry partners are 

continuously working with the sole focus on translational research on 
the detection of illicit drugs. Furthermore, the challenge to meet the 
demand of POC testing devices, particularly in resource-limited settings, 
can be addressed by employing the smartphone-integrated customized 
microoptoelectromechanical adapters. From laboratory-level assay 
development to innovative technology integration, a growing number of 
research efforts continue to be reported toward the realization of 
next-generation standalone sensing platforms for the POC devices for 
illicit drug testing. Over the next few years, a few breakthroughs are 
expected in the field of multiplexed illicit drug testing devices through 
cutting-edge technologies that will surely enable us to achieve the per
formance of conventional laboratory-based analysis methods but at a 
relatively low cost and in a shorter duration. 
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M. del Valle, Voltammetric electronic tongue for the simultaneous determination 
of three benzodiazepines, Sensors 19 (2019) 5002. 

[132] L. Hernández, P. Hernández, M.H. Blanco, E. Lorenzo, E. Alda, Determination of 
flunitrazepam by differential-pulse voltammetry using a bentonite-modified 
carbon paste electrode, Analyst 113 (11) (1988) 1719–1722, https://doi.org/ 
10.1039/AN9881301719. 

[133] B.M. Asiabar, M.A. Karimi, H. Tavallali, M. Rahimi-Nasrabadi, Application of 
MnFe2O4 and AuNPs modified CPE as a sensitive flunitrazepam electrochemical 
sensor, Microchem. J. 161 (2021) 105745, https://doi.org/10.1016/j. 
microc.2020.105745. 

[134] E. Sohouli, M. Ghalkhani, M. Rostami, M. Rahimi-Nasrabadi, F. Ahmadi, A noble 
electrochemical sensor based on TiO2@CuO-N-rGO and poly (L-cysteine) 
nanocomposite applicable for trace analysis of flunitrazepam, Mater. Sci. Eng. C 
117 (2020) 111300, https://doi.org/10.1016/j.msec.2020.111300. 
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