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Abstract—Detecting real time substance use is a critical step
for optimizing behavioral interventions to prevent drug abuse.
Traditional methods based on self-reporting or urine screening
are inefficient or intrusive for drug use detection, and inappropri-
ate for timely interventions. For example, self-report suffers from
distortion or recall bias; while urine screening often detects drug
use that occurred only within the previous 72 hours. Methods for
real-time substance use detection are severely underdeveloped,
partly due to the novelty of wearable biosensor technique and the
lack of substantive clinical data for evaluation. We propose a new
real-time drug use event detection method using data obtained
from wearable biosensors. Specifically, this method is built upon
the slide window technique to process the data stream, and a
distance-based outlier detection method to identify substance
use events. This novel method is designed to examine how to
detect and set up the thresholds of parameters in real-time
drug use event detection for wearable biosensor data streams.
Our numerical analyses empirically identified the thresholds of
parameters used to detect the cocaine use and showed that this
proposed method could be adapted to detect other substance use
events.

Index Terms—Wearable biosensor; Data stream; Data Mining;
Substance Use, Behavioral Intervention

I. INTRODUCTION

According to the Substance Abuse and Mental Health Ser-
vices Administration (SAMHSA), about 23.5 million persons
aged 12 or older received treatment for an illicit drug or
alcohol abuse problem in 2009 [1]. National Institute on Drug
Abuse reports that, the use of tobacco, alcohol, prescription,
and illicit drugs annually costs approximately $137 billion
in direct health care expenses [2], [3]. Wearable biosensor
systems are gaining increased attention in behavioral inter-
ventions for substance use due to their potential advantages
in delivering near real-time treatments and their cost-effective
nature in the long run.

Common methods for detecting drug use include self-report
and qualitative screenings of urine for drugs of abuse (toxic
screen). Drug users may under- or over-report their drug use
and suffer from their recall bias [4], [S]. The urine screening
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is restricted by their detection time window (e.g., 72 hours for
cocaine use). [6] Recently, a wearable biosensor system called
iMStrong has demonstrated its ability to detectcocaine use in
natural environments in clinical trials. Nevertheless, the real-
time drug use event detection method remains underdeveloped.

The ultimate goal of this investigation was to develop a
novel real-time drug use event detection method. Our method
is built upon the data streams of surrogate markers of the Sym-
pathetic Nervous System (abbr. SNS) activity [7] stimulated
by cocaine use. Specifically, cocaine produces a catecholamine
surge characterized by an abrupt increase of electrodermal
activity and abnormal locomotion changewhile simultaneously
causing a decrease in skin temperature due to vasoconstriction.
iMStrong [6] used this causal relationship between cocaine use
and SNS response to detect cocaine use events. Different from
imStrong [6], this paper attempts to design an algorithm to
automatically detect drug use events in a real-time manner as
long as the drug use behavior reacts. The main contributions
of this work are as follows: 1) designed a novel slide-window
based outlier detection model based on the real-time data
streams from the surrogate markers of SNS activity collected
through portable biosensors, and automatically identify drug
use events; 2) compared with the off-line methods, our method
is resource friendly, as it only stores the recent data of
surrogate markers of SNS activity, instead of all the data;
3) designed a comprehensive method to evaluate and select
the thresholds of parameters for drug use event detection. We
briefly introduced this work in Joint Statistical Meetings, 2016
[8].

The remainder of this paper is organized as follows: Section
II presents related work; Section III demonstrates the design of
our method, and Section IV illustrates our numerical analyses
and evaluation results; Section V concludes the paper.

II. RELATED WORK

The most commonly used drug use event detection methods
include self-report and urine or blood screening. Yet, as
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demonstrated in §I, these traditional methods are inefficient
in drug use event detection. Recent research adoptes wearable
devices, such as mobile phone and portable biosensors, to help
drug use event detection. Below introduces these mobile de-
vice based drug use event detection methods, the background
of outlier analysis and slide window techniques for data stream
processing.

A. Mobile Device Based Drug Use Event Detection

The existing mobile device based drug use event detection
mainly focused on collecting data from real-time self-reports
and biomedical surrogate markers. Ecological Momentary
assessment (EMA) [9], iHeal [10], and iMStrong [6], [11]
represent typical analytic methods for such data. EMA [9] is a
questionnaire-based self-report method, using mobile devices
to deliver timely questionnaires to patients and receive their
feedbacks, but the analyses of these feedbacks are mostly
off-line. Since EMA is a self-report based method, it may
also have the same drawbacks as typical self-reports, such as
misreports from patients. iHeal [10] is a biomedical system
incorporating artificial intelligence, continuous biophysical
monitoring, wireless connectivity, and smart-phone computa-
tion. However, its proposed dynamic Bayesian network (DBN)
analyses can face real-time computational challenges if used in
real time data stream processing. For example, a large number
of training data may challenge its use in practice, particularly
for real-time data processing. iMStrong collects real time data
streams from biomedical surrogate markers of SNS but the real
time drug use algorithm is still in development, although our
preliminary parameter description method demonstrated the
substantive usability of wearable biosensors for cocaine use
detection [6]. All these methods are currently used off-line,
and there is still a gap in pursuing near-real time drug use
behavioral intervention. Based on the SNS surrogate markers
used by iMStrong [6], this work designed and evaluated a
real-time substance use event detection method, called slide-
window based outlier detection method.

B. Background of Outlier Analysis and Slide Window Tech-
nique for Data Stream

The outlier analysis aims at identifying the rare data points
that significantly deviate from the majority of a dataset. It
has been widely used in wireless networks. Branch et al. [12]
designed slide-window based in-network outlier detection for
wireless sensor network. Li et al. [13] used outlier analyses
to identify malicious attacker in Mobile Ad-hoc Network.
Most outlier analyses focused on static data stored locally or
distributed [14]. The data stream refers to the data arriving
dynamically and unbounded, such as those from biosensors.
The sliding window technique is usually used to process data
stream. An illustration of sliding window is described in Fig.
1. The slide window consists of three parts: Window start,
window width (W), and slide length (SL). For the count-based
window, the window width denotes the number of data points
in the current window, and the slide length equals the number

of data points expiring as the window moves forward each
time.
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Fig. 1: Demonstration of sliding window

In outlier analyses, the mostly used method is called the
distance-based outlier model, which is defined as: Assum-
ing a dataset X C RM*", and Neig®(x;)) = {z; €
X|dist(x;,x;) < R} as data points in the neighborhood of z;
with radius R, data point z; € X is an outlier if [Neig?(x;)| <
k, namely there are less than & data points in the neighborhood
of x; with radius R [15]. Outlier analysis on data stream
is described as: For each data point x; in the current win-
dow, find Neig(z;), and check whether |Neigf(xz;)| < k.
Angiulli et al. [16] designed two outlier query algorithms
for data streams, exact query and approximate query. The
exact algorithm maintained |Neig®(x;)| for each data point
in each window. Its computational complexity is O(logN),
and memory complexity is O(N). The approximate algorithm
assumed the nearest neighbors of each data point uniformly
distributed along the whole window, and only kept part of
safe inliers which would not be outlier until expiring. C-
Abstract [17] is a neighbor-ship-based data stream pattern
discovering method. It maintained |Neig®(x;)| for each data
point in each window based on the lifetime of data points, and
alleviated the computation for updating Neig?®(z;) in different
windows. The most recent work, LEAP [18] and COD [19],
further reduces the computation of updating Neig(z;) in
each window. LEAP split the window into different slices,
and established Neig®(x;) from the most recent slice. COD
[19] uses an event queue to record possible time when the
outlying status of data point may change, avoiding repetitive
outlying status checking. However, how to set up the optimal
parameters and their combination, such as detecting window
size W, neighborhood radius R, and threshold k, are still un-
known in different application areas. These parameters depend
on specific scenarios. Our work here is the first to study how
to detect and set up the thresholds of these parameters in real-
time drug use event detection in wearable biosensor systems.

III. REAL-TIME DRUG USE EVENT DETECTION
ALGORITHM

This proposed method uses three surrogate markers of SNS
activity triggered by cocaine use: Electro dermal Activity
(EDA), skin temperature, and locomotion (i.e., up-down, back-
forth, and left-right movements). Specifically, we identify the
time window of drug use events based on these dynamic
surrogate markers, and illustrate the real-time substance use
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event detection using slide-window based outlier analyses.
Notations are displayed in Table I.

TABLE I: Notations

Notation Description
a; The " attribute
X The i*P patient
Xf Observation of the 3" patient at time ¢
d The number of attributes
yi Substance use status of
k the 5% patient at the k;;, window
w Window width
SL Slide length
S; The §*P slide
start The beginning of window
. ; The neighbors of data instance X7}
Neig R(th) in its niighborhood with radius Rt
R Radius of neighborhood
X The threshold number of data points
in neighborhood with radius R

Assuming the dynamic surrogate markers of SNS ac-
tivity from patient i in the ¢* window as X/ =
(X} X{ 1 Xiiwh X{ = {a1,a2,-- ,aq} as the ob-
servation at time ¢, and aq, a9, - - ,aq as the markers of SNS
activity, i.e. skin temperature, Electra dermal activity, and
locomotion, our real-time drug use event detection model is
described as Eq. 1.

Y = f(X{|W,R, k) (1)

in which Y,} a vector with length of W, denotes the drug
use status of patient i in the ¢;, window. Each element
of Y;' denotes the drug use status of a time period. Given
the parameters, LEAP [18] method was used to establish
Neigf(X}), which denotes the set of nearest neighbors of
X If |[Neigf(X})| < k, we regard X} as an outlier, namely
a potential drug use event. Besides, in order to efficiently
maintain Neig?(X}), we split the current data window into
several slides with equal-size, and manage Neigf(X}) at each
slide, instead of updating Neigf*(X}) when each data point
arrives. In particular, with different combinations of detecting
window size W, neighborhood radius R, and the threshold
number of data points k, we could obtain different detections.
Our challenge and goal is to obtain the optimal parameter set
and achieve more true positives and less false positives. Our
parameter selection algorithm is based on the outlier ratio («),
defined as follows:

#Outliers detected
W,R, k) = 2
(W, B, k) #Total data points @

The outlier ratio characterizes how many data points are
identified as outliers. With the worst parameter combination,
all data points are regarded as outliers, and outlier ratio is
1. Otherwise, the outlier ratio would gradually decrease with
better parameter combinations. Since outliers, ie., cocaine use
events, are usually at a small number relative to the gigantic
data streams from three surrogate markers at milliseconds, we
hypothesize that the optimal parameter combinations corre-
spond to a abrupt change point in the range of outlier ratios.

With the metric outlier ratio «, we can obtain these parameters
exploiting cross-validation method.

IV. PERFORMANCE EVALUATION
A. Evaluation Settings

This proposed slide-window based outlier detection method
was implemented on Spark [20], which is capable of pro-
cessing large data streams. Real cocaine use data streams
generated from iMStrong were used to evaluate this method
[6]. These data were collected through wearable biosensors
from 15 participants, with 30 data samples per second for each
patient. To be consistent and cross-validate with Ref. [6], we
used the same patients as shown in Tab. II, whose cocaine
use events were validated with urine screen and their self-
reports. Six data attributes were used: EDA, skin temperature,
and three locomotion dimensions: up-down, left-right, and
back-forth. Our evaluation metrics or criteria include outlier
ratio and detection accuracy. Compared to Ref. [6], we used
finer time granularity (e.g., minute). The detection accuracy
indicates whether our method can catch the drug use events
confirmed by self-reports and/or urine screen. The evaluation
is performed on Windows 7 platform with Intel(R) Core(TM)
i7-3520M 2.9 GHz CPU and 8 G memory.

TABLE II: Dataset Description

Patient Duration | Self-Report | Urine Screen | Drug Use Date
Patient 1 26 days No No 2014-03-08
. 2014-05-20
Patient 12 | 34 days Yes No 2014-05-23
Patient 14 | 41 days No Yes 2014-05-28
B. Results

It has been proven that cocaine use causes abruptly increase
of EDA, dropping of skin temperature and obvious body lo-
comotion changes. Although we collected up-down, left-right,
and back-forth locomotions, not all are necessary in detecting
cocaine use events based on our two separate empirical studies
[6], [21]. We first use the correlation analysis to find out how
much locomotion is correlated with cocaine use, and which
locomotion parameter is the most sensitive.

The correlation magnitude and direction of locomotion with
EDA and skin temperature in different time granularities are
shown in Fig. 2. These figures further indicate that the up-
down locomotion is more sensitive for cocaine use, while other
two locomotion parameters (i.e., left-right and back-forth) are
not sensitive for cocaine use over time. The correlation of
up-down locomotion with EDA and skin temperature is much
stronger when the time granularity is about 30 minutes. This
is because the surrogate markers of SNS activity changes
triggered by cocaine use do not happen immediately after
drug use. Larger time granularity may smooth out abnormal
surrogate markers of SNS activity, and cause false negatives.
Otherwise, smaller time granularity could divide abnormal
surrogate markers of SNS activity into different time episodes,
leading to possible false positives. The optimal time granular-
ity should cover multiple surrogate markers of SNS activity
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Fig. 2: Sensitivity of locomotion with other attributes

response within the same time episode. Fig. 2 demonstrates
that the time granularity of 30 minutes could almost cover
all three attributes, up-down locomotion, EDA, and skin tem-
perature simultaneously, and seems more appropriate for the
cocaine use event detection. Given the time granularity of
30 minutes, we further used EDA, skin temperature, and up-
down locomotion to detect cocaine in the following evaluation
scenarios.

With the increase of the neighborhood radius, more data
points should be covered by the neighborhood. If the pa-
rameter k, denoting the threshold number of data points in
neighborhood with R, is too small, positive drug use events
could be overlooked. Fig. 3 demonstrates such trend of outlier
rates with k. For example, given a radius of 8, the proposed
method can catch the drug use event with k of 4, yet not
with k of 2. Besides, with the increase of the neighborhood
radius, the outlier rate drops, namely false positives might be
reduced. Especially, the outlier rate drops dramatically when
R is smaller than 4, yet mild when R is larger than 4. At the
radius of 4, our method can catch all drug use events. Thus,
the radius of 4 seems to be appropriate for cocaine use event
detection.

Then, given a fixed neighborhood radius R, the influence of
k was examined. Of note, k is always less than the window
width. With a fixed radius, larger k would potentially cause
more false positives. As demonstrated in Fig. 4, all patients
have some common pattern, namely, the outlier rate increases
with the increase of k. Especially, with the window size W
of 9, the outlier rate has a change point at k¥ of 6, and the
outlier rate difference between k of 4 and 6 is small. The k of
4 seems to be sufficient for cocaine use event detection with
the varying length of slide windows.

Furthermore, with the fixed neighborhood radius R of 4 and
k of 4, Fig. 5 shows the variation of window width W. Large

window size is supposed to reduce the false positive. Yet,
larger window size also needs more computational resources.
As shown in Fig. 5, the outlier rate drops significantly before
W of 9, and then the outlier rate decrease mildly. So, the
window size W of 9 seem to be sufficient for the cocaine
use event detection. Moreover, as shown in Fig. 3, 4, and
5, by and large, the outlier rate does have a change point
when window size W, neighborhood radius R, and parameter
k vary. Compared with iMStrong [6], our proposed method can
substantially help identify drug use events in a near-real time
manner (e.g., hourly) given the elapsed time of drug users®
physiological reaction to the drug, instead of conducting off-
line EMA analyses of real-timely-collected data.

V. CONCLUSIONS AND FUTURE WORK

This paper proposed a slide-window based outlier detection
model for real-time drug use event detection and parameter
selection. Unlike off-line analyses, the proposed model is
designed for real-time drug use detection and could accurately
catch the cocaine use events within about 30 minutes, as
demonstrated with real cocaine use data streams. In fact, drug
use detection accounts for two time periods: the time for
collecting and averaging data over a time window and the
time for outlier analyses. Since outlier analyses for each data
episode are usually at the time magnitude of us, drug use
detection time equals the time granularity. Our comprehensive
evaluation shows that the neighborhood radius (R) of 4 the
data points in a neighborhood with a given radius (k) of 4,
and the window size (W) of 9 are found to be more suitable in
detecting cocaine use events. Besides, the up-down locomotion
is more sensitive with EDA and skin temperature in cocaine
use event detection. This model is potentially generalizable to
other drug use event detection. In the future, we will test this
algorithm on more real patients and would use emulation to
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test our algorithms on our wearable biosensors, and integrate
our model in our existing iMStrong system.
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