
R E V I E W Open Access

© The Author(s) 2024. Open Access  This article is licensed under a Creative Commons Attribution 4.0 International License, which permits use, 
sharing, adaptation, distribution and reproduction in any medium or format, as long as you give appropriate credit to the original author(s) and 
the source, provide a link to the Creative Commons licence, and indicate if changes were made. The images or other third party material in this 
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the material. If material is not included 
in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or exceeds the permitted use, you will 
need to obtain permission directly from the copyright holder. To view a copy of this licence, visit http:​​​//creativecommo​ns.​​org/lice​ns​e​s/by/4.0/.

Zhang et al. Nano Convergence           (2024) 11:47 
https://doi.org/10.1186/s40580-024-00455-0

diseases often lags due to limited knowledge of the 
viruses. Therefore, studying viral infection mechanisms is 
crucial for developing effective prevention strategies and 
accelerating vaccine development.

In traditional models, such as animal studies and 
2D cell cultures, biosensors face limitations due to the 
inability of these models to fully replicate the complex, 
dynamic environment of human tissues during viral 
infection. These limitations hinder the effectiveness 
of biosensors in capturing real-time infection dynam-
ics and key biomarkers, which are essential for study-
ing viral infections accurately. For example, in 2D cell 
cultures, the flat growth environment fails to replicate 
the complex, 3D architecture of human tissues, which is 
crucial for understanding cellular behavior and immune 
responses in a realistic context [4]. This lack of structural 

1  Introduction
Viral infections significantly contribute to global mor-
bidity and mortality, presenting a major health burden 
worldwide [1, 2]. Diseases caused by viruses like human 
immunodeficiency virus, influenza, and respiratory 
syncytial virus have long been significant public health 
concerns. The recent outbreak of COVID-19 has led to 
millions of infections and deaths, with profound and last-
ing impacts on public health and the global economy. 
Additionally, new viral threats, such as Mpox [3], con-
tinue to emerge, while vaccine development for these 
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complexity limits the ability of biosensors to accurately 
monitor infection dynamics and cellular interactions as 
they would occur in vivo. Animal models, though com-
monly used, often yield responses that do not translate 
to human physiology due to species differences, reducing 
the relevance of biosensor data for human applications. 
Additionally, these models lack the precision needed for 
real-time, in situ monitoring. For instance, animal mod-
els often require invasive sampling, while 2D cultures rely 
on endpoint assays, which interrupt dynamic processes 
and limit continuous tracking [5]. Traditional models also 
struggle with limited control over the cellular microenvi-
ronment, preventing accurate representation of viral pro-
gression and host response [6]. Multiplexing capabilities 
are often restricted, with biosensors typically detecting 

only single or limited biomarkers, which fail to capture 
the complexity of immune responses. These ethical and 
practical constraints underscore the need for more effec-
tive alternatives.

Recent advances in microfluidic organ-on-chip (OoC) 
systems have led to the development of biomimetic 3D 
human tissue models. OoC devices are microengineered 
devices that replicate the microarchitecture and func-
tions of human organs on a small scale, enabling the 
simulation of complex biological processes in a con-
trolled environment [7–10]. Compared to traditional 2D 
cultures and animal models, OoCs provide more reliable 
and accurate experimental outcomes, offering a closer 
approximation to the in vivo human environment [11, 
12]. Longitudinal detection of viral biomarkers in OoC 
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models is particularly crucial for monitoring viral infec-
tions to understand their progression and potential treat-
ment. Real-time monitoring provides invaluable insights 
into the dynamics of viral infections and the efficacy of 
antiviral treatments, underscoring the importance of 
integrating nanobiosensors into OoC devices.

Despite the advantages of OoCs, integrating biosen-
sors into these platforms presents challenges due to the 
size of traditional biosensors, which are often too large to 
fit seamlessly into the microengineered devices [13–15]. 
Nanobiosensors, with their significantly smaller size and 
increased sensitivity, provide a practical solution to this 
issue. By miniaturizing the sensing technology, nanobio-
sensors can be effectively incorporated into OoC models, 
allowing real-time, continuous, and in situ monitoring of 
physiological and pathological changes.

This review aims to address the critical need for inte-
grating biosensors into OoC systems for viral infec-
tion monitoring, a field that, to date, lacks practical 
examples of such integration. Although OoC systems 
and biosensors have been extensively studied indepen-
dently for their applications in virology, there has been 
little progress in combining these technologies to create 
a comprehensive, real-time monitoring platform for viral 
infections. By reviewing existing biosensor technologies 
and OoC models, we aim to outline a path forward for 
researchers seeking to incorporate biosensors into OoC 
systems, enabling continuous, in situ tracking of viral 
dynamics within a biomimetic environment. Specifically, 
this review highlights the benefits and potential strate-
gies for integrating nanobiosensors into OoCs, focusing 
on key biomarkers for effective viral infection monitor-
ing (Fig. 1). We also discuss the primary technical chal-
lenges involved in this integration and propose possible 
solutions to overcome these obstacles. Our hope is that 
this review will guide future research efforts, providing a 
foundation for developing advanced OoC platforms that 
support more accurate virological research and improved 
therapeutic strategies.

2  Biomarkers and biosensors for monitoring viral 
infection
To monitor viral infections, cytokines play a crucial role 
as key signaling molecules in the immune response, with 
their levels varying significantly, offering insights into 
the infection’s severity and immune activity. They are 
typically classified into proinflammatory cytokines, anti-
inflammatory cytokines, and chemokines. Additionally, 
other noncytokine biomarkers, such as viral antigen, viral 
load, and C-reactive protein, can also provide valuable 
information about the infection and its progression [16, 
17]. The following section will discuss these cytokines 
and noncytokine biomarkers in detail, elaborating on 

their specific roles in viral infections and their signifi-
cance in disease monitoring.

2.1  Cytokines and cytokine storms
Cytokines are essential signaling molecules in the 
immune response, and their levels can fluctuate signifi-
cantly during viral infections, offering insights into both 
the severity of the infection and the immune response. 
Their specific roles in viral infections and their impor-
tance in disease monitoring will be discussed in further 
detail.

Interleukin-6 (IL-6) is a key proinflammatory cytokine 
involved in the acute phase response, immune regula-
tion, and hematopoiesis. It stimulates the production of 
acute-phase proteins like C-reactive protein (CRP) and 
fibrinogen [18, 19]. In healthy individuals, the average 
IL-6 level is around 5.2 pg/mL [20]. However, during viral 
infections such as COVID-19, IL-6 levels can rise dra-
matically, sometimes exceeding 100 pg/mL, especially in 
severe cases [21].

Interleukin-8, also known as CXCL8, is a chemokine 
that recruits and activates neutrophils, triggering the 
release of inflammatory mediators. Elevated IL-8 levels 
have been observed in severe cases of COVID-19, high-
lighting its role in the disease’s progression [22, 23].

Tumor Necrosis Factor-alpha (TNF-α) is a key proin-
flammatory cytokine involved in systemic inflammation, 
playing a role in inducing fever, shock, tissue injury, and, 
in severe cases, sepsis [24]. In healthy individuals, TNF-α 
levels are typically around 5.5 pg/mL [25]. However, dur-
ing severe viral infections, such as those caused by Ebola 
or influenza, TNF-α levels can rise significantly, often 
exceeding 100 pg/mL [26, 27]. Elevated TNF-α levels are 
commonly associated with severe inflammation and tis-
sue damage [28].

Interleukin-1 beta (IL-1β) is another potent proinflam-
matory cytokine that induces fever and contributes to the 
inflammatory response by promoting the release of other 
cytokines [29]. Under normal conditions, IL-1β levels are 
generally low, ranging from 0.14 to 1 pg/mL in healthy 
individuals [30]. However, during viral infections, partic-
ularly those with systemic effects like COVID-19, IL-1β 
levels can rise to 7.9–19.5 pg/mL [31]. High IL-1β levels 
are associated with severe systemic inflammation and 
may play a role in the development of cytokine storms 
[32].

Interferon-gamma (IFN-γ) is a crucial cytokine in anti-
viral immunity, known for stimulating macrophages and 
enhancing antigen presentation. It also exhibits direct 
antiviral effects by inhibiting viral replication. In healthy 
individuals, IFN-γ levels are generally undetectable or 
very low, typically below 20 pg/mL [33]. However, during 
viral infections such as influenza or hepatitis, IFN-γ lev-
els can rise to 20–100 pg/mL, depending on the severity 
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of the infection [33, 34]. Extremely high IFN-γ levels may 
indicate a hyperactive immune response, contributing to 
immunopathology.

Cytokine storms represent an extreme immune 
response in which the body releases an overwhelming 
amount of proinflammatory cytokines in reaction to an 
infection. This hyperactive response is particularly dan-
gerous because it can cause severe tissue damage, multi-
organ failure, and death. During a cytokine storm, several 

key cytokines become significantly elevated. IL-6 levels, 
for example, can exceed 80 pg/mL, serving as a critical 
indicator of the storm’s severity and a strong predictor of 
poor outcomes [35]. Similarly, TNF-α levels can rise dra-
matically, often reaching or surpassing 100 pg/mL [26, 
27], playing a central role in systemic inflammation and 
contributing to the tissue damage observed during cyto-
kine storms [24]. Moreover, in cytokine storms, charac-
terized by the uncontrolled release of proinflammatory 

Fig. 1  Nanobiosensor and immune cell-integrated Organ-on-Chip (OoC) models for virus infection monitoring. Nanobiosensors provide continuous, 
high-sensitivity tracking of biomarkers in real time. Cytokines indicate immune responses to infection, including key inflammatory markers, such as IL-1β, 
IL-6, and TNF-α. OoC models, such as lung, blood-brain barrier, and multi-organ models, simulate various organ environments to study the dynamics of 
viral infections in a controlled setting. These components work together to enable real-time monitoring of immune responses within organ-on-chip. 
(Created with Biorender.com)
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cytokines, IL-10 often becomes elevated as the body 
attempts to counterbalance the excessive inflammation 
caused by other cytokines like IL-1β, TNF-α, and IL-6 
[36]. These elevated cytokine levels drive the pathologi-
cal process of cytokine storms, leading to severe clinical 
manifestations and underscoring the importance of early 
and effective intervention. Monitoring these cytokine 
dynamics in OoC systems is essential for understanding 
and mitigating complications associated with cytokine 
storms.

2.2  Other biomarkers
In addition to cytokines, traditional methods also moni-
tor various other biomarkers to provide a comprehen-
sive view of viral infections. Viral antigens are commonly 
detected using techniques such as lateral flow assays and 
ELISA, while the genes encoding these antigens are iden-
tified using quantitative PCR (qPCR). However, these 
biosensing tools, due to their assay formats, may not be 
easily integrated into OoC systems [37]. For a detailed 
review of these viral antigens and their detection meth-
ods, readers can refer to specialized literature on the sub-
ject [38].

C-reactive protein (CRP) is an acute-phase protein 
that increases in response to inflammation. During viral 
infections, CRP levels can rise significantly, often reach-
ing 10–60 mg/L [39]. In severe cases, such as COVID-19, 
levels may exceed 100  mg/L [40]. Elevated CRP levels 
indicate systemic inflammation, which is common in 
viral infections. Although CRP is nonspecific, it is widely 
used to monitor the overall inflammatory state.

Ferritin, a blood protein that stores iron, is com-
monly elevated in conditions involving inflammation or 
excessive iron storage [41]. Normal Ferritin levels range 
from 9 to 136 µg/L in women and 35–220 µg/L in men 
[42]. However, during severe viral infections, particu-
larly those involving hyperinflammatory responses like 
COVID-19, Ferritin levels can spike dramatically, often 
reaching 254.1 ± 33.73 in women and 525.6 ± 69.55  µg/L 
in men [43]. These elevated levels are particularly sig-
nificant in diagnosing and managing hyperinflammatory 
states, including cytokine storms.

Viral load is a critical marker for monitoring viral 
infections. qPCR measures the amount of viral RNA or 
DNA in a patient’s body fluids, providing direct evidence 
of the virus’s presence and quantity. For instance, in 
SARS-CoV-2 infections, viral load can vary considerably 
depending on the infection stage, with higher loads typi-
cally observed during the early and symptomatic phases. 
A viral load exceeding 1010 copies/mL is often considered 
high and is associated with increased transmissibility and 
severity [44]. Monitoring viral load is essential for assess-
ing the infection’s stage and severity.

Liver enzymes, such as alanine aminotransferase (ALT) 
and aspartate aminotransferase (AST), are important 
to monitor because viral infections, particularly those 
affecting the liver (e.g., hepatitis) or systemic infections 
like COVID-19, can lead to liver damage [45]. Normal 
ALT levels range from 30 to 65 units per liter (U/L), and 
AST levels range from 15 to 37 U/L [46]. During viral 
infections, especially hepatitis, ALT and AST levels can 
rise significantly, with median values found to be 127.7 
and 95.0 U/L, indicating liver involvement and damage 
[47].

Lactate dehydrogenase (LDH) is an enzyme present in 
nearly all living cells and is released during tissue damage 
[48]. Normal LDH levels for adults typically range from 
122 to 222 U/L (as indicated by Mayo Clinic Labs). How-
ever, in severe viral infections such as COVID-19, LDH 
levels can rise significantly, often exceeding 1,000 U/L, 
reflecting extensive tissue injury [49]. Elevated LDH lev-
els are commonly used to assess the extent of tissue dam-
age and can serve as a marker of disease severity.

White blood cell (WBC) counts, including lympho-
cytes, neutrophils, and other subtypes, provide insights 
into the immune system’s response to viral infection. 
Normal WBC counts range from 4 to 11 billion cells per 
liter of blood [50]. During viral infections, a decrease in 
lymphocytes (lymphopenia) is frequently observed, par-
ticularly in severe cases like COVID-19, where lympho-
cyte counts can fall below 1,000 cells/µL, indicating a 
suppressed immune response [51].

D-dimer is a fibrin degradation product used primar-
ily to assess clot formation and breakdown [52]. Normal 
D-dimer levels are generally below 0.5  µg/mL. Elevated 
D-dimer levels, often exceeding 1.0  µg/mL, suggest 
increased clotting activity and are commonly observed 
in severe viral infections such as COVID-19, where lev-
els can rise significantly, sometimes surpassing 1.8 µg/mL 
[53]. Monitoring D-dimer is important for evaluating the 
risk of thrombotic complications, which are prevalent in 
severe cases [54].

Antibody titers, including specific antibodies such as 
IgM and IgG against the virus, help determine the stage 
of infection (acute vs. convalescent) and the patient’s 
immune response [55]. For instance, IgM antibodies typi-
cally appear early in the infection, detectable within the 
first week and peaking around 1–2 weeks. IgG antibod-
ies develop later, indicating past infection or longer-term 
immunity, with levels varying depending on the pathogen 
[56].

3  Biosensor for detecting biomarkers in virus 
infection cases
3.1  Conventional biosensors
Traditional methods for monitoring viral infections, such 
as molecular techniques like PCR and ELISA, have been 
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invaluable for detecting viral particles and biomarkers. 
However, these methods often fall short in real-time, 
continuous monitoring, which is essential for under-
standing the dynamic nature of viral infections. Most 
traditional techniques are endpoint assays that require 
multiple steps and provide intermittent snapshots of 
biomarker levels, rather than continuous data. Addition-
ally, these methods can be time-consuming, invasive, and 
unable to capture rapid changes in cytokine release, tis-
sue integrity, or immune responses.

Biosensors address these limitations by offering real-
time, continuous monitoring of key biomarkers such as 
cytokines, proteins, and antibodies in a noninvasive and 
highly sensitive manner. Integrating these biosensors into 
OoC systems allows researchers to track the progres-
sion of viral infections and the body’s response over time, 
yielding more detailed insights into disease mechanisms. 
Unlike traditional methods, biosensors provide instant 
feedback and can be miniaturized for integration with 
complex microfluidic systems, making them particularly 
well-suited for applications in OoC models.

Electrochemical, optical, piezoelectric, and thermal 
biosensors are particularly valuable in these applications 
because of their ability to detect biomarker fluctuations 
with high specificity and sensitivity. Each technology 
offers distinct advantages: electrochemical biosensors 
measure electrical signals generated by biomolecular 
interactions, optical biosensors track changes in light 
properties, piezoelectric biosensors detect mass changes, 
and thermal biosensors detect monitor temperature 
shifts associated with biomarker interactions.

The integration of biosensors into OoC systems repre-
sents a significant advancement over traditional meth-
ods. It enables dynamic, real-time monitoring of viral 
infections and provides continuous, in situ data. This 
shift from static, endpoint assays to dynamic, integrated 
systems is a critical step forward in understanding and 
treating viral diseases.

Electrochemical biosensors detect electrical signals 
generated from the interaction between a target bio-
marker and the biosensor’s recognition element. These 
biosensors are widely used due to their high sensitivity, 
selectivity, and potential for miniaturization. For exam-
ple, in the context of SARS-CoV-2 infection, electro-
chemical biosensors have been employed to detect CRP, 
a marker for inflammation. These biosensors can achieve 
a limit of detection (LOD) for CRP as low as 0.1 ng/mL. 
Studies have demonstrated that electrochemical biosen-
sors were effectively monitor CRP levels, providing a 
sensitive and rapid method for assessing inflammation 
during viral infection [57]. Similarly, electrochemical bio-
sensors have been used to monitor alanine aminotrans-
ferase (ALT), a liver enzyme, in Hepatitis B Virus (HBV) 
infection. These biosensors can detect ALT with an LOD 

of 5 U/L, making them valuable for assessing liver dam-
age in HBV patients [58].

Optical biosensors detect changes in optical proper-
ties such as absorbance, fluorescence, luminescence, or 
surface plasmon resonance (SPR) when the target bio-
marker interacts with the biosensor. These biosensors are 
especially useful for real-time, label-free detection and 
are highly sensitive. For instance, in monitoring of SARS-
CoV-2, SPR biosensors have been used to detect antibod-
ies (IgM and IgG) against the virus, with an LOD as low 
as 12.75 ng/mL, providing crucial information about the 
immune response during infection [59]. SPR biosensors 
have also been utilized to detect Ferritin, a marker of 
hyperinflammation, with an LOD of 12 ng/mL, which is 
particularly relevant for severe COVID-19 cases [60].

Piezoelectric biosensors, commonly known as quartz 
crystal microbalance (QCM) biosensors, detect mass 
changes on a biosensor surface by measuring variations 
in the frequency of a quartz crystal or other piezoelec-
tric materials. These biosensors are highly sensitive to 
mass changes and offer real-time monitoring capabilities. 
During viral infections such as Influenza A, piezoelectric 
biosensors have been used to detect cytokines like Inter-
leukin-6 (IL-6). These biosensors have achieved a LOD of 
0.5 pg/mL, making them effective for monitoring cyto-
kine levels during the acute phase of infection [61–63].

These biosensors are essential tools for detecting and 
monitoring biomarkers associated with viral infections, 
providing high sensitivity and specificity, and enabling 
real-time assessment of disease progression.

3.2  Nanobiosensors
Biosensors, which include a receptor sensor and a detec-
tor, are designed to convert biological signals into digi-
tal outputs. Their efficiency is significantly enhanced by 
nanomaterials such as nanofilms [64], gold nanopar-
ticles [65, 66], and quantum dots [67], which amplify 
the signals. Nanomaterials possess exceptional optical, 
electrical, magnetic, and mechanical properties, as well 
as high surface area-to-volume ratios. These attributes 
make them ideal for minimal invasive techniques and 
enable the rapid, sensitive detection of viruses. Moreover, 
nanobiosensors facilitate real-time monitoring, a crucial 
capability for improving patient care by providing timely 
and accurate diagnostics, even at low viral levels. Their 
enhanced sensitivity allows for the detection of even 
minimal viral quantities, ensuring timely and accurate 
diagnostics.

Viral infections often induce metabolic changes in 
both infected and responding host cells, making these 
alterations potential indicators for immediate monitor-
ing of viral activity [68]. Commonly used nanobiosensors 
for monitoring virus infection include optical [69, 70], 
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piezoelectric [71, 72], and electrochemical [73, 74] nano-
biosensors (Fig. 2).

Optical nanobiosensors have emerged as a leading 
technology in nano-biosensing due to their noninvasive-
ness, high sensitivity, direct detection capabilities, and 
ease of integration with other technologies. Leveraging 
their inherent properties, optical nanobiosensors enable 
early diagnosis and enhance clinical outcomes. The fun-
damental type of optical nanobiosensor is an optical 
transducer, which detects analytes or pathogens by mea-
suring changes in fluorescence, absorption, or reflectance 
of the sensing material. For virus detection, optical nano-
biosensors are often combined with organic fluorescent 
molecules [75], quantum dots (QDs) [76], upconversion 
nanoparticles (UCNPs) [77], gold nanoparticles (AuNPs) 
[78], and magnetic particles (MPs)-chemiluminescent 
labels [79].

Piezoelectric nanobiosensors function by measuring 
changes in resonance frequency. Quartz crystal micro-
balances (QCMs), which have piezoelectric proper-
ties, detect these frequency changes or deflections in 

the sensing material. Piezoelectric materials experience 
mechanical oscillations when subjected to an alternat-
ing current (AC) voltage, creating an oscillating electric 
field. The frequency (f ) of the AC voltage decreases as the 
mass (m) increases due to intermolecular interactions 
[80]. Mass-responsive piezoelectric nanobiosensors are 
widely used for virus detection. In these nanobiosensors, 
an antibody is immobilized on the upper electrode sur-
face of the piezoelectric material. The upper and lower 
electrodes induce resonance in the piezoelectric material. 
When the target antigen binds to the probe antibody, the 
resonance frequency changes, allowing detection.

Electrochemical nanobiosensors detect changes in 
electrical signals and can be classified into amperometric, 
potentiometric, or conductivity sensors [81]. Ampero-
metric sensors apply a voltage between a reference and 
working electrode to initiate electrochemical oxidation 
or reduction, quantifying analyte concentration by mea-
suring the resulting current. Potentiometric sensors, 
through specific sensor-analyte interactions, establish 
a local Nernstian equilibrium at the sensor interface, 

Fig. 2  Applications of biosensors for viral detection. (A) Optical nanobiosonsers. (i) Single-layer transition metal dichalcogenide nanosheets-based multi-
plexed fluorescent DNA detection [75]. Reprinted with permission granted by John Wiley and Sons via Copyright Clearance Center, Inc. (ii) Oligo detection 
based on luminescence resonance energy transfer (LRET) biosensor with energy transfer from upconversion nanoparticles (UCNPs) to gold nanoparticles 
(AuNPs) on membrane [77]. Reprinted with permission from Copyright 2016 American Chemical Society. (B) Piezoelectric plate nanobiosensor [80]. 
Reprinted with permission granted by Elsevier via Copyright Clearance Center, Inc. (C) Novel electrochemical sensor for prostate-specific antigen marker 
detection [81]. Reprinted with permission granted by John Wiley and Sons via Copyright Clearance Center, Inc
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providing analyte concentration information without 
current flow. Conductometric sensors, also known as 
impedimetric sensors, detect and quantify analyte-spe-
cific recognition events by measuring changes in surface 
impedance on the electrode.

In addition to monitoring viral load, it is crucial to 
examine the role of nanobiosensors in assessing cyto-
kine impact during viral infections. Nanobiosensors offer 
valuable insights into both viral load and cytokine levels, 
which are key modulators of the immune response dur-
ing infections. Understanding this interplay is essential 
for developing comprehensive diagnostic tools and thera-
peutic strategies.

4  OoC models for viral infection
4.1  OoC models
OoC models have transformed biomedical research by 
offering dynamic platforms that simulate human organ 
systems, providing valuable insights into viral infections 
and responses to antiviral drugs. The COVID-19 pan-
demic has notably accelerated their application in viro-
logical research, making them essential tools for studying 
viral pathogenesis and testing therapeutic interven-
tions (Table  1) [82, 83]. To prepare for future pandem-
ics, expanding OoC models to include a wider variety 
of organs and a broader range of virus strains is crucial 
for improving our understanding of viral infections and 
treatment responses.

4.1.1  Lung-on-chip
Lung-on-Chip models have been extensively used to 
study respiratory infections, especially SARS-CoV-2. 
These models often employ microfluidic devices with 
two parallel channels separated by porous membranes 
to mimic the alveolar-capillary interface [84–92]. An 
advanced design includes lateral vacuum chambers that 
replicate the mechanical stress of breathing, providing a 
more physiologically relevant environment for studying 
lung infections [93]. Additionally, 3D structures, such as 
porous gelatin methacryloyl (GelMA) scaffolds, are used 
to replicate alveolar sacs, enhancing the model’s ability to 
mimic in vivo lung architecture and function during viral 
infection studies (Fig. 3) [94].

4.1.2  Liver-on-chip
Liver-on-Chip models are invaluable for studying hepato-
tropic viruses, such as the Hepatitis B Virus (HBV). These 
models are designed to replicate the liver’s complex 
microarchitecture, often using microfluidic systems that 
simulate liver tissue perfusion and metabolic functions 
[95–97]. Advanced platforms, such as those incorporat-
ing a capillary bed structure, allow for more accurate 
modeling of viral infection dynamics and drug metabo-
lism. High-throughput liver models have been developed 

to improve usability and scalability, specially for screen-
ing antiviral drugs targeting liver infections [97].

4.1.3  Kidney-on-chip
Kidney-on-Chip models focus on mimicking the renal 
filtration barrier, which is crucial for studying viral infec-
tions that impact kidney function [12]. These models 
commonly use two-channel microfluidic devices with a 
porous membrane that simulates the glomerular filtra-
tion barrier. This configuration allows researchers to 
investigate how viruses affect kidney health and renal fil-
tration, as well as to assess potential nephrotoxic effects 
of antiviral drugs.

4.1.4  Gut-on-chip
Gut-on-Chip models are designed to replicate the intesti-
nal barrier, often using two-channel microfluidic devices 
with porous membranes designed to mimic the epithe-
lial-endothelial interface [98–100]. Some designs also 
incorporate mechanical features that simulate peristal-
tic movement, enhancing their physiological relevance. 
These models are used to study enteric viruses, such as 
coxsackievirus and coronavirus, allowing researchers to 
explore viral replication dynamics and the gut’s immune 
response.

4.1.5  Brain-on-chip
Brain-on-Chip models are particularly useful for study-
ing viral infections that affect the central nervous sys-
tem, such as neurotropic viruses. These models typically 
simulate the blood-brain barrier (BBB) through complex 
microfluidic systems, including hollow cylindrical chan-
nels lined with brain endothelial cells [101–104]. Certain 
advanced designs include multiple chambers that house 
different brain cell types, allowing researchers to examine 
interactions between cells and the effects of viral infec-
tions on brain function [101]. High-throughput BBB-on-
chip models have been developed to facilitate studies on 
viral penetration and drug delivery across the BBB [103].

4.2  Evaluating antiviral drug efficacy and infection 
phenotypes using OoCs
OoC models are essential for evaluating antiviral drug 
efficacy by examining various infection phenotypes, 
including cytokine release, marker protein expression, 
viral binding, and replication [84, 85, 87, 88, 90, 92]. 
Some studies have focused on noninvasive methods 
for assessing these phenotypes, such as phase contrast 
microscopy for cell morphology and trans-epithelial/
endothelial electrical resistance (TEER) measurement 
for barrier integrity [98, 100]. Unique applications of 
OoCs include using Lung-on-Chip models to investigate 
the evolution of influenza A virus and the emergence of 
drug-resistant strains [89]. Additionally, OoCs have been 
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Table 1  Viral infection models in human organ-on-chips
Organ Design Cell type Viral strain Finding Ref.
Lung Two channels separated by a 

porous membrane
Primary human alveolar epithelial 
cells (pHAECs), primary human lung 
endothelial cells (pHLECs)

H1N1, H3N2, 
H5N1

- Influenza infection in human lung.
- Inhibition TRPV4 and RAGE in influenza 
infection.

[84]

Two channels separated by a 
porous membrane

human alveolar epithelial cell 
(hAECs), HULEC-5a

SARS-CoV-2 - Infection in human lung.
- Effects of Remdesivir on infection.

[85]

Three channels (middle: collagen, 
side: cells)

pHAECs, human umbilical vein 
endothelial cells (HUVEC)

SARS-CoV-2 - Recapitulating SARS-CoV-2 infection in 
human lung
- Effects of spike protein-specific antibody 
on preventing infection.

[86]

Two channels separated by a 
porous membrane

pHAECs, pHLECs SARS-CoV-2 - Damages in lung endothelium by 
infection.
- Effects of Tocilizumab and anti-IL6R anti-
body, on endothelial cell damages.

[87]

Two channels separated by a 
porous membrane

pHAECs, pHLECs SARS-CoV-2 - cGAS–STING Pathway drives type I IFN 
immunopathology in COVID-19.

[88]

Incorporated with an alveolar sac-
like porous scaffold

pHAECs SARS-CoV-2 - Infection of human lung. [94]

Two channels separated by a 
porous membrane

pHAECs, pHPECs H1N1 - Emergence of drug-resistant viral strains 
by chip-to-chip transmission under pres-
ence of drugs.

[89]

Two channels separated by a 
porous membrane

Primary human lung bronchial-
airway epithelial basal stem cells, 
pHPECs

H1N1, H3N2, 
H5N1, 
SARS-CoV-2

- Viral infections and their treatments. [90]

Two channels separated by a 
porous membrane

pHAECs, pHLECs Viral mimic 
(poly(I: C))

- Exacerbation of chronic obstructive pul-
monary disease by viral infection

[91]

Two channels separated by a 
porous membrane

pHAECs, HUVECs, neutrophil Human rhi-
noviral 16

- Asthma exacerbation and transepithelial 
migration.

[92]

Liver Single channel or two channels 
separated by a porous membrane

Primary rat hepatocytes, primary 
rat adrenal medullary endothelial 
cells, bovine aortic endothelial cells 
(bAECs)

Hepatitis B - Viral replication. [95]

Single channel Primary human hepatocytes 
(pHHs), bAECs

Hepatitis B - Viral replication. [96]

incorporating scaffold that contains 
matrix mimicking liver capillary bed

Human hepatocyte cell lines, pHHs, 
primary Kupffer cells

Hepatitis B - Infection. [97]

Gut Two channels separated by a 
porous membrane

Caco-2 (human gut epithelial cell 
line)

Coxsackievi-
ral B1

- Infection and corresponding responses 
are polarized in gut epithelial cells.

[98]

Two channels separated by a 
porous membrane

Caco-2, HUVECs SARS-CoV-2 - Infection in human gut. [99]

Two channels separated by a 
porous membrane

Organoids-derived gut epithelial 
cells, primary human large intestine 
microvascular endothelial cells

HCoV-NL63 - Infection and its treatment in human gut. [100]

Kidney Single channel Madin Darby Canine Kidney cells Pseudora-
bies viral

- Pseudorabies viral-induced abnormalities [12]

Brain Three chambers connected with 
each other via microchannels

Primary rat neurons, S16 (rat 
Schwann cell line), PK-15 (porcine 
kidney cell line)

Pseudora-
bies viral

- Connectivity among the individual 
cellular components through axonal viral 
transport.

[101]

Hollow cylindrical channel in 
hydrogel

human brain endothelial cell line 
(hCMEC/D3)

SARS-CoV-2 
spike pro-
tein S1

- Effects of SARS-CoV-2 spike protein on 
BBB integrity.

[102]

Chamber and single channel sepa-
rated by a porous membrane

hCMEC/D3, primary human 
astrocytes

Adeno-
associated 
viral

- Adeno-associated viral translocation 
mediated by LY6E protein crossing human 
BBB.

[103]

Two channels separated by a 
porous membrane

Primary human brain endothelial 
cells, primary human pericytes, 
SVGp12 (human astrocyte cell line)

Venezu-
elan Equine 
Encephalitis 
virals

- Long-term infection in BBB.
- Effectiveness of Omaveloxolone.

[104]
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employed to explore interactions between different cell 
types during infection, as demonstrated in models sim-
ulating viral-induced asthma exacerbations and brain 
infection dynamics [92, 101].

These models not only elucidate the direct effects of 
antiviral drugs on viruses but also identify potential side 
effects on host cells, offering a comprehensive assessment 
of drug efficacy and safety. As OoC technology continues 
to evolve, it holds the potential to significantly enhance 
our understanding of viral infections and the develop-
ment of effective therapeutic strategies.

5  Integration of nanobiosensors into OoC models
5.1  Designing factors of integration of nanobiosensors 
into OoC models
The integration of nanobiosensors into OoC models for 
real-time monitoring represents an emerging yet under-
explored frontier with considerable potential to advance 
virological and biomedical research. Real-time moni-
toring is critical for investigating dynamic processes, 
including cytokine storms, fluctuations in barrier integ-
rity, and the progression of viral infections. Traditional 
models require sample collection for biosensor analysis, 
often leading to interruptions and potential data loss. 
By embedding nanobiosensors directly within OoCs, 

researchers can achieve continuous, real-time tracking 
of key biomarkers without system disruption, enabling 
a more precise and holistic understanding of these bio-
logical phenomena [105]. The compact design of nano-
biosensors allows for seamless integration with OoCs 
[13–15], while their high sensitivity facilitates the detec-
tion of cytokines at low concentrations, significantly 
enhancing LOD beyond that of conventional biosensors 
[62, 63].

When incorporating nanobiosensors into OoC models, 
several critical design considerations must be addressed 
to ensure effective functionality and seamless operation 
(Fig.  4). Given the micro-scale dimensions of OoC sys-
tems, nanobiosensors must be sufficiently miniaturized 
to fit within the microfluidic channels and compartments 
of the chip. Additionally, these nanobiosensors should 
not interfere with the normal physiological functions of 
the tissues or cells within the OoC. Compatibility with 
materials commonly used in OoCs, such as polydimeth-
ylsiloxane (PDMS) and glass, is also essential to avoid 
any adverse interactions that could affect nanobiosensors 
performance or alter the biological environment [106].

Sensitivity and selectivity are crucial aspects of nanobi-
osensor design. Nanobiosensors must exhibit high sensi-
tivity to detect low concentrations of specific biomarkers, 

Fig. 3  Various designs of Organ-on-Chip (OoC) systems for replicating viral infections in human organs. (A) Lung-on-Chip model with two parallel 
channels separated by a porous cell culture membrane [85]. Reprinted under the terms of the Creative Commons CC-BY license. (B) OoCs incorporating 
organotypic structures. (i) Lung-on-Chip featuring alveolar sac-like structure made from gelatin methacryloyl (GelMA) hydrogel [94]. Reprinted under the 
terms of the Creative Commons Attribution-NonCommercial-NoDerivatives License 4.0 (CC BY-NC-ND) license. (ii) Nervous system-on-Chip with three 
chambers culturing different type of cells [101]. Reprinted with permission granted by RSC Publishing via Copyright Clearance Center, Inc. (C) High-
throughput Blood-brain barrier (BBB)-on-Chip, operating multiple organ-on-chip units in a single array [103]. Reprinted with permission granted by RSC 
Publishing via Copyright Clearance Center, Inc
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such as cytokines or viral particles, while avoiding cross-
reactivity with other substances in the OoC environ-
ment. This necessitates careful selection and engineering 
of sensing elements, such as antibodies or aptamers, to 
ensure they bind exclusively to the target molecules [107]. 
Additionally, nanobiosensors must support real-time, 
continuous monitoring to provide meaningful insights 
into the dynamic processes within the OoC. They should 
be capable of operating over extended periods without 

degradation to ensure consistent and reliable data on bio-
marker levels. Integration with data acquisition systems 
that enable continuous data collection and analysis is also 
essential [105].

Noninvasiveness is a crucial factor to consider. To min-
imize disruption to the biological processes within the 
OoC, it is important to prioritize noninvasive or mini-
mally invasive sensing technologies. These technologies 
facilitate the monitoring of biomarkers without causing 

Fig. 4  Design factors for establishing nanobiosensor-integrated organ-on-chip. Sensor miniaturization ensures that nanobiosensors can fit within the 
microfluidic channels and compartments of OoCs without disrupting the biological environment. Scalability supports efficient, cost-effective produc-
tion of nanobiosensors for a range of OoC platforms. Sensor sensitivity enables the detection of low concentrations of biomarkers, such as cytokines, 
providing accurate real-time data on immune responses. Sensor selectivity allows nanobiosensors to target specific biomarkers, ensuring specificity and 
minimizing cross-reactivity. Power requirement addresses the need for low-power designs to reduce heat generation and energy usage. Sensor invasive-
ness emphasizes the importance of noninvasive sensing to prevent disruption to biological processes on the chip. Organ-on-chip architecture ensures 
that nanobiosensors are strategically integrated within the microfluidic structure to maintain optimal fluid flow and effective sample contact, supporting 
continuous, multiplexed monitoring for comprehensive virological and biomedical research. (Created with Biorender.com)
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physical damage or altering the behavior of the cells and 
tissues on the chip [108]. Additionally, in many cases, it 
is necessary to monitor multiple biomarkers simultane-
ously to achieve a comprehensive understanding of the 
biological processes within the OoC. Therefore, nano-
biosensors with multiplexing capabilities are essential, as 
they enable the detection of several different biomarkers 
within the same chip and provide a more complete view 
of disease progression, drug effects, or viral infection 
dynamics.

Integration of nanobiosensors into the microfluidic 
architecture of the OoC is a critical design consideration. 
This requires careful placement of nanobiosensors within 
the chip to ensure optimal fluid flow and effective con-
tact with the biological sample. The design must support 
efficient delivery and removal of fluids and accommodate 
nanobiosensors arrays without disrupting the microflu-
idic environment [109]. Additionally, data integration 
and analysis should be integral to the design. The system 
needs to incorporate mechanisms for data collection, 
storage, and analysis, potentially by integrating nanobio-
sensors with external data processing units or embedding 
data processing capabilities within the OoC. Advanced 
data analysis techniques, such as machine learning algo-
rithms, can be used to interpret the complex datasets 
generated by the nanobiosensors [110, 111].

Power requirements and signal transduction mecha-
nisms are also critical design considerations. Low-power 
designs are preferred to reduce heat generation and 
energy consumption within the OoC. The signal trans-
duction mechanism should be optimized to minimize 
noise and ensure precise data transmission from the 
nanobiosensors to external devices for analysis [112]. 
Additionally, the materials used in constructing the 
nanobiosensors must be biocompatible to avoid adverse 
reactions with the biological components of the OoC. 
The nanobiosensors should also be durable enough to 
maintain reliable performance throughout long-term 
experiments, without degradation.

Scalability and manufacturability are key consider-
ations in the design of nanobiosensors for OoC models. 
It is essential to develop nanobiosensors that can be pro-
duced at scale and integrated into OoCs both efficiently 
and cost-effectively. The design should also accommodate 
adaptation to different OoC platforms and applications, 
ensuring broad applicability across various research 
fields. For instance, electrochemical nanobiosensors 
could be integrated into Lung-on-Chip models to moni-
tor cytokines like IL-6 or TNF-α during a viral infection. 
These nanobiosensors can provide immediate feedback 
on inflammatory responses, allowing researchers to 
observe how these levels fluctuate in response to infec-
tion or drug treatment. Similarly, optical nanobiosensors, 
such as those utilizing SPR, can detect real-time changes 

in the concentration of specific proteins or antibodies in 
Liver-on-Chip or Gut-on-Chip models.

5.2  Recent advances of nanobiosensors-integrated OoC 
models
Integrating nanobiosensors into OoCs represents a 
particularly promising area of research. Nanobiosen-
sors can greatly enhance these models by enabling 
time-resolved, continuous measurements and provid-
ing faster readouts, which results in more compre-
hensive data from organ and disease models (Fig.  5; 
Table  2). For example, Asif et al. integrated opti-
cal pH nanobiosensors and TEER electrodes into 
a glass-based kidney-on-chip to monitor real-time 
changes under disease conditions and drug treat-
ment. They demonstrated that decreases in pH and 
TEER values over time served as noninvasive indica-
tors of renal damage [113]. Similarly, Shaughnessey 
et al. employed high-throughput TEER measurement 
in an OoC array to detect drug-induced nephrotoxic-
ity, showing that changes in TEER could be observed 
before cell death, offering a rapid, early, and label-free 
approach to toxicity assessment [114]. The integra-
tion of electrochemical immunosensors into OoC plat-
forms enables the use of various techniques, such as 
voltammetry, amperometry, and impedance measure-
ments, to enhance signal and nanobiosensors sensitiv-
ity [115]. Real-time detection of molecules secreted 
by cells, such as cytokines, is crucial for monitoring 
changes in cellular and tissue metabolic activity, par-
ticularly during immune responses to viral infections. 
Cytokines regulate various cellular functions during 
immune responses, including cell proliferation, migra-
tion, or activation, and play a key role in viral infection 
and intercellular signaling [116]. The most commonly 
used in situ techniques for detecting cytokines and 
small proteins on microarrays are immunoassay-
based methods, such as antigen-antibody assays [117]. 
Regarding the integration of antibody-based nanobio-
sensors into OoC platforms, various functionalization 
strategies have been developed to ensure efficient and 
stable immobilization of antibodies on nanobiosen-
sors electrodes, thus enhancing detection sensitiv-
ity [118, 119]. For example, Ortega et al. developed a 
PDMS-based muscle microarray platform for monitor-
ing inflammatory cytokines IL-6 and TNF-α produced 
by mouse skeletal myoblasts [117]. Aptamers are also 
gaining popularity for detecting proteins and cyto-
kines due to their high sensitivity, selectivity, and ther-
mal stability. Shin et al. developed an aptamer-based 
electrochemical biosensing platform connected to a 
bioreactor culture chamber for monitoring damage in 
cardiac-like organs [120]. Additionally, Liu et al. quan-
tified IFN-γ and TNF-α production by activated T 
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Table 2  Nanobiosensors-integrated human organ-on-chips
Type Application Biomarkers Organ Context of detection Ref.
Optical Tissue damage and pH 

monitoring
pH Kidney - Renal damage under disease and drug treatment conditions. [113]

Electrical Muscle inflammation IL-6, TNF-α Muscle - Real-time monitoring of inflammatory cytokines produced by 
muscle cells under inflammatory conditions.

[117]

Electrical Cardiovascular disease Cardiac 
Electrophysiology

Heart - Electrophysiological responses
to hypoxia on heart.

[118]

Electrochemical Cardiac tissue damage Cardiac damage 
markers

Cardiac - Monitoring cardiac damage markers in real time. [120]

Electrochemical Immune response and 
cytokine quantification

IFN-γ, TNF-α T cells - Quantifies cytokine production by T cells. [121]

Fig. 5  Integration of biosensors in organ-on-chip systems for in situ and real-time monitoring of changes. (A) OoC arrays equipped with high-through-
put trans-epithelial/endothelial electrical resistance (TEER) sensor for real-time non-invasive monitoring of nephrotoxicity [114]. Reprinted under the 
terms of the Creative Commons CC-BY license. (B) In situ monitoring system for detecting IL-6 and TNF-α changes in a muscle-on-chip [117]. Reprinted 
with permission granted by RSC Publishing via Copyright Clearance Center, Inc. (C) Heart-on-chip equipped with aptamer-based biosensor to monitor 
cell-secreted trace cardiac biomarkers [120]. Reprinted with permission from Copyright 2016 American Chemical Society
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cells in a microfluidic device by labeling aptamers with 
anthraquinone and methylene blue redox reporters on 
gold electrodes [121].

5.3  Future directions of nanobiosensor-integrated OoCs
Looking forward, the integration of nanobiosensors 
in multi-organ-on-chip (MoC) systems holds tremen-
dous potential for studying systemic viral responses 
across interconnected organ models. MoCs enable a 
more comprehensive understanding of multi-organ 
interactions in diseases where viral infections affect 
multiple systems, such as the respiratory, hepatic, and 
neural tissues. For example, a gut-liver MoC equipped 
with nanobiosensors could simultaneously track gut 
permeability and liver responses, providing real-time 
insights into the cross-organ infection dynamics. How-
ever, designing nanobiosensors that are compatible 
with diverse cell types and environments across MoCs 
remains a challenge, often requiring modular con-
figurations where each organ can be monitored inde-
pendently before being connected into an integrated 
system.

Artificial intelligence (AI) and machine learning 
(ML) are essential for managing and interpreting the 
large-scale data generated by nanobiosensor-integrated 
OoCs, especially as multi-organ setups introduce 
additional complexity. ML algorithms excel at han-
dling high-dimensional datasets, .identifying patterns, 

predictive markers, and anomalies critical for studying 
viral pathogenesis and therapeutic effects. Additionally, 
ML-driven image recognition within these systems can 
track cellular changes in real time, while label-free vir-
tual staining techniques allow uninterrupted visualiza-
tion of cellular structures, preserving the integrity of 
biological data [122].

Beyond data analysis, AI plays a crucial role in opti-
mizing operational conditions within nanobiosensor-
integrated OoCs. Real-time AI control of factors like 
media flow and environmental stability ensures the main-
tenance of optimal conditions, reducing manual adjust-
ments and enhancing data reliability [110, 111]. Advances 
in bioprinting and AI-supported design are also facili-
tating the production of complex, fully automated OoC 
systems with embedded nanobiosensors, allowing for 
efficient, safe, and reproducible experimental workflows, 
especially in studies involving infectious pathogens.

The future of nanobiosensor-integrated OoCs, com-
bined with the capabilities of MoCs and AI, promises 
a transformative approach in virological research and 
personalized medicine. These innovations not only 
enable precise, real-time monitoring of multi-organ 
interactions but also support a new level of data accu-
racy and more ethical research practices by reducing 
reliance on animal models, ultimately contributing to 
more effective and patient-centered healthcare solu-
tions (Fig. 6).
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6  Conclusion
Integrating nanobiosensors into OoC systems offers sub-
stantial potential for advancing our understanding of 
viral infections and enhancing therapeutic interventions. 
Nanobiosensors overcome key limitations of traditional 
diagnostic methods by enabling real-time, in situ moni-
toring of biomarkers such as cytokines and other disease 

indicators. Their miniaturized design, increased sensi-
tivity, and compatibility with microfluidic environments 
make nanobiosensors ideal for continuous, noninvasive 
monitoring. This capability provides researchers with 
critical insights into the dynamic processes of viral infec-
tions and immune responses, aiding the development of 
more effective treatments.

Fig. 6  Potential integration of advanced technologies in organ-on-chip systems and its potential outcomes in virological research. Nanobiosensor en-
ables real-time monitoring of biomarkers, essential for tracking viral infection dynamics and immune responses. Multi-organ-on-chip systems mimic 
interactions across different organs, enhancing the physiological relevance of disease models. Artificial intelligence aids in data analysis and interpretation 
of complex datasets generated by organ-on-chips. These integrations collectively support personalized medicine and antiviral development and reduce 
ethical concerns by minimizing reliance on animal testing. (Created with Biorender.com)
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However, despite advancements, significant challenges 
remain in fully integrating nanobiosensors into OoCs, 
which limits these system’s ability to replicate the com-
plex, dynamic nature of human biology. Future research 
should prioritize addressing these challenges, including 
nanobiosensors durability, multiplexing capabilities, and 
data analysis. The continued development of nanobio-
sensors-integrated OoCs will revolutionize virological 
research by enabling real-time biomarker monitoring, 
improving drug dosing precision, and facilitating early 
detection of adverse effects.

In conclusion, the synergy between OoCs and nano-
biosensors is set to revolutionize virological research 
and therapeutic development. Ongoing advancements 
in materials science, multi-organ chip designs, and data 
processing will drive the scalability and functionality of 
these integrated systems. As these technologies progress, 
they hold the potential to unlock new possibilities for 
personalized medicine, real-time diagnostics, and more 
effective treatments for viral diseases.
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